BD Product Name: BD Alaris™ Systems Manager

Date of Critical or Security Patches: April 2021
Abstract: Critical or Security Patches — April 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for April 2021. These patches were not found to adversely affect BD products and

will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the

validated patches are installed on their BD systems as the acting responsible entity in

order to maintain the correct security posture of the system(s).

Removal Tool x64 - v5.88
(KB890830)

one time to check your computer for
infection by specific, prevalent
malicious software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is found. If
an infection is found, the tool will
display a status report the next time
that you start your computer. A new
version of the tool will be offered
every month. If you want to
manually run the tool on your
computer, you can download a copy
from the Microsoft Download Center,
or you can run an online version
from microsoft.com. This tool is not

Patch Name Description Patch ID Notes
2021-04 Security Monthly A security issue has been identified KB5001382 | N/A
Quality Rollup for Windows in a Microsoft software product that
Server 2012 R2 for x64-based | could affect your system. You can
Systems (KB5001382) help protect your system by

installing this update from Microsoft.

For a complete listing of the issues

that are included in this update, see

the associated Microsoft Knowledge

Base article. After you install this

update, you may have to restart

your system.
Windows Malicious Software After the download, this tool runs KB890830 N/A
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a replacement for an antivirus
product. To help protect your
computer, you should use an
antivirus product.

2021-04 Update for Windows
Server 2012 R2 for x64-based
Systems (KB4601275)

Install this update to resolve issues
in Windows. For a complete listing of
the issues that are included in this
update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.

KB4601275

N/A

2021-04 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems (KB5001393)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by
installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5001393

N/A

2021-04 Servicing Stack
Update for Windows Server
2012 R2 for x64-based
Systems (KB5001403)

Install this update to resolve issues
in Windows. For a complete listing of
the issues that are included in this
update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.

KB5001403

N/A

2021-04 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5001347)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by
installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5001347

N/A

2021-04 Servicing Stack
Update for Windows Server
2016 for x64-based Systems
(KB5001402)

Install this update to resolve issues
in Windows. For a complete listing of
the issues that are included in this
update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.

KB5001402

N/A
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BD Product Name: BD Alaris™ System Maintenance

Date of Critical or Security Patches: April 2021
Abstract: Critical or Security Patches — April 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for April 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-04 Servicing Stack Install this update to resolve issues KB5001402 | N/A
Update for Windows Server in Windows. For a complete listing of

2016 for x64-based Systems the issues that are included in this

(KB5001402) update, see the associated Microsoft

Knowledge Base article for more
information. After you install this
item, you may have to restart your

computer.
2021-04 Cumulative Update A security issue has been identified KB5001347 | N/A
for Windows Server 2016 for in a Microsoft software product that
x64-based Systems could affect your system. You can
(KB5001347) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

2021-04 Security Monthly A security issue has been identified KB5001382 | N/A
Quality Rollup for Windows in a Microsoft software product that

Server 2012 R2 for x64-based | could affect your system. You can

Systems (KB5001382) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
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update, you may have to restart
your system.

2021-04 Update for Windows Install this update to resolve issues KB4601275 | N/A
Server 2012 R2 for x64-based | in Windows. For a complete listing of
Systems (KB4601275) the issues that are included in this
update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your

computer.
2021-04 Security Only Quality | A security issue has been identified KB5001393 | N/A
Update for Windows Server in a Microsoft software product that
2012 R2 for x64-based could affect your system. You can
Systems (KB5001393) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

2021-04 Servicing Stack Install this update to resolve issues KB5001403 | N/A
Update for Windows Server in Windows. For a complete listing of

2012 R2 for x64-based the issues that are included in this

Systems (KB5001403) update, see the associated Microsoft

Knowledge Base article for more
information. After you install this
item, you may have to restart your

computer.
Update for Windows Server Install this update to resolve issues KB4130978 | N/A
2012 R2 (KB4130978) in Windows. For a complete listing of

the issues that are included in this
update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.

2021-04 Cumulative Update Install this update to resolve issues KB5001330 | N/A
for Windows 10 Version 2004 in Windows. For a complete listing of
for x64-based Systems the issues that are included in this
(KB5001330) update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your

computer.
Security Update for Microsoft A security vulnerability exists in KB4504733 | N/A
Outlook 2013 (KB4504733) Microsoft Outlook 2013 64-Bit Edition
64-Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

AL/ .
b 4 B D Advancing the world of health


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=890256bf-3253-4cb6-992b-e6248bd38159
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=444e2bf2-70dc-4b7d-b090-1ca62dc802e0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4ce7fe4b-8ffe-48cc-8e42-6fd1b926ab94
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=325178eb-8cc9-4588-ae4e-ce377deb3025
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c0bde0a1-5d72-4d51-97f1-52fd46d9b5ae
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dec8601d-3cdd-4ef8-abb1-5c7b0cee1e90

opened. This update resolves that
vulnerability.

Security Update for Microsoft A security vulnerability exists in KB4493208 | N/A
Word 2013 (KB4493208) 64- Microsoft Word 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

opened. This update resolves that

vulnerability.
Security Update for Microsoft A security vulnerability exists in KB4504726 | N/A
Office 2013 (KB4504726) 64- | Microsoft Office 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

opened. This update resolves that

vulnerability.
Security Update for Microsoft A security vulnerability exists in KB4504735 | N/A
Excel 2013 (KB4504735) 64- Microsoft Excel 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

opened. This update resolves that

vulnerability.
Security Update for Microsoft A security vulnerability exists in KB4504727 | N/A
Office 2013 (KB4504727) 64- | Microsoft Office 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

opened. This update resolves that

vulnerability.
Security Update for Microsoft A security vulnerability exists in KB3178639 | N/A
Office 2013 (KB3178639) 64- | Microsoft Office 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

opened. This update resolves that

vulnerability.
Security Update for Microsoft A security vulnerability exists in KB3178643 | N/A
Office 2013 (KB3178643) 64- | Microsoft Office 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

opened. This update resolves that

vulnerability.
Windows Malicious Software After the download, this tool runs KB890830 N/A

Removal Tool x64 - v5.88
(KB890830)

one time to check your computer for
infection by specific, prevalent
malicious software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is found. If
an infection is found, the tool will
display a status report the next time
that you start your computer. A new
version of the tool will be offered
every month. If you want to
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manually run the tool on your
computer, you can download a copy
from the Microsoft Download Center,
or you can run an online version
from microsoft.com. This tool is not
a replacement for an antivirus
product. To help protect your
computer, you should use an
antivirus product.

2021-03 Update for Windows | This update includes files and KB4023057 | N/A
10 Version 2004 for x64- resources that address issues that
based Systems affect the update processes in

Windows 10 that may prevent
important Windows updates from
being installed. These improvements
help make sure that updates are
installed seamlessly on your device,
and they help improve the reliability
and security of devices that are
running Windows 10.
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BD Product Name: BD Guardrails Editor

Date of Critical or Security Patches: April 2021
Abstract: Critical or Security Patches — April 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for April 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-04 Cumulative Update Install this update to resolve issues KB5001330 | N/A
for Windows 10 Version 2004 | in Windows. For a complete listing of
for x64-based Systems the issues that are included in this
(KB5001330) update, see the associated Microsoft

Knowledge Base article for more

information. After you install this

item, you may have to restart your

computer.
Security Update for Microsoft A security vulnerability exists in KB4504733 | N/A
Outlook 2013 (KB4504733) Microsoft Outlook 2013 64-Bit Edition
64-Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

opened. This update resolves that

vulnerability.
Security Update for Microsoft A security vulnerability exists in KB4493208 | N/A
Word 2013 (KB4493208) 64- Microsoft Word 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

opened. This update resolves that

vulnerability.
Security Update for Microsoft A security vulnerability exists in KB4504726 | N/A
Office 2013 (KB4504726) 64- | Microsoft Office 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run

when a maliciously modified file is

opened. This update resolves that

vulnerability.
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Security Update for Microsoft
Excel 2013 (KB4504735) 64-
Bit Edition

A security vulnerability exists in
Microsoft Excel 2013 64-Bit Edition
that could allow arbitrary code to run
when a maliciously modified file is
opened. This update resolves that
vulnerability.

Security Update for Microsoft
Office 2013 (KB4504727) 64-
Bit Edition

A security vulnerability exists in
Microsoft Office 2013 64-Bit Edition
that could allow arbitrary code to run
when a maliciously modified file is
opened. This update resolves that
vulnerability.

KB4504727

N/A

Security Update for Microsoft
Office 2013 (KB3178639) 64-
Bit Edition

A security vulnerability exists in
Microsoft Office 2013 64-Bit Edition
that could allow arbitrary code to run
when a maliciously modified file is
opened. This update resolves that
vulnerability.

KB3178639

N/A

Security Update for Microsoft
Office 2013 (KB3178643) 64-
Bit Edition

A security vulnerability exists in
Microsoft Office 2013 64-Bit Edition
that could allow arbitrary code to run
when a maliciously modified file is
opened. This update resolves that
vulnerability.

KB3178643

N/A

Windows Malicious Software
Removal Tool x64 - v5.88
(KB890830)

After the download, this tool runs
one time to check your computer for
infection by specific, prevalent
malicious software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is found. If
an infection is found, the tool will
display a status report the next time
that you start your computer. A new
version of the tool will be offered
every month. If you want to
manually run the tool on your
computer, you can download a copy
from the Microsoft Download Center,
or you can run an online version
from microsoft.com. This tool is not
a replacement for an antivirus
product. To help protect your
computer, you should use an
antivirus product.

KB890830

N/A

2021-03 Update for Windows
10 Version 2004 for x64-
based Systems

This update includes files and
resources that address issues that
affect the update processes in
Windows 10 that may prevent
important Windows updates from
being installed. These improvements

KB4023057

N/A
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help make sure that updates
installed seamlessly on your device,
and they help improve the reliability
and security of devices that are
running Windows 10.
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