Security Patches:
BD Alaris™ Systems

Manager

DECEMBER 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for DECEMBER 2023. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2023-12 Cumulative Update A security issue has been identified in a Microsoft KB5033373 N/A
for Windows Server 2016 for  software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

x64-based Systems
(KB5033373)

2023-12 Cumulative Update  Install this update to resolve issues in Windows. For a KB5033118 N/A
for Microsoft server operating ~ complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

system version 21H2 for x64-
based Systems (KB5033118)

SQL Server 2019 RTM CU24 for SQL Server 2019 RTM upgraded all SQL KB5031908 N/A
Cumulative Update (CU) 24 Server 2019 RTM instances and components installed
KB5031908) through the SQL Server setup. CU24 can upgrade all

editions and servicing levels of SQL Server 2019 RTM to
the CU24 level. For customers in need of additional
installation options, please visit the Microsoft
Download Center to download the latest Cumulative
Update (https://support.microsoft.com/kb/957826). To
learn more about SQL Server 2019 RTM CU24, please
visit the Microsoft Support
(https://support.microsoft.com) Knowledge Base article
KB5031908.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9b366959-860c-4cc8-a508-8642aa4679f8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3627a339-31ba-4686-8354-60207c0b1623
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=879575bc-c874-401f-af6f-51bf373427b7

Security Patches:
BD Alaris™ System

Maintenance

December 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for December 2023. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2023-12 Cumulative Update Install this update to resolve issues in Windows. For a KB5033372 N/A
for Windows 10 Version 22H2 complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base

for x64-based Systems X ) i . o
article for more information. After you install this item,

(KB5033372) you may have to restart your computer.

Update for Microsoft This package will update Microsoft Defender Antivirus KB4052623 N/A
Defender Antivirus antimalware platform’s components on the user

antimalware platform - machine.

KB4052623 (Version

4.18.23110.3) - Current

Channel (Broad)

Security intelligence updates Microsoft continually updates security intelligence in KB2267602 N/A
for Microsoft Defender antimalware products to cover the latest threats and to

Antivirus-(KB2267602) constantly tweak detection logic, enhancing the ability

of Microsoft Defender Antivirus and other Microsoft
antimalware solutions to accurately identify threats.
This security intelligence works directly with cloud-
based protection to deliver fast and powerful Al-
enhanced, next-generation protection.


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a198e584-a312-4fd5-b2f5-ef81e8d523bb
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0e3c82fd-3e83-4e50-a043-46bf11486c7f
https://www.microsoft.com/en-us/wdsi/defenderupdates

2023-12 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5033373)

2023-11 Cumulative Update
for Windows Server 2016 for
xb64-based Systems
(KB5032197)

A security issue has been identified in a Microsoft KB5033373

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5032197
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

N/A

N/A


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9b366959-860c-4cc8-a508-8642aa4679f8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4b8b8172-356b-45aa-9e86-aa459ab0b939

Security Patches:
BD Alaris™ Guardrails Editor

December 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for December 2023. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2023-12 Cumulative Update  Install this update to resolve issues in Windows. For a KB5033372 N/A
for Windows 10 Version 22H2  complete listing of the issues that are included in this
for x64-based Systems update, see the associated Microsoft Knowledge Base
(KB5033372) article for more information. After you install this item,
you may have to restart your computer.
Update for Microsoft This package will update Microsoft Defender Antivirus ~ KB4052623 N/A
Defender Antivirus antimalware platform’s components on the user
antimalware platform - machine.
KB4052623 (Version
4.18.23110.3) - Current
Channel (Broad)
Security intelligence updates  Microsoft continually updates security intelligence in KB2267602 N/A

for Microsoft Defender
Antivirus-(KB2267602)
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antimalware products to cover the latest threats and to
constantly tweak detection logic, enhancing the ability
of Microsoft Defender Antivirus and other Microsoft
antimalware solutions to accurately identify threats.
This security intelligence works directly with cloud-
based protection to deliver fast and powerful Al-
enhanced, next-generation protection.


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a198e584-a312-4fd5-b2f5-ef81e8d523bb
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0e3c82fd-3e83-4e50-a043-46bf11486c7f
https://www.microsoft.com/en-us/wdsi/defenderupdates

