Security Patches:
BD Alaris™ Systems

Manager

JANUARY 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for JANUARY 2023. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

Windows Malicious Software
Removal Tool x64 - v5.106
(KB890830)

2022-10 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2008
R2 for x64-based systems
(KB5018413)

Description

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Patch ID

KB890830

KB5018413

Notes
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6f5f88a6-de78-4c92-883d-a6bf40b325d1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9bf2aca9-171f-4f76-9ede-2afe8495e180

& BD

2022-10 Security Monthly
Quality Rollup for Windows
Server 2008 R2 for x64-based
Systems (KB5018454)

2022-10 Security Only Quality
Update for Windows Server
2008 R2 for x64-based
Systems (KB5018479)

Windows Malicious Software
Removal Tool x64 - v5.107
(KB890830)

2022-11 Security Only Quality
Update for Windows Server
2008 R2 for x64-based
Systems (KB5020013)

A security issue has been identified in a Microsoft KB5018454

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5018479

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

After the download, this tool runs one time to check KB890830
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A security issue has been identified in a Microsoft KB5020013
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b93751a3-5041-4fb2-8558-8dc2b7199f50
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e47b2f5c-462c-49ec-a201-6fd9c3fff485
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e37d2edf-ee31-488e-acd7-9cabca2a7484
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3e527562-929b-4029-8c12-5600dacb717b
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2022-11 Security Monthly
Quality Rollup for Windows
Server 2008 R2 for x64-based
Systems (KB5020000)

2022-11 Security and Quality
Rollup for .NET Framework
351,4.6.2,4.7,4.7.1,4.7 2,
4.8 for Windows Server 2008
R2 for x64 (KB5020688)

2022-11 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2008
R2 for x64-based systems
(KB5019958)

2022-11 Security Only
Update for .NET Framework
4.6.2,4.7,4.7.1,4.7.2,4.8 for
Windows Server 2008 R2 for
x64 (KB5020678)

Windows Malicious Software
Removal Tool x64 - v5.108
(KB890830)

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

KB5020688

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

KB5019958

A security issue has been identified in a Microsoft KB5020678
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

After the download, this tool runs one time to check KB890830
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a

KB5020000
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e4142d42-a190-4fc8-a495-b125a70cb454
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=807af407-eb1f-4dd9-a764-58fbd5092266
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=43a0ab0e-594b-4d66-9a01-9c1be0b33aa3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ec9ca09c-d415-4944-9cf4-b2951b602344
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ae29a5ab-da3e-4cdb-8fa5-779154b0fb64
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2022-12 Security and Quality
Rollup for .NET Framework
351,4.6.2,4.7,4.7.1,4.7 2,
4.8 for Windows Server 2008
R2 for x64 (KB5021091)

2022-12 Security Only Quality
Update for Windows Server
2008 R2 for x64-based
Systems (KB5021288)

2022-12 Security Only
Update for .NET Framework
3.51,4.6.2,47,471,4.7.2,
4.8 for Windows Server 2008
R2 for x64 (KB5021079)

Windows Malicious Software
Removal Tool x64 - v5.109
(KB890830)

replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A security issue has been identified in a Microsoft KB5021091

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5021288

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5021079
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

After the download, this tool runs one time to check KB890830
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4bf54e69-1ec1-47b9-b002-fb6830108871
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ffbda4cc-2897-4baa-a4fd-d6b2e7bdbe8e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eea7719a-c3ed-4e94-858d-50376a796463
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=09e00b32-f854-4d2c-9464-6c9341bf2ca8
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2023-01 Security Monthly A security issue has been identified in a Microsoft KB5022338 BD Alaris™ Systems
Quality Rollup for Windows software product that could affect your system. You Manager

Server 2008 R2 for x64-based  €an help protect your system by installing this update
from Microsoft. For a complete listing of the issues that

Systems (KB5022338) are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.
Windows Malicious Software  After the download, this tool runs one time to check KB890830 BD Alaris™ Systems
Removal Tool x64 - v5.108 your computer for infection by specific, prevalent Manager
(KB890830) malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=771fc382-61ec-4832-a6a5-ae3a8bb031c7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f444ac52-95a6-4a47-95bb-51c2694120fb
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2023-01 Security Only
Quality Update for Windows
Server 2008 R2 for x64-based
Systems (KB5022339)

2022-10 Servicing Stack
Update for Windows Server
2012 R2 for x64-based
Systems (KB5018922)

2022-10 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems (KB5018476)

2022-11 Security Only
Update for .NET Framework
4.6.2,4.7,4.7.1,4.7.2, 4.8 for
Windows Server 2012 R2 for
x64 (KB5020680)

2022-11 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems (KB5020010)

2022-11 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2012
R2 for x64-based systems
(KB5019958)

Windows Malicious Software
Removal Tool x64 - v5.107
(KB890830)

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

KB5022339

KB5018922

KB5018476

KB5020680

KB5020010

KB5019958

KB890830
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https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e9a8284-c4b5-4360-982d-bae284aed3e6
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=90cfc203-672c-4a16-a69b-b045083d32b0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6dba5b03-b480-4001-bb55-66a25fef3d2a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1a85cd21-df71-4801-ad42-a396c6f00383
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8498ea58-efe7-417c-9821-4a34784fbb63
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a774116b-bc5e-40a0-9ab3-47dbb8b881f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64c6d1b2-22d7-4cbc-ba74-1adcd1743e8e
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2022-12 Security and Quality
Rollup for .NET Framework
35,4.6.2,4.7,4.7.1,4.7.2,48
for Windows Server 2012 R2
for x64 (KB5021093)

2022-12 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems (KB5021296)

2022-12 Security Only
Update for .NET Framework
35,4.6.2,4.7,471,4.7.2,48
for Windows Server 2012 R2
for x64 (KB5021081)

2023-01 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems (KB5022346)

2023-01 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-based
Systems (KB5022352)

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

KB5021093

KB5021296

KB5021081

KB5022346

KB5022352
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4360eb76-b35b-4783-84d8-d8eaeac1865c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c47f41b2-0e76-4f4f-9b80-8924ee154b9a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2de43cd1-48e4-416c-8b79-ea5fb669dfe5
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e7df0c9-537f-4581-9a3c-dfc8ae656196
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e5049028-3f1e-4f42-8618-c38f9226e871
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Windows Malicious Software
Removal Tool x64 - v5.109
(KB890830)

2022-10 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5018411)

2022-11 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5019964)

2022-12 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5021235)

2023-01 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5022289)

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.
A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

KB890830

KB5018411

KB5019964

KB5021235

KB5022289
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https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3346a076-4bf6-48a1-b0d6-8422630f38b2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fea8336b-4fb1-4ecb-8133-b1b4b26c6e4f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fe6afe32-60af-43df-bbee-9abfbf67ee0d
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e162fac6-79bd-46ee-b45c-2aa3e5451eec

Security Patches:
BD Alaris™ System

Maintenance

JANUARY 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for JANUARY 2023. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2023-01 Cumulative Update
for Windows 10 Version 22H2
for x64-based Systems
(KB5022282)

2023-01 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5022289)

Description

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Patch ID Notes

KB5022282 BD Alaris™ System
Maintenance

KB5022289 BD Alaris™ System

Maintenance


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=05f9202d-f109-4ead-911d-a15169ec7d20
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=05f9202d-f109-4ead-911d-a15169ec7d20
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e162fac6-79bd-46ee-b45c-2aa3e5451eec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e162fac6-79bd-46ee-b45c-2aa3e5451eec
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Windows Malicious Software
Removal Tool x64 - v5.109
(KB890830)

2023-01 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-
based Systems (KB5022352)

Security Update for
Windows Server 2012 R2
(KB2920189)

Security intelligence updates
for Microsoft Defender
Antivirus-(KB2267602)

2022-10 Security and
Quality Rollup for NET
Framework 3.5, 4.6.2, 4.7,
471, 4.7.2, 4.8 for Windows
Server 2012 R2 for x64
(KB5018549)

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Microsoft continually updates security intelligence in
antimalware products to cover the latest threats and
to constantly tweak detection logic, enhancing the
ability of Microsoft Defender Antivirus and other
Microsoft antimalware solutions to accurately
identify threats. This security intelligence works
directly with cloud-based protection to deliver fast
and powerful Al-enhanced, next-generation
protection.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

KB890830

KB5022352

KB2920189

KB2267602

KB5018549
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3346a076-4bf6-48a1-b0d6-8422630f38b2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e5049028-3f1e-4f42-8618-c38f9226e871
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=86924e85-5a08-435c-8284-fd652a880880
https://www.microsoft.com/en-us/wdsi/defenderupdates
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=32122e8c-88bd-464e-9193-dc7884355679
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2022-12 Security Only
Quality Update for Windows
Server 2012 R2 for x64-
based Systems (KB5021296)

2022-12 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5021235)

2022-10 Cumulative Update
for Windows 10 Version
21H2 for x64-based Systems
(KB5018410)

2021-05 Update for
Windows 10 Version 1507
for x64-based Systems
(KB4023057)

2022-10 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 21H2 for x64
(KB5018545)

2022-11 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5020694)

2022-11 Cumulative Update
for Windows 10 Version
22H2 for x64-based Systems
(KB5019959)

2022-12 Cumulative Update
for NET Framework 3.5, 4.8

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

KB5021296

KB5021235

KB5018410

KB4023057

KB5018545

KB5020694

KB5019959
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c47f41b2-0e76-4f4f-9b80-8924ee154b9a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fe6afe32-60af-43df-bbee-9abfbf67ee0d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fe6afe32-60af-43df-bbee-9abfbf67ee0d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0041a62-9a85-452c-96e6-df727ddf9e71
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0041a62-9a85-452c-96e6-df727ddf9e71
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c8e0e583-6be7-4619-b5bf-16fa5f4c8bfb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c8e0e583-6be7-4619-b5bf-16fa5f4c8bfb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c1bbd10f-d1ce-43c0-9d7b-91f686615931
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c1bbd10f-d1ce-43c0-9d7b-91f686615931
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0a8d3b8-fc43-4db9-a7c6-83699f6825df
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0a8d3b8-fc43-4db9-a7c6-83699f6825df
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b7c1303e-ae16-4bd1-b1dd-ed8bbf45f08e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b7c1303e-ae16-4bd1-b1dd-ed8bbf45f08e

& BD

and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5021089)

2022-12 Cumulative Update
for Windows 10 Version
22H2 for x64-based Systems
(KB5021233)

2022-10 Security Only
Quality Update for Windows
Server 2012 R2 for x64-
based Systems (KB5018476)

2022-10 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-
based Systems (KB5018474)

2022-10 Cumulative
Security Update for Internet
Explorer 11 for Windows
Server 2012 R2 for x64-
based systems (KB5018413)

2022-10 Servicing Stack
Update for Windows Server
2012 R2 for x64-based
Systems (KB5018922)

2022-11 Security Only
Update for .NET Framework
46.2,47,471,47.2, 48 for
Windows Server 2012 R2 for
x64 (KB5020680)

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Install this update to resolve issues in Windows. For
a complete listing of the issues that are included in
this update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

KB5021089

KB5021233

KB5018476

KB5018474

KB5018413

KB5018922

KB5020680
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=35f2dc2a-37a0-4aa9-a2ff-c452a62490f2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=35f2dc2a-37a0-4aa9-a2ff-c452a62490f2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=10fc11b7-fbff-4c24-a7e7-8794952626c7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=10fc11b7-fbff-4c24-a7e7-8794952626c7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6dba5b03-b480-4001-bb55-66a25fef3d2a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6dba5b03-b480-4001-bb55-66a25fef3d2a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=97430e4b-3a8f-460e-9db9-697117dd1f8a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=97430e4b-3a8f-460e-9db9-697117dd1f8a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=57ab175f-85d2-4910-a1a2-86385dacbbdf
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=57ab175f-85d2-4910-a1a2-86385dacbbdf
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=90cfc203-672c-4a16-a69b-b045083d32b0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=90cfc203-672c-4a16-a69b-b045083d32b0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1a85cd21-df71-4801-ad42-a396c6f00383
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1a85cd21-df71-4801-ad42-a396c6f00383
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2022-11 Security and
Quality Rollup for NET

A security issue has been identified in a Microsoft

BD Alaris™ System
Maintenance

Framework 3.5, 4.6.2, 4.7, software product that could affect your system. You k5020690
4.7.1,4.7.2, 4.8 for Windows  can help protect your system by installing this
Server 2012 R2 for x64 update from Microsoft. For a complete listing of the
(KB5020690) issues that are included in this update, see the

associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your

system.
2022-11 Security Only BD Alaris™ System
Quality Update for Windows A security issue has been identified in a Microsoft KB5020010 Maintenance
Server 2012 R2 for x64- software product that could affect your system. You ———————
based Systems (KB5020010) can help protect your system by installing this

update from Microsoft. For a complete listing of the

issues that are included in this update, see the

associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your
2022-.11 Cumulative system. BD Alaris™ System
Security Update for Internet o ) o ) Maintenance
Explorer 11 for Windows A security issue has been identified in a Microsoft
Server 2012 R2 for x64- software product that could affect your system. You  ¢p5019958
based systems (KB5019958)  €an help protect your system by installing this I

update from Microsoft. For a complete listing of the

issues that are included in this update, see the

associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your )

system. BD Alaris™ System
2022-11 Security Monthly Maintenance
Quality Rollup for Windows A security issue has been identified in a Microsoft
Server 2012 R2 for x64- software product that could affect your system. You ~ KB5020023
based Systems (KB5020023) ' cqn help protect your system by installing this

update from Microsoft. For a complete listing of the

issues that are included in this update, see the

associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your

system. BD Alaris™ System
2022-12 Security and Maintenance
Quality Rollup for .NET A security issue has been identified in a Microsoft
Framework 3.5, 4.6.2, 4.7, software product that could affect your system. You  ¢g5021093
471,472, 4.8 for Windows  can help protect your system by installing this -
Server 2012 R2 for x64 update from Microsoft. For a complete listing of the
(KB5021093) issues that are included in this update, see the

associated Microsoft Knowledge Base article. After

you install this update; you may have to restart your

system.

BD Alaris™ System

2022-12 Security Only o ) o ) Maintenance
Update for .NET Framework A security issue has been identified in a Microsoft KB5021081

3.5,46.2,47,47.1,4.7.2,
4.8 for Windows Server 2012
R2 for x64 (KB5021081)

software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c7adcf3d-7417-448a-886e-7f2c81401d62
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c7adcf3d-7417-448a-886e-7f2c81401d62
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8498ea58-efe7-417c-9821-4a34784fbb63
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8498ea58-efe7-417c-9821-4a34784fbb63
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a774116b-bc5e-40a0-9ab3-47dbb8b881f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a774116b-bc5e-40a0-9ab3-47dbb8b881f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8790a569-7638-4e38-af09-1dfa02c5cb69
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8790a569-7638-4e38-af09-1dfa02c5cb69
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4360eb76-b35b-4783-84d8-d8eaeac1865c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4360eb76-b35b-4783-84d8-d8eaeac1865c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2de43cd1-48e4-416c-8b79-ea5fb669dfe5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2de43cd1-48e4-416c-8b79-ea5fb669dfe5
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2022-12 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-
based Systems (KB5021294)

2022-11 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5019964)

Update for Microsoft
Defender Antivirus
antimalware platform —
(KB4052623)

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

(A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

This package will update Microsoft Defender
Antivirus antimalware platform’s components on the
user machine.

KB5021294

KB5019964

KB4052623
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=47137a54-77c6-4f7f-a13a-a427c05f29e6
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=47137a54-77c6-4f7f-a13a-a427c05f29e6
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f4fc207c-498d-4e4d-8632-6c344f421625
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f4fc207c-498d-4e4d-8632-6c344f421625

Security Patches:
BD Alaris™ Guardrails Editor

JANUARY 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for JANUARY 2023. These patches were not found to adversely affect BD products and

will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to

maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID

2023-01 Cumulative Update  Install this update to resolve issues in Windows. For a KB5022282

Notes

BD Alaris™ System

for Windows 10 Version 22H2 complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base

for x64-based Systems X : - ) - -
article for more information. After you install this item,

RO you may have to restart your computer.

2022-11 Security Only Quality A security issue has been identified in a Microsoft KB5020010
Update for Windows Server software product that could affect your system. You

2012 R2 for x64-based can help protect your system by installing this update

Systems (KB5020010) from Microsoft. For a complete listing of the issues that

are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Maintenance
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=05f9202d-f109-4ead-911d-a15169ec7d20
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=05f9202d-f109-4ead-911d-a15169ec7d20
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8498ea58-efe7-417c-9821-4a34784fbb63
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8498ea58-efe7-417c-9821-4a34784fbb63
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Windows Malicious Software
Removal Tool x64 - v5.109
(KB890830)

2021-05 Update for
Windows 10 Version 1507
for x64-based Systems
(KB4023057)

2022-10 Cumulative Update
for .NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 21H2 for x64
(KB5018545)

Security intelligence updates
for Microsoft Defender
Antivirus-(KB2267602)

Update for Microsoft
Defender Antivirus
antimalware platform —
(KB4052623)

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

Microsoft continually updates security intelligence in
antimalware products to cover the latest threats and
to constantly tweak detection logic, enhancing the
ability of Microsoft Defender Antivirus and other
Microsoft antimalware solutions to accurately
identify threats. This security intelligence works
directly with cloud-based protection to deliver fast
and powerful Al-enhanced, next-generation
protection.

This package will update Microsoft Defender
Antivirus antimalware platform’s components on the
user machine.

KB890830

KB4023057

KB5018545

KB2267602

KB4052623
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3346a076-4bf6-48a1-b0d6-8422630f38b2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c8e0e583-6be7-4619-b5bf-16fa5f4c8bfb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c1bbd10f-d1ce-43c0-9d7b-91f686615931
https://www.microsoft.com/en-us/wdsi/defenderupdates
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f4fc207c-498d-4e4d-8632-6c344f421625

s BD
2022-11 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Windows 10

Version 22H2 for x64
(KB5020694)

2022-11 Cumulative Update
for Windows 10 Version
22H2 for x64-based Systems
(KB5019959)

2022-12 Cumulative Update
for .NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5021089)

2022-12 Cumulative Update
for Windows 10 Version
22H2 for x64-based Systems
(KB5021233)

BD, Franklin Lakes, NJ, 07417, U.S.

201.847.6800

bd.com

A security issue has been identified in a Microsoft KB5020694
software product that could affect your system. You

can help protect your system by installing this

update from Microsoft. For a complete listing of the

issues that are included in this update, see the

associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your

system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

KB5021089

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

KB5021233

BD and the BD Logo are trademarks of Becton, Dickinson and Company

or its affiliates. © 2022 BD. All rights reserved.

KB5019959
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0a8d3b8-fc43-4db9-a7c6-83699f6825df
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b7c1303e-ae16-4bd1-b1dd-ed8bbf45f08e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=35f2dc2a-37a0-4aa9-a2ff-c452a62490f2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=35f2dc2a-37a0-4aa9-a2ff-c452a62490f2

