BD Product Name: BD Alaris™ Systems Manager

Date of Critical or Security Patches: July 2021
Abstract: Critical or Security Patches - July 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for July 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
Windows Malicious Software After the download, this tool runs KB890830 N/A
Removal Tool x64 - v5.91 one time to check your computer for

(KB890830) infection by specific, prevalent

malicious software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is found. If
an infection is found, the tool will
display a status report the next time
that you start your computer. A new
version of the tool will be offered
every month. If you want to
manually run the tool on your
computer, you can download a copy
from the Microsoft Download Center,
Oor you can run an online version
from microsoft.com. This tool is not
a replacement for an antivirus
product. To help protect your
computer, you should use an
antivirus product.

2021-04 Update for Windows Install this update to resolve issues KB4601275 | N/A
Server 2008 R2 for x64-based | in Windows. For a complete listing of
Systems (KB4601275) the issues that are included in this
update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=313201a9-af7a-4220-9e28-7195811dd06f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0aff943e-4b3e-438c-ad56-20615bad358b

2020-05 Extended Security
Updates (ESU) Licensing
Preparation Package for
Windows Server 2008 R2 for
x64-based Systems
(KB4538483)

This update provides the complete
set of licensing changes to enable
installation of the ESU MAK add-on
key, which is one of the steps to
prepare for installation of Extended
Security Updates. (For the full set of
steps, please see KB4522133). A
reboot is required after installing this
update.

2021-03 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2008
R2 for x64-based systems
(KB5000800)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by
installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5000800

N/A

2021-05 Security Only Quality
Update for Windows Server
2008 R2 for x64-based
Systems (KB5003228)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by
installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5003228

N/A

2021-04 Security Only Quality
Update for Windows Server
2008 R2 for x64-based
Systems (KB5001392)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by
installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5001392

N/A

2021-03 Security Only Quality
Update for Windows Server
2008 R2 for x64-based
Systems (KB5000851)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by
installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge

KB5000851

N/A

< BD

Advancing the world of health



https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c3738051-4a92-425e-a767-5c722a3c1b86
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ab54ca57-2439-4bd4-984e-9d469ee3a2f9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f5bfe18f-6fcf-41d1-b502-c14f0dfee1f0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b36a5493-fdb1-4461-8eac-4f0d62dd4d5d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0c89edd3-23a3-494f-834f-ae2a50c29483

Base article. After you insta

update, you may have to restart
your system.
2020-09 Security and Quality | A security issue has been identified KB4576628 | N/A

Rollup for .NET Framework in a Microsoft software product that
3.5.1,4.5.2, 4.6, 4.6.1, 4.6.2, | could affect your system. You can
4.7,4.7.1,4.7.2, 4.8 for help protect your system by
Windows Server 2008 R2 for installing this update from Microsoft.
x64 (KB4576628) For a complete listing of the issues

that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

2021-07 Security Monthly A security issue has been identified KB5004953 | N/A
Quality Rollup for Windows in a Microsoft software product that

Server 2008 R2 for x64-based | could affect your system. You can

Systems (KB5004953) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

2021-07 Security Monthly A security issue has been identified KB5004954 | N/A
Quality Rollup for Windows in a Microsoft software product that

Server 2012 R2 for x64-based | could affect your system. You can

Systems (KB5004954) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

2021-07 Security Only Quality | A security issue has been identified KB5004958 | N/A

Update for Windows Server in a Microsoft software product that
2012 R2 for x64-based could affect your system. You can
Systems (KB5004958) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=21f5859e-97a6-4ca5-b24e-2a24a2925a80
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=de27de8b-3931-4b3d-a781-947fe552bea5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e8c648cf-8da3-4def-bf4e-ea37c56c7b64
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b829fc46-d296-4e50-8ac3-a2ed1afcf71e

2020-12 Security Only Quality
Update for Windows Server

2012 R2 for x64-based
Systems (KB4592495)

A security issue has been ide

in a Microsoft software product that
could affect your system. You can
help protect your system by

installing this update from Microsoft.

For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

2021-07 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5004948)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by

installing this update from Microsoft.

For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5004948

N/A

2021-07 Security Only Quality
Update for Windows Server
2008 R2 for x64-based
Systems (KB5004951)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by

installing this update from Microsoft.

For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5004951

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b184b659-eb63-4c1a-a110-9e4b71417c3b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7f73ace1-c0ca-40dc-a9c1-4084876ee2ea
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f8d7df81-e562-410e-8a99-5b91dc431389

BD Product Name: BD Alaris™ System Maintenance

Date of Critical or Security Patches: July 2021
Abstract: Critical or Security Patches - July 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for July 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-06 Security Only A security issue has been KB5003681 | N/A
Quality Update for identified in a Microsoft software

Windows Server 2012 R2 product that could affect your

for x64-based Systems system. You can help protect

(KB5003681) your system by installing this

update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.

2021-07 Security Monthly | A security issue has been KB5004954 | N/A
Quality Rollup for Windows | identified in a Microsoft software

Server 2012 R2 for x64- product that could affect your

based Systems system. You can help protect

(KB5004954) your system by installing this

update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.

2021-06 Security and Install this update to resolve KB5003781 | N/A
Quality Rollup for .NET issues in Windows. For a

Framework 3.5, 4.5.2, complete listing of the issues

4.6,4.6.1,4.6.2,4.7, that are included in this update,

4.7.1,4.7.2, 4.8 for see the associated Microsoft
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3d7182f6-8023-47fd-a24e-a269ddd9a67d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e8c648cf-8da3-4def-bf4e-ea37c56c7b64
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=40fe934f-3f71-4685-a5e8-0278e7975a6b

Windows Server 2012 R2
for x64 (KB5003781)

Knowledge Base article for more
information. After you install
this item, you may have to
restart your computer.

2021-06 Cumulative A security issue has been KB5003636 | N/A
Security Update for identified in a Microsoft software
Internet Explorer 11 for product that could affect your
Windows Server 2012 R2 system. You can help protect
for x64-based systems your system by installing this
(KB5003636) update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.
2021-07 Security Only A security issue has been KB5004958 | N/A
Quality Update for identified in a Microsoft software
Windows Server 2012 R2 product that could affect your
for x64-based Systems system. You can help protect
(KB5004958) your system by installing this
update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.
2021-05 Security Only A security issue has been KB5003220 | N/A
Quality Update for identified in a Microsoft software
Windows Server 2012 R2 product that could affect your
for x64-based Systems system. You can help protect
(KB5003220) your system by installing this
update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.
Windows Malicious After the download, this tool KB890830 N/A

Software Removal Tool
x64 - v5.91 (KB890830)

runs one time to check your
computer for infection by
specific, prevalent malicious
software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is
found. If an infection is found,
the tool will display a status
report the next time that you
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=05cb2d92-2332-4a18-a843-ac44fa2f7bbf
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b829fc46-d296-4e50-8ac3-a2ed1afcf71e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b10a5923-5a7e-4c50-babc-11aadfb32046
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=313201a9-af7a-4220-9e28-7195811dd06f

start your computer. A new
version of the tool will be
offered every month. If you
want to manually run the tool
on your computer, you can
download a copy from the
Microsoft Download Center, or
you can run an online version
from microsoft.com. This tool is
not a replacement for an
antivirus product. To help
protect your computer, you
should use an antivirus product.

2021-07 Cumulative A security issue has been KB5004948 | N/A
Update for Windows identified in a Microsoft software

Server 2016 for x64-based | product that could affect your

Systems (KB5004948) system. You can help protect

your system by installing this
update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.

2021-07 Cumulative Install this update to resolve KB5004945 | N/A
Update for Windows 10 issues in Windows. For a

Version 20H2 for x64- complete listing of the issues

based Systems that are included in this update,

(KB5004945) see the associated Microsoft

Knowledge Base article for more
information. After you install
this item, you may have to
restart your computer.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7f73ace1-c0ca-40dc-a9c1-4084876ee2ea
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=30f75e5d-2c46-42be-aef6-97ae730452be

BD Product Name: BD Guardrails Editor

Date of Critical or Security Patches: July 2021
Abstract: Critical or Security Patches - July 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for July 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes

2021-07 Cumulative Update Install this update to resolve issues KB5004945 | N/A
for Windows 10 Version 20H2 | in Windows. For a complete listing of
for x64-based Systems the issues that are included in this
(KB5004945) update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.

AL/ .
b 4 BD Advancing the world of health


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=30f75e5d-2c46-42be-aef6-97ae730452be

