BD Product Name: BD Alaris™ Systems Manager

Date of Critical or Security Patches: May 2021
Abstract: Critical or Security Patches - May 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for May 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-05 Security Monthly A security issue has been identified KB5003209 | N/A
Quality Rollup for Windows in a Microsoft software product that

Server 2012 R2 for x64-based | could affect your system. You can

Systems (KB5003209) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

2021-05 Security Only Quality | A security issue has been identified KB5003220 | N/A

Update for Windows Server in a Microsoft software product that
2012 R2 for x64-based could affect your system. You can
Systems (KB5003220) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

Windows Malicious Software After the download, this tool runs KB890830 N/A
Removal Tool x64 - v5.89 one time to check your computer for
(KB890830) infection by specific, prevalent

malicious software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is found. If
an infection is found, the tool will
display a status report the next time
that you start your computer. A new
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a4d880cb-c4d5-4974-b55b-015f5388201f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b10a5923-5a7e-4c50-babc-11aadfb32046
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d4919b6d-584d-436f-b877-dc3fc352a774

version of the tool will be offered
every month. If you want to
manually run the tool on your
computer, you can download a copy
from the Microsoft Download Center,
or you can run an online version
from microsoft.com. This tool is not
a replacement for an antivirus
product. To help protect your
computer, you should use an
antivirus product.

2021-05 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5003197)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by
installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5003197

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f1030e73-d865-4372-8336-44c90376afe2

BD Product Name: BD Alaris™ System Maintenance

Date of Critical or Security Patches: May 2021
Abstract: Critical or Security Patches - May 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for May 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-05 Security Monthly A security issue has been identified KB5003209 | N/A
Quality Rollup for Windows in a Microsoft software product that

Server 2012 R2 for x64-based | could affect your system. You can

Systems (KB5003209) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

2021-05 Security Only Quality | A security issue has been identified KB5003220 | N/A

Update for Windows Server in a Microsoft software product that
2012 R2 for x64-based could affect your system. You can
Systems (KB5003220) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

Windows Malicious Software After the download, this tool runs KB890830 N/A
Removal Tool x64 - v5.89 one time to check your computer for
(KB890830) infection by specific, prevalent

malicious software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is found. If
an infection is found, the tool will
display a status report the next time
that you start your computer. A new
version of the tool will be offered
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a4d880cb-c4d5-4974-b55b-015f5388201f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b10a5923-5a7e-4c50-babc-11aadfb32046
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d4919b6d-584d-436f-b877-dc3fc352a774

every month. If you want to
manually run the tool on your
computer, you can download a copy
from the Microsoft Download Center,
or you can run an online version
from microsoft.com. This tool is not
a replacement for an antivirus
product. To help protect your
computer, you should use an
antivirus product.

2021-05 Cumulative Update Install this update to resolve issues KB5003173 | N/A
for Windows 10 Version 2004 in Windows. For a complete listing of
for x64-based Systems the issues that are included in this
(KB5003173) update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.
2021-05 Cumulative Update Install this update to resolve issues KB5003173 | N/A
for Windows 10 Version 20H2 | in Windows. For a complete listing of
for x64-based Systems the issues that are included in this
(KB5003173) update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.
2021-05 Cumulative Update Install this update to resolve issues KB4601554 | N/A
for .NET Framework 3.5 and in Windows. For a complete listing of
4.8 for Windows 10 Version the issues that are included in this
2004 for x64 (KB4601554) update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.
2021-05 Cumulative Update Install this update to resolve issues KB4601554 | N/A
for .NET Framework 3.5 and in Windows. For a complete listing of
4.8 for Windows 10 Version the issues that are included in this
20H2 for x64 (KB4601554) update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.
Security Update for Microsoft A security vulnerability exists in KB5001936 | N/A

Excel 2013 (KB5001936) 64-
Bit Edition

Microsoft Excel 2013 64-Bit Edition
that could allow arbitrary code to run
when a maliciously modified file is
opened. This update resolves that
vulnerability.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f28c729-a941-4b9f-907b-8f2fada6d908
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d9fd3f4a-b6b8-4bb8-a5f5-55bc477b259d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bddffbd5-6470-4fab-9015-e1f184d34cc3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b9f238e7-174f-45d1-864f-afd116298e86
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2c98170d-ef43-4369-b333-27d48bc05440

Security Update for Microsoft A security vulnerability exists in
Office 2013 (KB5001927) 64- | Microsoft Office 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run
when a maliciously modified file is
opened. This update resolves that
vulnerability.

2021-05 Cumulative Update A security issue has been identified KB5003197 | N/A

for Windows Server 2016 for in a Microsoft software product that
x64-based Systems could affect your system. You can
(KB5003197) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

Security Update for Microsoft A security vulnerability exists in KB5001925 | N/A
Office 2013 (KB5001925) 64- | Microsoft Office 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run

when a maliciously modified file is
opened. This update resolves that
vulnerability.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a4945f45-7b38-43e5-869c-1ea2d940f178
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f1030e73-d865-4372-8336-44c90376afe2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2e9aebb2-4d5a-4edf-a430-4453b609e509

BD Product Name: BD Guardrails Editor

Date of Critical or Security Patches: May 2021
Abstract: Critical or Security Patches - May 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for May 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes

2021-05 Cumulative Update Install this update to resolve issues KB5003173 | N/A
for Windows 10 Version 20H2 | in Windows. For a complete listing of
for x64-based Systems the issues that are included in this
(KB5003173) update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.

2021-05 Cumulative Update Install this update to resolve issues KB5003173 | N/A
for Windows 10 Version 2004 in Windows. For a complete listing of
for x64-based Systems the issues that are included in this
(KB5003173) update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your

computer.
Windows Malicious Software After the download, this tool runs KB890830 N/A
Removal Tool x64 - v5.89 one time to check your computer for
(KB890830) infection by specific, prevalent

malicious software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is found. If
an infection is found, the tool will
display a status report the next time
that you start your computer. A new
version of the tool will be offered
every month. If you want to
manually run the tool on your
computer, you can download a copy
from the Microsoft Download Center,
or you can run an online version
from microsoft.com. This tool is not
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d9fd3f4a-b6b8-4bb8-a5f5-55bc477b259d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f28c729-a941-4b9f-907b-8f2fada6d908
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d4919b6d-584d-436f-b877-dc3fc352a774

a replacement for an antivirus
product. To help protect your
computer, you should use an
antivirus product.

Security Update for Microsoft A security vulnerability exists in KB5001936 | N/A
Excel 2013 (KB5001936) 64- Microsoft Excel 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run
when a maliciously modified file is
opened. This update resolves that
vulnerability.
Security Update for Microsoft A security vulnerability exists in KB5001927 | N/A
Office 2013 (KB5001927) 64- | Microsoft Office 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run
when a maliciously modified file is
opened. This update resolves that
vulnerability.
Security Update for Microsoft A security vulnerability exists in KB5001925 | N/A
Office 2013 (KB5001925) 64- | Microsoft Office 2013 64-Bit Edition
Bit Edition that could allow arbitrary code to run
when a maliciously modified file is
opened. This update resolves that
vulnerability.
2021-05 Cumulative Update Install this update to resolve issues KB4601554 | N/A

for .NET Framework 3.5 and
4.8 for Windows 10 Version
20H2 for x64 (KB4601554)

in Windows. For a complete listing of
the issues that are included in this
update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2c98170d-ef43-4369-b333-27d48bc05440
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a4945f45-7b38-43e5-869c-1ea2d940f178
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2e9aebb2-4d5a-4edf-a430-4453b609e509
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b9f238e7-174f-45d1-864f-afd116298e86

