Security Patches:
BD Alaris™ Systems

Manager

SEPTEMBER 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for SEPTEMBER 2023. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2023-09 Cumulative Update A security issue has been identified in a Microsoft KB5030213 N/A
for Windows Server 2016 for  software product that could affect your system. You
x64-based Systems can help protect your system by.in.stalling thi; update
(KB5030213) from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.
2023-09 Cumulative Update A security issue has been identified in a Microsoft KB5029928 N/A
for NET Framework 3.5 and software product that could affect your system. You
4.8 for Microsoft server can help protect your system by.in.stalling thi; update
fi + ) from Microsoft. For a complete listing of the issues
operating system version that are included in this update, see the associated
2TH2 for x64 (KB5029928) Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.
2023-09 Servicing Stack Install this update to resolve issues in Windows. For a KB5030504 N/A

Update for Windows Server
2016 for x64-based Systems
(KB5030504)

complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fd379d3d-2532-44b1-bbf4-f9b60c1a3940
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=416a429e-74cf-4982-ac66-cb93e0566340
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=75120570-b501-4d76-89b0-403d99b87abc

Windows Malicious Software
Removal Tool x64 - v5.117
(KB890830)

2023-09 Cumulative Update
for Microsoft server operating
system version 21H2 for x64-
based Systems (KB5030216)

2023-09 Security Only
Update for .NET Framework
35,46.2,4.7,471,4.7.2,48
for Windows Server 2012 R2
for x64 (KB5030175)

SQL Server 2019 RTM
Cumulative Update (CU) 22
KB5027702

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

KB890830

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

CU22 for SQL Server 2019 RTM upgraded all SQL
Server 2019 RTM instances and components installed
through the SQL Server setup. CU22 can upgrade all
editions and servicing levels of SQL Server 2019 RTM to
the CU22 level. For customers in need of additional
installation options, please visit the Microsoft
Download Center to download the latest Cumulative
Update (https://support.microsoft.com/kb/957826). To
learn more about SQL Server 2019 RTM CU22, please
visit the Microsoft Support
(https://support.microsoft.com) Knowledge Base article
KB5027702.

KB5027702

KB5030216

KB5030175

N/A

N/A

N/A

N/A


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=91722aa2-d45a-4a79-b59a-2365f590b8c6
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ea350b1b-b22f-4657-aae6-a75cb7ece1eb
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=49fcd5e8-8209-4f43-a30a-db087151fb29
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=27360379-b082-48aa-ac0e-94629970fb94

2023-09 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2012
R2 for x64-based systems
(KB5030209)

2023-09 Security and Quality
Rollup for .NET Framework
35,4.6.2,4.7,4.7.1,4.7.2,4.8
for Windows Server 2012 R2
for x64 (KB5030184)

2023-09 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-based
Systems (KB5030269)

2023-09 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems (KB5030287)

2023-09 Servicing Stack
Update for Windows Server
2012 R2 for x64-based
Systems (KB5030329)

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

KB5030209

KB5030184

KB5030269

KB5030287

KB5030329

N/A

N/A

N/A

N/A

N/A


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b0f8539b-e49e-4a14-8c62-8a488d04acaf
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2f0c977f-e95e-4713-a09a-7bc1ad11c72d
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=329c15d4-a70d-41f5-90c5-9b65714a0dd0
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bf2043eb-26bc-4fb4-8295-4c6ae70f8f7b
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c093c5fd-239d-496e-a02a-ba9867493f67

Security Patches:
BD Alaris™ System

Maintenance

SEPTEMBER 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for SEPTEMBER 2023. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2023-09 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5030180)

2023-09 Cumulative Update
for Windows 10 Version 22H2
for x64-based Systems
(KB5030211)

Windows Malicious Software
Removal Tool x64 -v5.117
(KB890830)

Description Patch ID

A security issue has been identified in a Microsoft KB5030180
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

After the download, this tool runs one time to check KB890830
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is found.
If an infection is found, the tool will display a status
report the next time that you start your computer. A
new version of the tool will be offered every month. If
you want to manually run the tool on your computer,
you can download a copy from the Microsoft Download
Center, or you can run an online version from
microsoft.com. This tool is not a replacement for an
antivirus product. To help protect your computer, you
should use an antivirus product.

KB5030211

Notes

N/A

N/A

N/A


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b4808387-8020-4685-8d60-30eadf344849
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4aec4d66-a06c-4544-9f79-55ace822e015
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4aec4d66-a06c-4544-9f79-55ace822e015
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=91722aa2-d45a-4a79-b59a-2365f590b8c6

Security intelligence updates
for Microsoft Defender
Antivirus-(KB2267602)

Update Health Tools—
Windows Update Service
components -(KB4023057)

Security Update for SQL
Server 2016 Service Pack 1
GDR (KB4505219)

2023-09 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems (KB5030287)

2023-09 Servicing Stack
Update for Windows Server
2012 R2 for x64-based
Systems (KB5030329)

2023-09 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-based
Systems (KB5030269)

2023-09 Security and Quality
Rollup for .NET Framework
35,46.2,47,471,47.2,48
for Windows Server 2012 R2
for x64 (KB5030184)

Microsoft continually updates security intelligence in KB2267602

antimalware products to cover the latest threats and to
constantly tweak detection logic, enhancing the ability
of Microsoft Defender Antivirus and other Microsoft
antimalware solutions to accurately identify threats.
This security intelligence works directly with cloud-
based protection to deliver fast and powerful Al-
enhanced, next-generation protection.

Microsoft Update Health Tools is offered to devices KB4023057
through Windows Update as update KB4023057. This

update is applicable for both Windows consumer and

commercial devices, with a slightly different purpose

and functionality.

A remote code execution vulnerability exists in KB4505219
Microsoft SQL Server when it incorrectly handles
processing of internal functions. An attacker who
successfully exploited this vulnerability could execute
code in the context of the SQL Server Database Engine
service account. To exploit the vulnerability, an
authenticated attacker would need to submit a
specially crafted query to an affected SQL server. The
security update addresses the vulnerability by
modifying how the Microsoft SQL Server Database
Engine handles the processing of functions.

A security issue has been identified in a Microsoft KB5030287
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

Install this update to resolve issues in Windows. For a KB5030329
complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

A security issue has been identified in a Microsoft KB5030269
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

KB5030184

N/A

N/A

N/A

N/A

N/A

N/A

N/A


https://www.microsoft.com/en-us/wdsi/defenderupdates
https://support.microsoft.com/en-us/topic/kb4023057-update-health-tools-windows-update-service-components-fccad0ca-dc10-2e46-9ed1-7e392450fb3a
https://support.microsoft.com/en-us/topic/kb4023057-update-health-tools-windows-update-service-components-fccad0ca-dc10-2e46-9ed1-7e392450fb3a
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4a2404dc-5c7a-4c21-866a-a9aa9b79cc57
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4a2404dc-5c7a-4c21-866a-a9aa9b79cc57
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bf2043eb-26bc-4fb4-8295-4c6ae70f8f7b
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bf2043eb-26bc-4fb4-8295-4c6ae70f8f7b
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c093c5fd-239d-496e-a02a-ba9867493f67
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c093c5fd-239d-496e-a02a-ba9867493f67
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=329c15d4-a70d-41f5-90c5-9b65714a0dd0
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=329c15d4-a70d-41f5-90c5-9b65714a0dd0
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2f0c977f-e95e-4713-a09a-7bc1ad11c72d
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2f0c977f-e95e-4713-a09a-7bc1ad11c72d

2023-09 Servicing Stack
Update for Windows Server
2016 for x64-based Systems
(KB5030504)

2023-09 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5030213)

Install this update to resolve issues in Windows. For a KB5030504

complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

KB5030213

N/A

N/A


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=75120570-b501-4d76-89b0-403d99b87abc
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=75120570-b501-4d76-89b0-403d99b87abc
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fd379d3d-2532-44b1-bbf4-f9b60c1a3940
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fd379d3d-2532-44b1-bbf4-f9b60c1a3940

Security Patches:
BD Alaris™ Guardrails Editor

SEPTEMBER 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for SEPTEMBER 2023. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2023-09 Cumulative Update
for .NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5030180)

2023-09 Cumulative
Update for Windows 10
Version 22H2 for x64-
based Systems
(KB5030211)

Security intelligence updates
for Microsoft Defender
Antivirus-(KB2267602)

Update Health Tools—
Windows Update Service
components -(KB4023057)

Description Patch ID

A security issue has been identified in a Microsoft KB5030180
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

Install this update to resolve issues in Windows. For a KB5030211

complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

Microsoft continually updates security intelligence in KB2267602
antimalware products to cover the latest threats and to

constantly tweak detection logic, enhancing the ability

of Microsoft Defender Antivirus and other Microsoft

antimalware solutions to accurately identify threats.

This security intelligence works directly with cloud-

based protection to deliver fast and powerful Al-

enhanced, next-generation protection.

Microsoft Update Health Tools is offered to devices

through Windows Update as update KB4023057. This 4023057
update is applicable for both Windows consumer and

commercial devices, with a slightly different purpose

and functionality.

Notes

N/A

N/A

N/A

N/A


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b4808387-8020-4685-8d60-30eadf344849
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4aec4d66-a06c-4544-9f79-55ace822e015
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4aec4d66-a06c-4544-9f79-55ace822e015
https://www.microsoft.com/en-us/wdsi/defenderupdates
https://support.microsoft.com/en-us/topic/kb4023057-update-health-tools-windows-update-service-components-fccad0ca-dc10-2e46-9ed1-7e392450fb3a
https://support.microsoft.com/en-us/topic/kb4023057-update-health-tools-windows-update-service-components-fccad0ca-dc10-2e46-9ed1-7e392450fb3a

Windows Malicious
Software Removal Tool
x64 -v5.117 (KB890830)

Security Update for SQL
Server 2016 Service Pack 1
GDR (KB4505219)

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

bd.com

BD and the BD Logo are trademarks of Becton,
or its affiliates. © 2022 BD. All rights reserved.

After the download, this tool runs one time to check your
computer for infection by specific, prevalent malicious
software (including Blaster, Sasser, and Mydoom) and
helps remove any infection that is found. If an infection
is found, the tool will display a status report the next
time that you start your computer. A new version of the
tool will be offered every month. If you want to manually
run the tool on your computer, you can download a copy
from the Microsoft Download Center, or you can run an
online version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A remote code execution vulnerability exists in Microsoft
SQL Server when it incorrectly handles processing of
internal functions. An attacker who successfully exploited
this vulnerability could execute code in the context of the
SQL Server Database Engine service account. To exploit
the vulnerability, an authenticated attacker would need
to submit a specially crafted query to an affected SQL
server. The security update addresses the vulnerability by
modifying how the Microsoft SQL Server Database
Engine handles the processing of functions.

Dickinson and Company

KB890830 N/A

KB4505219  N/A

¥


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=91722aa2-d45a-4a79-b59a-2365f590b8c6
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4a2404dc-5c7a-4c21-866a-a9aa9b79cc57
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4a2404dc-5c7a-4c21-866a-a9aa9b79cc57

