BD Product Name: BD Alaris™ Systems Manager

Date of Critical or Security Patches: December 2020
Abstract: Critical or Security Patches - December 2020

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2020. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2020-12 Security Monthly A security issue has been identified | KB4592484 None
Quality Rollup for Windows in a Microsoft software product

Server 2012 R2 for x64- that could affect your system. You

based Systems can help protect your system by

installing this update from
Microsoft. For a complete listing of
the issues that are included in this
update, see the associated
Microsoft Knowledge Base article.
After you install this update, you
may have to restart your system.

2020-12 Cumulative Update | A security issue has been identified | KB4593226 None
for Windows Server 2016 for | in a Microsoft software product
x64-based Systems that could affect your system. You

can help protect your system by
installing this update from
Microsoft. For a complete listing of
the issues that are included in this
update, see the associated
Microsoft Knowledge Base article.
After you install this update, you
may have to restart your system.
Security Update for A security vulnerability exists in KB4486732 None
Microsoft Outlook 2013 Microsoft Outlook 2013 64-Bit
(KB4486732) 64-Bit Edition Edition that could allow arbitrary
code to run when a maliciously
modified file is opened. This
update resolves that vulnerability.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=726e4c4e-c06d-423b-9d71-4d899a32acdd
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=67eab6a6-099b-42c5-86ce-63681f58ebd2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0b1529b-08cd-43f9-a54c-b026876c5dc4

Security Update for
Microsoft Excel 2013
(KB4493139) 64-Bit Edition

A security vulnerability exists in
Microsoft Excel 2013 64-Bit Edition
that could allow arbitrary code to
run when a maliciously modified
file is opened. This update resolves
that vulnerability.

Security Update for A security vulnerability exists in KB4484468 None
Microsoft PowerPoint 2013 Microsoft PowerPoint 2013 64-Bit
(KB4484468) 64-Bit Edition Edition that could allow arbitrary
code to run when a maliciously
modified file is opened. This
update resolves that vulnerability.
2020-12 Servicing Stack Install this update to resolve KB4592510 None
Update for Windows Server issues in Windows. For a complete
2008 R2 for x64-based listing of the issues that are
Systems (KB4592510) included in this update, see the
associated Microsoft Knowledge
Base article for more information.
After you install this item, you may
have to restart your computer.
2020-12 Security Monthly A security issue has been identified | KB4592471 None
Quality Rollup for Windows in a Microsoft software product
Server 2008 R2 for x64- that could affect your system. You
based Systems can help protect your system by
(KB4592471) installing this update from
Microsoft. For a complete listing of
the issues that are included in this
update, see the associated
Microsoft Knowledge Base article.
After you install this update, you
may have to restart your system.
2020-12 Security Only A security issue has been identified | KB4592503 None
Quality Update for Windows | in a Microsoft software product
Server 2008 R2 for x64- that could affect your system. You
based Systems can help protect your system by
(KB4592503) installing this update from
Microsoft. For a complete listing of
the issues that are included in this
update, see the associated
Microsoft Knowledge Base article.
After you install this update, you
may have to restart your system.
2020-12 Security Only A security issue has been identified | KB4592495 None

Quality Update for Windows
Server 2012 R2 for x64-
based Systems
(KB4592495)

in a Microsoft software product
that could affect your system. You
can help protect your system by
installing this update from
Microsoft. For a complete listing of
the issues that are included in this
update, see the associated

< BD

Advancing the world of health



https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=610c8b5b-8857-4660-aeff-9a3ad0c70fd8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=27876040-4539-4f42-9a38-179494bcafa5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=823bb4ad-e417-4384-af82-1ccfd899d50b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ccbfeb49-0eee-4784-9c61-f91e13801fd6
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e6e88251-3474-4591-9402-0d207236b562
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b184b659-eb63-4c1a-a110-9e4b71417c3b

Microsoft Knowledge Base article.
After you install this update, you
may have to restart your system.
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