BD Product Name: BD Alaris™ Systems Manager

Date of Critical or Security Patches: March 2021
Abstract: Critical or Security Patches — March 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security related for
March 2021. These patches were not found to adversely affect BD products and will be applied

according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the validated
patches are installed on their BD systems as the acting responsible entity in order to maintain the
correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

2021-03 Cumulative Update for
Windows Server 2016 for x64-
based Systems (KB5000803)

A security issue has been identified in a
Microsoft software product that could
affect your system. You can help protect
your system by installing this update from
Microsoft. For a complete listing of the
issues that are included in this update, see
the associated Microsoft Knowledge Base
article. After you install this update, you
may have to restart your system.

KB5000803

N/A

Windows Malicious Software
Removal Tool x64 - v5.87
(KB890830)

After the download, this tool runs one time
to check your computer for infection by
specific, prevalent malicious software
(including Blaster, Sasser, and Mydoom)
and helps remove any infection that is
found. If an infection is found, the tool will
display a status report the next time that
you start your computer. A new version of
the tool will be offered every month. If you
want to manually run the tool on your
computer, you can download a copy from
the Microsoft Download Center, or you
can run an online version from
microsoft.com. This tool is not a
replacement for an antivirus product. To
help protect your computer, you should
use an antivirus product.

KB890830

N/A

2021-03 Security Monthly Quality
Rollup for Windows Server 2012
R2 for x64-based Systems
(KB5000848)

A security issue has been identified in a
Microsoft software product that could
affect your system. You can help protect
your system by installing this update from
Microsoft. For a complete listing of the

KB5000848

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=abd74871-ea87-49aa-b3fe-866aca9b23f2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d4e3dc75-c215-4aeb-8d9c-0bc297216b54
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c882e037-7a57-4c74-ba62-c2d33a967fd8

issues that are included in this'u -
the associated Microsoft Knowledge Base
article. After you install this update, you
may have to restart your system.

2021-03 Cumulative Update for Install this update to resolve issues in KB5000802 N/A
Windows 10 Version 20H2 for x64- | Windows. For a complete listing of the
based Systems (KB5000802) issues that are included in this update, see

the associated Microsoft Knowledge Base

article for more information. After you

install this item, you may have to restart

your computer.
2021-03 Cumulative Update for Install this update to resolve issues in KB5001567 N/A
Windows 10 Version 2004 for x64- | Windows. For a complete listing of the
based Systems (KB5001567) issues that are included in this update, see

the associated Microsoft Knowledge Base

article for more information. After you

install this item, you may have to restart

your computer.
Security Update for Microsoft A security vulnerability exists in Microsoft KB4493203 N/A
Office 2013 (KB4493203) 64-Bit Office 2013 64-Bit Edition that could allow
Edition arbitrary code to run when a maliciously

modified file is opened. This update

resolves that vulnerability.
Security Update for Microsoft A security vulnerability exists in Microsoft KB4493228 N/A
Office 2013 (KB4493228) 64-Bit Office 2013 64-Bit Edition that could allow
Edition arbitrary code to run when a maliciously

modified file is opened. This update

resolves that vulnerability.
Security Update for Microsoft A security vulnerability exists in Microsoft KB4493239 N/A
Excel 2013 (KB4493239) 64-Bit Excel 2013 64-Bit Edition that could allow
Edition arbitrary code to run when a maliciously

modified file is opened. This update

resolves that vulnerability.
Security Update for Microsoft A security vulnerability exists in Microsoft KB4493227 N/A
PowerPoint 2013 (KB4493227) 64- | PowerPoint 2013 64-Bit Edition that could
Bit Edition allow arbitrary code to run when a

maliciously modified file is opened. This

update resolves that vulnerability.
Update for Microsoft Outlook 2013 | Microsoft has released an update for KB4493174 N/A
(KB4493174) 64-Bit Edition Microsoft Outlook 2013 64-Bit Edition.

This update provides the latest fixes to

Microsoft Outlook 2013 64-Bit Edition.

Additionally, this update contains stability

and performance improvements.
Update for Windows 10 Version Install this update to resolve issues in KB4589212 N/A

2004 for x64-based Systems
(KB4589212)

Windows. For a complete listing of the
issues that are included in this update, see
the associated Microsoft Knowledge Base
article for more information. After you
install this item, you may have to restart
your computer.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7ab929a6-5769-454a-9c23-eba57e59965e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=13b5a526-7f85-4546-adde-95ced26276e5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=aba29a0b-c061-43b9-9bd6-e4daba49c7b0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5b6db311-52f5-48b7-8929-386e026c0dca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ccdbe91e-3098-445f-accf-5191b4ce4b78
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2523ef59-4d59-465c-ab96-2ef5598931fe
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=268f2fa3-fee0-4cdb-959c-032c516107cd
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a0802032-eb5b-48b3-bbe6-4b05ba4aea5f

Update for Windows Server 2016
for x64-based Systems
(KB4589210)

Install this update to resolve Iss

Windows. For a complete listing of the
issues that are included in this update, see
the associated Microsoft Knowledge Base
article for more information. After you
install this item, you may have to restart
your computer.

Update for Removal of Adobe This update will remove Adobe Flash KB4577586 N/A
Flash Player for Windows 10 Player from your Windows machine. After
Version 1703 for x64-based you install this item, you may have to
systems (KB4577586) restart your computer.
2021-03 Security Only Quality A security issue has been identified in a KB5000853 N/A
Update for Windows Server 2012 Microsoft software product that could
R2 for x64-based Systems affect your system. You can help protect
(KB5000853) your system by installing this update from
Microsoft. For a complete listing of the
issues that are included in this update, see
the associated Microsoft Knowledge Base
article. After you install this update, you
may have to restart your system.
2021-03 Cumulative Security A security issue has been identified in a KB5000800 N/A

Update for Internet Explorer 11 for
Windows Server 2012 R2 for x64-
based systems (KB5000800)

Microsoft software product that could
affect your system. You can help protect
your system by installing this update from
Microsoft. For a complete listing of the
issues that are included in this update, see
the associated Microsoft Knowledge Base
article. After you install this update, you
may have to restart your system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=85604fae-a5c5-4f6d-9012-3d86be1bccce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bc64fd80-29ba-46d8-aefa-b7c0cc59f192
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b5a485a1-ce32-4c2f-884e-d3ee50432a97
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c2e4170e-3062-4ff3-84a4-222c739404b1

