
 

 

BD Product Name: BD Alaris™ Systems Manager 

Date of Critical or Security Patches: DEC 2021 

Abstract: Critical or Security Patches – DEC 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for DEC 2021. These patches were not found to adversely affect BD products and 

will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

Patch Name  Description  Patch ID  Notes 

Windows Malicious Software 

Removal Tool x64 - v5.96 

(KB890830) 

After the download, this tool runs 

one time to check your computer for 

infection by specific, prevalent 

malicious software (including Blaster, 

Sasser, and Mydoom) and helps 

remove any infection that is found. If 

an infection is found, the tool will 

display a status report the next time 

that you start your computer. A new 

version of the tool will be offered 

every month. If you want to 

manually run the tool on your 

computer, you can download a copy 

from the Microsoft Download Center, 

or you can run an online version 

from microsoft.com. This tool is not 

a replacement for an antivirus 

product. To help protect your 

computer, you should use an 

antivirus product. 

KB890830 N/A 

2021-12 Security Only Quality 

Update for Windows Server 

2008 R2 for x64-based 

Systems (KB5008282) 

A security issue has been identified 

in a Microsoft software product that 

could affect your system. You can 

help protect your system by 

installing this update from Microsoft. 

For a complete listing of the issues 

that are included in this update, see 

the associated Microsoft Knowledge 

Base article. After you install this 

update, you may have to restart 

your system. 

KB5008282 N/A 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=35f3d27c-6ec8-412f-a16b-4735d67a84ad
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=78c484cc-89d2-4684-a7bb-306cf87ec481


 

 

2021-12 Security Monthly 

Quality Rollup for Windows 

Server 2008 R2 for x64-based 

Systems (KB5008244) 

A security issue has been identified 

in a Microsoft software product that 

could affect your system. You can 

help protect your system by 

installing this update from Microsoft. 

For a complete listing of the issues 

that are included in this update, see 

the associated Microsoft Knowledge 

Base article. After you install this 

update, you may have to restart 

your system. 

KB5008244 N/A 

2021-12 Security Monthly 

Quality Rollup for Windows 

Server 2012 R2 for x64-based 

Systems (KB5008263) 

A security issue has been identified 

in a Microsoft software product that 

could affect your system. You can 

help protect your system by 

installing this update from Microsoft. 

For a complete listing of the issues 

that are included in this update, see 

the associated Microsoft Knowledge 

Base article. After you install this 

update, you may have to restart 

your system. 

KB5008263 N/A 

2021-12 Security Only Quality 

Update for Windows Server 

2012 R2 for x64-based 

Systems (KB5008285) 

 A security issue has been identified 

in a Microsoft software product that 

could affect your system. You can 

help protect your system by 

installing this update from Microsoft. 

For a complete listing of the issues 

that are included in this update, see 

the associated Microsoft Knowledge 

Base article. After you install this 

update, you may have to restart 

your system. 

KB5008285 N/A 

Windows Malicious Software 

Removal Tool x64 - v5.96 

(KB890830) 

After the download, this tool runs 

one time to check your computer for 

infection by specific, prevalent 

malicious software (including Blaster, 

Sasser, and Mydoom) and helps 

remove any infection that is found. If 

an infection is found, the tool will 

display a status report the next time 

that you start your computer. A new 

version of the tool will be offered 

every month. If you want to 

manually run the tool on your 

computer, you can download a copy 

from the Microsoft Download Center, 

or you can run an online version 

from microsoft.com. This tool is not 

a replacement for an antivirus 

KB890830 N/A 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dbf06812-065e-4ac5-984a-ea80afbaeb73
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1936ace8-f68c-41b5-8ef2-9448fa3bf23e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cab4b431-02d5-4015-90c2-01b67f6cef7e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38db0ad6-27f8-4bf9-ab2a-cffc4d7bc390


 

 

product. To help protect your 

computer, you should use an 

antivirus product. 

2021-12 Cumulative Update 

for Windows Server 2016 for 

x64-based Systems 

(KB5008207) 

A security issue has been identified 

in a Microsoft software product that 

could affect your system. You can 

help protect your system by 

installing this update from Microsoft. 

For a complete listing of the issues 

that are included in this update, see 

the associated Microsoft Knowledge 

Base article. After you install this 

update, you may have to restart 

your system. 

KB5008207 N/A 

Security Update for SQL 

Server 2016 Service Pack 2 

CU (KB4583461) 

Security issues have been identified 

in the SQL Server 2016 Service Pack 

2 CU that could allow an attacker to 

compromise your system and gain 

control over it. You can help protect 

your computer by installing this 

update from Microsoft. After you 

install this item, you may have to 

restart your computer. 

KB4583461 N/A 

SQL Server 2016 Service Pack 

2 (KB4052908) 

Service Pack 2 for SQL Server 2016 

upgraded all SQL Server 2016 

instances and components installed 

through the SQL Server setup. 

Service Pack 2 can upgrade all 

editions of SQL Server 2016 to 

Service Pack 2 level. For customers 

in need of additional installation 

options, please visit the Microsoft 

Download Center and download the 

Service Pack 2 SQL Server 2016. To 

learn more about SQL Server 2016 

SP2 please visit the Microsoft 

Support 

(http://support.microsoft.com) 

Knowledge Base article KB 4052908. 

KB4052908 N/A 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eab5b5e5-da97-4947-bf50-6b6dc39f7545
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4d418109-d84f-431a-bf7e-6a0f8056e979
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6e9a6c8e-8e0c-4f7a-b2ad-4af752667661


 

 

 

BD Product Name: BD Alaris™ System Maintenance 

Date of Critical or Security Patches: DEC 2021 

Abstract: Critical or Security Patches – DEC 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for DEC 2021. These patches were not found to adversely affect BD products and 

will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name  Description  Patch ID  Notes 

Windows Malicious 

Software Removal Tool x64 

- v5.96 (KB890830) 

After the download, this tool 

runs one time to check your 

computer for infection by 

specific, prevalent malicious 

software (including Blaster, 

Sasser, and Mydoom) and 

helps remove any infection 

that is found. If an infection is 

found, the tool will display a 

status report the next time 

that you start your computer. 

A new version of the tool will 

be offered every month. If you 

want to manually run the tool 

on your computer, you can 

download a copy from the 

Microsoft Download Center, or 

you can run an online version 

from microsoft.com. This tool 

is not a replacement for an 

antivirus product. To help 

protect your computer, you 

should use an antivirus 

product. 

KB890830 N/A 

2021-11 Update for 

Windows 10 Version 1507 

for x64-based Systems 

(KB4023057) 

 A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

KB4023057 N/A 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38db0ad6-27f8-4bf9-ab2a-cffc4d7bc390
https://support.microsoft.com/en-us/topic/kb4023057-update-for-windows-update-service-components-fccad0ca-dc10-2e46-9ed1-7e392450fb3a


 

 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

2021-12 Cumulative 

Update for Windows 10 

Version 20H2 for x64-based 

Systems (KB5008212)  

Install this update to resolve 

issues in Windows. For a 

complete listing of the issues 

that are included in this 

update, see the associated 

Microsoft Knowledge Base 

article for more information. 

After you install this item, you 

may have to restart your 

computer. 

KB5008212 N/A 

2021-12 Cumulative 

Update for Windows Server 

2016 for x64-based 

Systems (KB5008207) 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system 

KB5008207 N/A 

2021-11 Cumulative 

Update Preview for .NET 

Framework 3.5 and 4.8 for 

Windows 10 Version 20H2 

for x64 (KB5007289) 

Install this update to resolve 

issues in Windows. For a 

complete listing of the issues 

that are included in this 

update, see the associated 

Microsoft Knowledge Base 

article for more information. 

After you install this item, you 

may have to restart your 

computer. 

KB5007289 N/A 

Security Intelligence 

Update for Microsoft 

Defender Antivirus – 

(KB2267602) 

 

Microsoft continually updates 

security intelligence in 

antimalware products to cover 

the latest threats and to 

constantly tweak detection 

logic, enhancing the ability of 

Microsoft Defender Antivirus 

and other Microsoft 

KB2267602 N/A 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=31073149-3869-4d59-967c-a088679b5bc8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eab5b5e5-da97-4947-bf50-6b6dc39f7545
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=059891ca-ad4e-4da0-9718-1556074a4e22
https://www.microsoft.com/en-us/wdsi/defenderupdates


 

 

antimalware solutions to 

accurately identify threats. 

This security intelligence works 

directly with cloud-based 

protection to deliver fast and 

powerful AI-enhanced, next-

generation protection. 

2021-12 Security Monthly 

Quality Rollup for Windows 

Server 2012 R2 for x64-

based Systems 

(KB5008263) 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB5008263 N/A 

2021-12 Security Only 

Quality Update for Windows 

Server 2012 R2 for x64-

based Systems 

(KB5008285) 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB5008285 N/A 

 

 

 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1936ace8-f68c-41b5-8ef2-9448fa3bf23e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cab4b431-02d5-4015-90c2-01b67f6cef7e


 

 

 

BD Product Name: BD Guardrails Editor 

Date of Critical or Security Patches: DEC 2021 

Abstract: Critical or Security Patches – DEC 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for DEC 2021. These patches were not found to adversely affect BD products and 

will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

Patch Name  Description  Patch ID  Notes 

Windows Malicious 

Software Removal Tool x64 

- v5.96 (KB890830) 

After the download, this tool runs 

one time to check your computer 

for infection by specific, prevalent 

malicious software (including 

Blaster, Sasser, and Mydoom) 

and helps remove any infection 

that is found. If an infection is 

found, the tool will display a 

status report the next time that 

you start your computer. A new 

version of the tool will be offered 

every month. If you want to 

manually run the tool on your 

computer, you can download a 

copy from the Microsoft Download 

Center, or you can run an online 

version from microsoft.com. This 

tool is not a replacement for an 

antivirus product. To help protect 

your computer, you should use an 

antivirus product. 

KB890830 N/A 

2021-11 Update for 

Windows 10 Version 21H2 

for x64-based Systems 

(KB4023057) 

A security issue has been 

identified in a Microsoft software 

product that could affect your 

system. You can help protect your 

system by installing this update 

from Microsoft. For a complete 

listing of the issues that are 

included in this update, see the 

KB4023057 N/A 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38db0ad6-27f8-4bf9-ab2a-cffc4d7bc390
https://support.microsoft.com/en-us/topic/kb4023057-update-for-windows-update-service-components-fccad0ca-dc10-2e46-9ed1-7e392450fb3a


 

 

associated Microsoft Knowledge 

Base article. After you install this 

update, you may have to restart 

your system. 

2021-12 Cumulative 

Update for Windows 10 

Version 20H2 for x64-based 

Systems (KB5008212) 

Install this update to resolve 

issues in Windows. For a 

complete listing of the issues that 

are included in this update, see 

the associated Microsoft 

Knowledge Base article for more 

information. After you install this 

item, you may have to restart 

your computer. 

KB5008212 N/A 

2021-11 Cumulative 

Update Preview for .NET 

Framework 3.5 and 4.8 for 

Windows 10 Version 20H2 

for x64 (KB5007289) 

Install this update to resolve 

issues in Windows. For a 

complete listing of the issues that 

are included in this update, see 

the associated Microsoft 

Knowledge Base article for more 

information. After you install this 

item, you may have to restart 

your computer. 

KB5007289 N/A 

Security Intelligence 

Update for Microsoft 

Defender Antivirus – 

(KB2267602) 

 

Microsoft continually updates 

security intelligence in 

antimalware products to cover 

the latest threats and to 

constantly tweak detection logic, 

enhancing the ability of Microsoft 

Defender Antivirus and other 

Microsoft antimalware solutions to 

accurately identify threats. This 

security intelligence works 

directly with cloud-based 

protection to deliver fast and 

powerful AI-enhanced, next-

generation protection.  

 

KB2267602 N/A 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c8e0e583-6be7-4619-b5bf-16fa5f4c8bfb
https://www.microsoft.com/en-us/wdsi/defenderupdates

