BD Product Name: BD Alaris™ Systems Manager

Date of Critical or Security Patches: OCT 2021
Abstract: Critical or Security Patches — OCT 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for OCT 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-10 Security Only Quality | A security issue has been identified KB5006728 | N/A
Update for Windows Server in a Microsoft software product that

2008 R2 for x64-based could affect your system. You can

Systems (KB5006728) help protect your system by

installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

Windows Malicious Software After the download, this tool runs KB890830 N/A
Removal Tool x64 - v5.94 one time to check your computer for
(KB890830) infection by specific, prevalent

malicious software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is found. If
an infection is found, the tool will
display a status report the next time
that you start your computer. A new
version of the tool will be offered
every month. If you want to
manually run the tool on your
computer, you can download a copy
from the Microsoft Download Center,
or you can run an online version
from microsoft.com. This tool is not
a replacement for an antivirus
product. To help protect your
computer, you should use an
antivirus product.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=44434439-e83e-4885-8d57-904491e3edff
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2efce1fb-cbc9-4dd9-aa12-60b084885286

2021-10 Security Monthly
Quality Rollup for Windows
Server 2008 R2 for x64-based
Systems (KB5006743)

A security issue has been ide

in a Microsoft software product that
could affect your system. You can
help protect your system by
installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

2021-10 Cumulative Security | A security issue has been identified KB5006671 | N/A
Update for Internet Explorer in a Microsoft software product that
11 for Windows Server 2008 could affect your system. You can
R2 for x64-based systems help protect your system by
(KB5006671) installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.
2021-10 Servicing Stack Install this update to resolve issues KB5006749 | N/A
Update for Windows Server in Windows. For a complete listing of
2008 R2 for x64-based the issues that are included in this
Systems (KB5006749) update, see the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart your
computer.
2021-10 Security Monthly A security issue has been identified KB5006714 | N/A
Quality Rollup for Windows in a Microsoft software product that
Server 2012 R2 for x64-based | could affect your system. You can
Systems (KB5006714) help protect your system by
installing this update from Microsoft.
For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.
Windows Malicious Software After the download, this tool runs KB890830 N/A

Removal Tool x64 - v5.94
(KB890830)

one time to check your computer for
infection by specific, prevalent
malicious software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is found. If
an infection is found, the tool will
display a status report the next time
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=06224366-f2cc-463e-99a3-0a5876b5a074
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9c93e0e2-8050-4ec9-92fa-50f0cb7467b5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8e39f2d7-a4de-4567-a305-61aaab5ee92b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=24e2a8c4-d35f-4f90-881b-21d483e2c86b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3af26db7-4c87-4c6e-ba44-5fa00913995e

that you start your computer.
version of the tool will be offered
every month. If you want to
manually run the tool on your
computer, you can download a copy

from the Microsoft Download Center,

or you can run an online version
from microsoft.com. This tool is not
a replacement for an antivirus
product. To help protect your
computer, you should use an
antivirus product.

2021-10 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2012
R2 for x64-based systems
(KB5006671)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by

installing this update from Microsoft.

For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5006671

N/A

2021-10 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems (KB5006729)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by

installing this update from Microsoft.

For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5006729

N/A

2021-10 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5006669)

A security issue has been identified
in a Microsoft software product that
could affect your system. You can
help protect your system by

installing this update from Microsoft.

For a complete listing of the issues
that are included in this update, see
the associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB5006669

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0ff95648-2a46-42cd-98fa-f47940e6156c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ff623435-c638-4c25-a907-843fa16c22b3

BD Product Name: BD Alaris™ System Maintenance

Date of Critical or Security Patches: OCT 2021
Abstract: Critical or Security Patches — OCT 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for OCT 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-10 Cumulative A security issue has been KB5006669 | N/A
Update for Windows identified in a Microsoft software

Server 2016 for x64-based | product that could affect your

Systems (KB5006669) system. You can help protect

your system by installing this
update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.
Windows Malicious After the download, this tool KB890830 N/A
Software Removal Tool runs one time to check your
x64 - v5.93 (KB890830) computer for infection by
specific, prevalent malicious
software (including Blaster,
Sasser, and Mydoom) and helps
remove any infection that is
found. If an infection is found,
the tool will display a status
report the next time that you
start your computer. A new
version of the tool will be
offered every month. If you
want to manually run the tool
on your computer, you can
download a copy from the
Microsoft Download Center, or
you can run an online version
from microsoft.com. This tool is
not a replacement for an
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ff623435-c638-4c25-a907-843fa16c22b3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3af26db7-4c87-4c6e-ba44-5fa00913995e

antivirus product. To help
protect your computer, you
should use an antivirus product.

2021-10 Cumulative Install this update to resolve KB5006670 | N/A
Update for Windows 10 issues in Windows. For a
Version 20H2 for x64- complete listing of the issues
based Systems that are included in this update,
(KB5006670) see the associated Microsoft
Knowledge Base article for more
information. After you install
this item, you may have to
restart your computer.
2021-10 Security Monthly | A security issue has been KB5006714 | N/A
Quality Rollup for Windows | identified in a Microsoft software
Server 2012 R2 for x64- product that could affect your
based Systems system. You can help protect
(KB5006714) your system by installing this
update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.
2021-10 Cumulative A security issue has been KB5006671 | N/A
Security Update for identified in a Microsoft software
Internet Explorer 11 for product that could affect your
Windows Server 2012 R2 system. You can help protect
for x64-based systems your system by installing this
(KB5006671) update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.
2021-10 Security Only A security issue has been KB5006729 | N/A

Quality Update for
Windows Server 2012 R2
for x64-based Systems
(KB5006729)

identified in a Microsoft software
product that could affect your
system. You can help protect
your system by installing this
update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=54a12391-343c-49c2-9da9-84ef4b293057
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=24e2a8c4-d35f-4f90-881b-21d483e2c86b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=103b70b0-7cfb-4d0e-a454-3a43fd44acc7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0ff95648-2a46-42cd-98fa-f47940e6156c

2021-09 Update for A security issue has been
Windows 10 Version 20H2 | identified in a Microsoft software
for x64-based Systems product that could affect your
(KB4023057) system. You can help protect
your system by installing this
update from Microsoft. For a
complete listing of the issues
that are included in this update,
see the associated Microsoft
Knowledge Base article. After
you install this update, you may
have to restart your system.
2021-10 Cumulative Install this update to resolve KB5005539 | N/A
Update for .NET issues in Windows. For a
Framework 3.5 and 4.8 for | complete listing of the issues
Windows 10 Version 20H2 | that are included in this update,
for x64 (KB5005539) see the associated Microsoft
Knowledge Base article for more
information. After you install
this item, you may have to
restart your computer.

Security Intelligence Microsoft continually updates KB2267602 | N/A
Update for Microsoft security intelligence in

Defender Antivirus - antimalware products to cover

KB2267602 the latest threats and to

constantly tweak detection
logic, enhancing the ability of
Microsoft Defender Antivirus and
other Microsoft antimalware
solutions to accurately identify
threats. This security
intelligence works directly with
cloud-based protection to
deliver fast and powerful Al-
enhanced, next-generation
protection.

AL/ .
b 4 BD Advancing the world of health


https://support.microsoft.com/en-us/topic/kb4023057-update-for-windows-10-update-service-components-fccad0ca-dc10-2e46-9ed1-7e392450fb3a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bf3f6db9-f329-4144-b850-73979a3974f4
https://www.microsoft.com/en-us/wdsi/defenderupdates

BD Product Name: BD Guardrails Editor

Date of Critical or Security Patches: OCT 2021
Abstract: Critical or Security Patches — OCT 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security

related for OCT 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the

validated patches are installed on their BD systems as the acting responsible entity in

order to maintain the correct security posture of the system(s).

Update for Microsoft
Defender Antivirus -
KB2267602

security intelligence in
antimalware products to cover
the latest threats and to
constantly tweak detection logic,
enhancing the ability of Microsoft
Defender Antivirus and other
Microsoft antimalware solutions to
accurately identify threats. This
security intelligence works
directly with cloud-based

Patch Name Description Patch ID Notes
2021-10 Cumulative Install this update to resolve KB5006670 N/A
Update for Windows 10 issues in Windows. For a
Version 20H2 for x64-based | complete listing of the issues that
Systems (KB5006670) are included in this update, see
the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart
your computer.
2021-10 Cumulative Install this update to resolve KB5005539 N/A
Update for .NET Framework | issues in Windows. For a
3.5 and 4.8 for Windows 10 | complete listing of the issues that
Version 20H2 for x64 are included in this update, see
(KB5005539) the associated Microsoft
Knowledge Base article for more
information. After you install this
item, you may have to restart
your computer.
Security Intelligence Microsoft continually updates KB2267602 N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=54a12391-343c-49c2-9da9-84ef4b293057
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bf3f6db9-f329-4144-b850-73979a3974f4
https://www.microsoft.com/en-us/wdsi/defenderupdates

protection to deliver fast and
powerful AI-enhanced, next-
generation protection.

2021-09 Update for
Windows 10 Version 20H2
for x64-based Systems
(KB4023057)

A security issue has been
identified in a Microsoft software
product that could affect your
system. You can help protect your
system by installing this update
from Microsoft. For a complete
listing of the issues that are
included in this update, see the
associated Microsoft Knowledge
Base article. After you install this
update, you may have to restart
your system.

KB4023057

N/A

Windows Malicious
Software Removal Tool x64
- v5.93 (KB890830)

After the download, this tool runs
one time to check your computer
for infection by specific, prevalent
malicious software (including
Blaster, Sasser, and Mydoom)
and helps remove any infection
that is found. If an infection is
found, the tool will display a
status report the next time that
you start your computer. A new
version of the tool will be offered
every month. If you want to
manually run the tool on your
computer, you can download a
copy from the Microsoft Download
Center, or you can run an online
version from microsoft.com. This
tool is not a replacement for an
antivirus product. To help protect
your computer, you should use an
antivirus product.

KB890830

N/A
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https://support.microsoft.com/en-us/topic/kb4023057-update-for-windows-10-update-service-components-fccad0ca-dc10-2e46-9ed1-7e392450fb3a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3af26db7-4c87-4c6e-ba44-5fa00913995e

