Security Patches:
BD Alaris™ Systems

Manager

MARCH 2022

BD has identified patches from Microsoft® that have been identified as critical or security
related for March 2022. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

Windows Malicious Software  After the download, this tool runs one time to check KB890830 BD Alaris™ Systems
Removal Tool x64 - v5.99 your computer for infection by specific, prevalent Manager
(KB890830) malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

2022-03 Security Monthly A security issue has been identified in a Microsoft KB5011552 BD Alaris™ Systems
Quality Rollup for Windows software product that could affect your system. You Manager

Server 2008 R2 for x64-based  can help protect your system by installing this update

Systems (KB5011552) from Microsoft. For a complete listing of the issues that

are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

2022-03 Security Only Quality A security issue has been identified in a Microsoft KB5011529 BD Alaris™ Systems
Update for Windows Server software product that could affect your system. You Manager

2008 R2 for x64-based can help protect your system by installing this update

Systems (KB5011529) from Microsoft. For a complete listing of the issues that

are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ac424c13-eafb-477b-90e6-10b5e42dba0d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6e65f09c-717c-4df4-bff5-7d8226dffb1b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=43113026-06cc-4cac-a3bd-7f0656290de3

& BD

2022-03 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2008
R2 for x64-based systems
(KB5011486)

2022-03 Servicing Stack
Update for Windows Server
2008 R2 for x64-based
Systems (KB5011649)

Windows Malicious Software
Removal Tool x64 - v5.99
(KB890830)

2022-03 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2012
R2 for x64-based systems
(KB5011486)

2022-03 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-based
Systems (KB5011564)

2022-03 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems (KB5011560)

A security issue has been identified in a Microsoft KB5011486

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Install this update to resolve issues in Windows. For a KB5011649

complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

After the download, this tool runs one time to check KB890830
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A security issue has been identified in a Microsoft KB5011486
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5011564
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5011560
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4837c34e-d681-41d1-9e06-a94269213939
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7a41e63f-3359-4270-a752-8ccf39c153fc
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=727d2db6-b5f0-4ffb-bcf6-23dc95853b7e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3888810d-b9f2-4102-aa66-0dd6dc3fced0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0cdcd625-dc44-48cc-92fa-40c452eaba68

& BD

SQL Server 2012 Service Pack
4 (KB4018073)

Security Update for SQL
Server 2012 Service Pack 4
CU (KB4583465)

2022-03 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5011495)

2022-03 Servicing Stack
Update for Windows Server
2016 for x64-based Systems
(KB5011570)

SQL Server 2016 Service Pack
3 (KB5003279)

Service Pack 4 for SQL Server 2012 upgraded all SQL
Server 2012 instances and components installed
through the SQL Server setup. Service Pack 4 can
upgrade all editions of SQL Server 2012 to Service Pack
4 level. For customers in need of additional installation
options, please visit the Microsoft Download Center
and download the Service Pack 4 SQL Server 2012. To
learn more about SQL Server 2012 SP4 please visit the
Microsoft Support (http://support.microsoft.com)
Knowledge Base article KB 4018073.

Security issues have been identified in the SQL Server
2012 Service Pack 4 CU that could allow an attacker to
compromise your system and gain control over it. You
can help protect your computer by installing this
update from Microsoft. After you install this item, you
may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

Service Pack 3 for SQL Server 2016 upgraded all SQL
Server 2016 instances and components installed
through the SQL Server setup. Service Pack 3 can
upgrade all editions of SQL Server 2016 to Service Pack
3 level. For customers in need of additional installation
options, please visit the Microsoft Download Center
and download the Service Pack 3 SQL Server 2016. To
learn more about SQL Server 2016 SP3 please visit the
Microsoft Support (https://support.microsoft.com)
Knowledge Base article KB 5003279.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b870730b-c565-4476-8e04-2961cb7966ca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6dfce7b5-4ca2-4ebd-ae75-14918abb529d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fa870787-7e83-4890-9511-d26b208c0919
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3fbca6b8-0e71-4ed7-9c34-150f4a2750b0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9489d8c1-9a07-471f-8d76-62a841c3a22e

Security Patches:
BD Alaris™ System

Maintenance

MARCH 2022

BD has identified patches from Microsoft® that have been identified as critical or security
related for March 2022. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

Windows Malicious Software
Removal Tool x64 - v5.99
(KB890830)

2022-03 Cumulative Update
for Windows 10 Version 21H2
for x64-based Systems
(KB5011487)

Description

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

Patch ID

KB890830

KB5011487

Notes

BD Alaris™ System
Maintenance

BD Alaris™ System
Maintenance


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e41f95fd-25c1-4580-a3a0-7df02a74ded2

& BD

2022-03 Cumulative Update
Preview for Windows 10
Version 21H2 for x64-based
Systems (KB5011543)

2021-05 Update for
Windows 10 Version 1507
for x64-based Systems
(KB4023057)

2022-03 Security Only
Quality Update for Windows
Server 2012 R2 for x64-
based Systems (KB5011560)

2022-03 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-
based Systems (KB5011564)

2022-03 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2012
R2 for x64-based systems
(KB5011486)

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

KB5011543

KB4023057

KB5011560

KB5011564

KB5011486
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=42e004fc-27d2-492d-890f-cf3612d5c73f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c8e0e583-6be7-4619-b5bf-16fa5f4c8bfb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0cdcd625-dc44-48cc-92fa-40c452eaba68
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3888810d-b9f2-4102-aa66-0dd6dc3fced0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=727d2db6-b5f0-4ffb-bcf6-23dc95853b7e

& BD

2022-03 Servicing Stack
Update for Windows Server
2016 for x64-based Systems
(KB5011570)

Security intelligence updates
for Microsoft Defender
Antivirus-(KB2267602)

2022-03 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5011495)

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart.

Microsoft continually updates security intelligence in
antimalware products to cover the latest threats and
to constantly tweak detection logic, enhancing the
ability of Microsoft Defender Antivirus and other
Microsoft antimalware solutions to accurately
identify threats. This security intelligence works
directly with cloud-based protection to deliver fast
and powerful Al-enhanced, next-generation
protection.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

KB5011570 BD Alaris™ System
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3fbca6b8-0e71-4ed7-9c34-150f4a2750b0
https://www.microsoft.com/en-us/wdsi/defenderupdates
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fa870787-7e83-4890-9511-d26b208c0919

Security Patches:
BD Alaris™ Guardrails Editor

MARCH 2022

BD has identified patches from Microsoft® that have been identified as critical or security
related for March 2022. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

Windows Malicious Software
Removal Tool x64 - v5.99
(KB890830)

2022-03 Cumulative Update
for Windows 10 Version
21H2 for x64-based Systems
(KB5011487)

Description

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

Patch ID

KB890830

KB5011487

Notes

BD Alaris™
Guardrails Editor

BD Alaris™
Guardrails Editor


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e41f95fd-25c1-4580-a3a0-7df02a74ded2

& BD

2021-05 Update for Windows
10 Version 1507 for x64-
based Systems (KB4023057)

2022-03 Cumulative Update
Preview for Windows 10
Version 21H2 for x64-based
Systems (KB5011543)

Security intelligence updates
for Microsoft Defender
Antivirus -(KB2267602)
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A security issue has been identified in a Microsoft KB4023057

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Install this update to resolve issues in Windows. For a KB5011543
complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

Microsoft continually updates security intelligence in KB2267602
antimalware products to cover the latest threats and

to constantly tweak detection logic, enhancing the

ability of Microsoft Defender Antivirus and other

Microsoft antimalware solutions to accurately identify

threats. This security intelligence works directly with

cloud-based protection to deliver fast and powerful Al-

enhanced, next-generation protection.
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Guardrails Editor
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c8e0e583-6be7-4619-b5bf-16fa5f4c8bfb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=42e004fc-27d2-492d-890f-cf3612d5c73f
https://www.microsoft.com/en-us/wdsi/defenderupdates

