Security Patches:
BD Alaris™ System

Maintenance

NOVEMBER 2024

BD has identified patches from Microsoft® that have been identified as critical or security
related for NOVEMEBR 2024. These patches should NOT be installed on Alaris Systems
Maintenance application at this time.

Customers that maintain patches independent of BD automated delivery should ensure that
the patches are NOT installed on their respective BD systems (i.e. servers hosting Alaris Systems
Maintenance application) as the acting responsible entity to maintain the correct security
posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2024-11 Security Monthly A security issue has been identified in a Microsoft KB5046682 N/A
Quality Rollup for Windows  software product that could affect your system. You
Server 2012 R2 for x64-based can help protect your system by installing this update
Systems (KB5046682) from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

2024-11 Cumulative Security A security issue has been identified in a Microsoft ~ KB5046630 N/A
Update for Internet Explorer software product that could affect your system. You
11 for Windows Server 2012 €an help protect your system by installing this update
R2 for x64-based systems from Microsoft. For a complete listing of the issues
(KB5046630) that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

2024-11 Security and Quality
Rollup for .NET Framework 3.5,
46.2,4.7,47.1,4.7.2,4.8 for
Windows Server 2012 R2 for
x64 (KB5046545)

Install this update to resolve issues in Windows. For a N/A
complete listing of the issues that are included in this KB5046545
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

Note: Patch(es) could not be verified due to system environment issues.
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