Security Patches:
BD Alaris™ Systems

Manager

JANUARY 2025

BD has identified patches from Microsoft® that have been identified as critical or security
related for JANUARY 2025. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2025-01 Cumulative Update A security issue has been identified in a Microsoft KB5049993 N/A
for Windows Server 2016 for  software product that could affect your system. You
can help protect your system by installing this update

x64-based Systems " o :
from Microsoft. For a complete listing of the issues

(KB5049993) that are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.
2025-01 Servicing Stack Install this update to resolve issues in Windows. For a KB5050109 N/A
Update for Windows Server complete listing of the issues that are included in this

2016 for x64-based Systems update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,

(KB5050109) you may have to restart your computer.

Windows Malicious Software  After the download, this tool runs one time to check KB890830 N/A
Removal Tool x64 - v5.131 your computer for infection by specific, prevalent

(KB890830) malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=abc0d6bb-7a2b-4a6b-a8dc-7fd08e5fa82d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=06df32e2-caeb-4bee-a329-23cebcb4dea9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bdaab34a-fb09-4a7e-a130-4dc032ae012a

2025-01 Cumulative Update
for Microsoft server
operating system version
21H2 for x64-based Systems
(KB5049983)

2025-01 Cumulative Update
for NET Framework 3.5 and
4.8 for Microsoft server
operating system version
21H2 for x64 (KB5049617)

Install this update to resolve issues in Windows. For a KB5049983

complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft KB5049617

software product that could affect your system. You can
help protect your system by installing this update from
Microsoft. For a complete listing of the issues that are
included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you
may have to restart your system.

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=973069a3-1b32-4960-a14f-7b40d504a17e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=89c8c968-867b-4694-9e8b-b442b852da80
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded

Security Patches:
BD Alaris™ System

Maintenance

JANUARY 2025

BD has identified patches from Microsoft® that have been identified as critical or security
related for JANUARY 2025. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity to maintain
the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2025-01 Cumulative Update A security issue has been identified in a Microsoft KB5050187 N/A
for NET Framework 3.5, 4.8 software product that could affect your system. You
and 4.8.1 for Microsoft server ~ €an help protect your system by installing this update
) ) from Microsoft. For a complete listing of the issues that
operating system version are included in this update, see the associated
2TH2 for x64 (KB5050187) Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.
2025-01 Cumulative Update Install this update to resolve issues in Windows. For a KB5049983 N/A
for Microsoft server operating  complete listing of the issues that are included in this
system version 21H2 for x64-  update, see the associated Microsoft Knowledge Base
based Systems (KB5049983)  article for more information. After you install this item,
you may have to restart your computer.
Windows Malicious Software After the download, this tool runs one time to check KB890830 N/A

Removal Tool x64 - v5.131
(KB890830)

your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is found.
If an infection is found, the tool will display a status
report the next time that you start your computer. A
new version of the tool will be offered every month. If
you want to manually run the tool on your computer,
you can download a copy from the Microsoft Download
Center, or you can run an online version from
microsoft.com. This tool is not a replacement for an
antivirus product. To help protect your computer, you
should use an antivirus product.


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1f849eb6-0f6e-4895-a7e3-d071ac7312fc
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=973069a3-1b32-4960-a14f-7b40d504a17e
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=973069a3-1b32-4960-a14f-7b40d504a17e
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bdaab34a-fb09-4a7e-a130-4dc032ae012a

2025-01 Cumulative Update
for Windows 11 Version 24H2
for x64-based Systems
(KB5050009)

2025-01 Cumulative Update
for NET Framework 3.5 and
4.8.1 for Windows 11, version
24H2 for x64 (KB5049622)

2025-01 Cumulative Update
for Windows 10 Version 22H2
for x64-based Systems
(KB5049981)

2025-01 Cumulative Update
for .NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5050188)

2025-01 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5049993)

2025-01 Servicing Stack
Update for Windows Server
2016 for x64-based Systems
(KB5050109)

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft KB5049622
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

Install this update to resolve issues in Windows. For a KB5049981
complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

KB5050188

A security issue has been identified in a Microsoft KB5049993
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

KB5050109

KB5050009

N/A

N/A

N/A

N/A

N/A

N/A


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=badfc4e8-0b2e-4bc0-9ece-ae076db7e80c
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=091db147-6642-4115-9607-493f13cb3733
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3ed5e672-5046-4eb1-9a80-be5175158708
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=be5ebf62-6260-45ba-9229-f3fe2368ceed
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=be5ebf62-6260-45ba-9229-f3fe2368ceed
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=abc0d6bb-7a2b-4a6b-a8dc-7fd08e5fa82d
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=abc0d6bb-7a2b-4a6b-a8dc-7fd08e5fa82d
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=06df32e2-caeb-4bee-a329-23cebcb4dea9
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=06df32e2-caeb-4bee-a329-23cebcb4dea9

Security Patches:
BD Alaris™ Guardrails Editor

JANUARY 2025

BD has identified patches from Microsoft® that have been identified as critical or security
related for JANUARY 2025. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity to maintain
the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2025-01 Cumulative Update Install this update to resolve issues in Windows. For a KB5049981 N/A
for Windows 10 Version 22H2 complete listing of the issues that are included in this

for x64-based Systems update, see the associated Microsoft Knowledge Base

(KB5049981) article for more information. After you install this item,

you may have to restart your computer.

Windows Malicious Software After the download, this tool runs one time to check your ~ KB890830 N/A
Removal Tool x64 -v5.131  computer for infection by specific, prevalent malicious
(KB890830) software (including Blaster, Sasser, and Mydoom) and

helps remove any infection that is found. If an infection is
found, the tool will display a status report the next time
that you start your computer. A new version of the tool will
be offered every month. If you want to manually run the
tool on your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a replacement
for an antivirus product. To help protect your computer,
you should use an antivirus product.


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3ed5e672-5046-4eb1-9a80-be5175158708
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3ed5e672-5046-4eb1-9a80-be5175158708
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bdaab34a-fb09-4a7e-a130-4dc032ae012a

2025-01 Cumulative Update A security issue has been identified in a Microsoft KB5050188 N/A
for NET Framework 3.5, 4.8  software product that could affect your system. You
and 4.8.1 for Windows 10 can help protect your system by installing this update
Version 22H2 for x64 from Microsoft. For a complete listing of the issues that
(KB5050188) are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

bd.com

BD and the BD Logo are trademarks of Becton, Dickinson and Company
or its affiliates. © 2022 BD. All rights reserved.

¥
o
O


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=335c3eab-dee0-4f4e-bc6d-54b87ee8afb2

