Security Patches:
BD Alaris™ Systems

Manager

NOVEMBER 2025

BD has identified patches from Microsoft® that have been identified as critical or security
related for NOVEMBER 2025. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2025-11 Cumulative Update A security issue has been identified in a Microsoft KB5068864 N/A
for Windows Server 2016 for  software product that could affect your system. You
can help protect your system by installing this update

64-based Systems
X y from Microsoft. For a complete listing of the issues that

(KB5068864) are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.
2025-11 Servicing Stack Install this update to resolve issues in Windows. For a KB5070247 N/A
Update for Windows Server complete listing of the issues that are included in this

2016 for x64-based Systems update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,

(KB5070247) you may have to restart your computer.

Windows Malicious Software  After the download, this tool runs one time to check KB890830 N/A
Removal Tool x64 - v5.137 your computer for infection by specific, prevalent

(KB890830) malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is found.
If an infection is found, the tool will display a status
report the next time that you start your computer. A
new version of the tool will be offered every month. If
you want to manually run the tool on your computer,
you can download a copy from the Microsoft Download
Center, or you can run an online version from
microsoft.com. This tool is not a replacement for an
antivirus product. To help protect your computer, you
should use an antivirus product.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d94abdb2-d4af-467c-89a2-6f83aad70071
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=389020c2-ffbf-4ed6-b8cb-5cd5702840a7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=979e9eff-3b91-4da9-8404-1546ccb2340b

2025-11 Cumulative Update
for Microsoft server
operating system version
21H2 for x64-based Systems
(KB5068787)

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

KB5068787

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f2708f4d-cda3-40a5-b534-ffffb2b8898c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded

Security Patches:
BD Alaris™ System

Maintenance

NOVEMBER 2025

BD has identified patches from Microsoft® that have been identified as critical or security
related for NOVEMBER 2025. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s)

Microsoft® patches

Patch name Description Patch ID Notes

2025-11 Cumulative Update Install this update to resolve issues in Windows. Fora ~ KB5068787 N/A
for Microsoft server operating ~ complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

system version 21H2 for x64-
based Systems (KB5068787)

Windows Malicious Software  After the download, this tool runs one time to check KB890830 N/A
Removal Tool x64 - v5.137 your computer for infection by specific, prevalent
(KB890830) malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f2708f4d-cda3-40a5-b534-ffffb2b8898c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=979e9eff-3b91-4da9-8404-1546ccb2340b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=979e9eff-3b91-4da9-8404-1546ccb2340b

2025-11 Cumulative Update
for Windows 11 Version 24H2
for x64-based Systems
(KB5068861) (26100.7171)

2025-11 Security Update for
Windows 10 Version 22H2 for
xb64-based Systems
(KB5072653)

2025-11 Servicing Stack
Update for Windows Server
2016 for x64-based Systems
(KB5070247)

Install this update to resolve issues in Windows. For a KB5068861
complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

A security issue has been identified in a Microsoft KB5072653
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

Install this update to resolve issues in Windows. For a KB5070247

complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

2025-11 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5068864)

November 11, 2025
KB5071959: Windows 10,
version 22H2 (OS Build
19045.6466) Out-of-band

A security issue has been identified in a Microsoft KB5068864
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

Secure Boot certificates used by most Windows devices are KB5071959
set to expire starting in June 2026. This might affect the

ability of certain personal and business devices to boot

securely if not updated in time. To avoid disruption, we

recommend reviewing the guidance and taking action to

update certificates in advance

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=16261f61-fa2d-46a4-bc56-7452f02715f5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=775ac053-ca88-4d20-ba0a-0e7d3d0979bb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=389020c2-ffbf-4ed6-b8cb-5cd5702840a7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d94abdb2-d4af-467c-89a2-6f83aad70071
https://support.microsoft.com/en-us/topic/november-11-2025-kb5071959-windows-10-version-22h2-os-build-19045-6466-out-of-band-565c78a7-5b5f-4cbd-8ca8-2a73a48f4e2b

Security Patches:

BD Alaris™ Guardrails Editor

NOVEMBER 2025

BD has identified patches from Microsoft® that have been identified as critical or security related for
NOVEMBER 2025. These patches were not found to adversely affect BD products and will be applied
according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the validated
patches are installed on their BD systems as the acting responsible entity in order to maintain the
correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2025-11 Security Update for A security issue has been identified in a Microsoft KB5072653 N/A
Windows 10 Version 22H2 for  software product that could affect your system. You can

x64-based Systems help protect your system by installing this update from

(KB5072653) Microsoft. For a complete listing of the issues that are

included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you
may have to restart your system.

Windows Malicious Software  After the download, this tool runs one time to check your  KB890830 N/A
Removal Tool x64 - v5.137 computer for infection by specific, prevalent malicious
(KB890830) software (including Blaster, Sasser, and Mydoom) and

helps remove any infection that is found. If an infection is

found, the tool will display a status report the next time

that you start your computer. A new version of the tool

will be offered every month. If you want to manually run

the tool on your computer, you can download a copy

from the Microsoft Download Center.

November 11, 2025 Secure Boot certificates used by most Windows devices are KB5071959 N/A
KB5071959: Windows 10, set to expire starting in June 2026. This might affect the
version 22H2 (OS Build ability of certain personal and business devices to boot

19045.6466) Out-of-band securely if not updated in time. To avoid disruption, we
recommend reviewing the guidance and taking action to
update certificates in advance
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=775ac053-ca88-4d20-ba0a-0e7d3d0979bb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=979e9eff-3b91-4da9-8404-1546ccb2340b
https://support.microsoft.com/en-us/topic/november-11-2025-kb5071959-windows-10-version-22h2-os-build-19045-6466-out-of-band-565c78a7-5b5f-4cbd-8ca8-2a73a48f4e2b

