Security Patches:
BD Alaris™ Systems

Manager

September 2024

BD has identified patches from Microsoft® that have been identified as critical or security
related for September 2024. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2024-09 Servicing Stack Install this update to resolve issues in Windows. For a KB5043124 N/A
Update for Windows Server complete listing of the issues that are included in this

2016 for x64-based Systems update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
(KB5043124)
you may have to restart your computer.

2024-09 Cumulative Update A security issue has been identified in a Microsoft KB5043051 N/A
for Windows Server 2016 for  software product that could affect your system. You can
help protect your system by installing this update from

x64-based Systems - y .
Microsoft. For a complete listing of the issues that are

(KB5043051) included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you
may have to restart your system.
Windows Malicious Software  After the download, this tool runs one time to check your  KB890830 N/A
Removal Tool x64 - v5.128 computer for infection by specific, prevalent malicious
(KB890830) software (including Blaster, Sasser, and Mydoom) and

helps remove any infection that is found. If an infection
is found, the tool will display a status report the next
time that you start your computer. A new version of the
tool will be offered every month. If you want to manually
run the tool on your computer, you can download a copy
from the Microsoft Download Center, or you can run an
online version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=15592d8f-31eb-4f04-9f60-666d4a928c74
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=805fad97-53ca-4c6f-90f2-a386b2d1873a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=69ce6f6a-41e8-4103-b93d-ff8030bd246b

2024-09 Cumulative Update
for Microsoft server operating
system version 21H2 for x64-
based Systems (KB5042881)

2024-08 Servicing Stack
Update for Windows Server
2016 for x64-based Systems
(KB5041576)

2024-08 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5041773)

2024-08 Cumulative Update
for .NET Framework 3.5, 4.8
and 4.8.1 for Microsoft server
operating system version 21H2
for x64 (KB5042349)

2024-07 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Microsoft server
operating system version 21H2
for x64 (KB5041016)

Windows Malicious Software
Removal Tool x64 - v5.127
(KB890830)

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is found.

If an infection is found, the tool will display a status
report the next time that you start your computer. A
new version of the tool will be offered every month. If
you want to manually run the tool on your computer,
you can download a copy from the Microsoft Download
Center, or you can run an online version from
microsoft.com. This tool is not a replacement for an
antivirus product. To help protect your computer, you
should use an antivirus product.

KB5042881

KB5041576

KB5041773

KB5042349

KB5041016

KB890830

N/A

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=711dc72e-e7d9-4b9b-93fe-eeea89715c71
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ad5e2b63-adb4-45d9-8f48-ff48829b4fe4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b4707b21-d480-4602-9311-d1c93c00d360
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=284425ac-4392-409e-b555-45a94b60e094
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=45323849-eba1-4028-a097-3233edd9837c

Security Patches:
BD Alaris™ System

Maintenance

September 2024

BD has identified patches from Microsoft® that have been identified as critical or security
related for September 2024. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s)

Microsoft® patches

Patch name Description Patch ID Notes
2024-08 Cumulative Update  Install this update to resolve issues in Windows. For a KB5042349 N/A
for NET Framework 3.5, 4.8 complete listing of the issues that are included in this
and 4.8.1 for Microsoft server  UPdate, see the associated Microsoft Knowledge Base
) . article for more information. After you install this item,
operating system version
you may have to restart your computer.
21H2 for x64 (KB5042349)
2024-09 Cumulative Update  Install this update to resolve issues in Windows. For a KB5043076 N/A
for Windows 11 Version 23H2  complete listing of the issues that are included in this
for x64-based Systems update, see the associated Microsoft Knowledge Base
(KB5043076) article for more information. After you install this item,
you may have to restart your computer.
Windows Malicious Software After the download, this tool runs one time to check KB890830 N/A

Removal Tool x64 - v5.128
(KB890830)

your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is found.
If an infection is found, the tool will display a status
report the next time that you start your computer. A
new version of the tool will be offered every month. If
you want to manually run the tool on your computer,
you can download a copy from the Microsoft Download
Center, or you can run an online version from
microsoft.com. This tool is not a replacement for.
antivirus product. To help protect your computer, you
should use an antivirus product


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b4707b21-d480-4602-9311-d1c93c00d360
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8955038a-d83a-411d-a717-8540525c7a2e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=69ce6f6a-41e8-4103-b93d-ff8030bd246b

2024-09 Cumulative Update
for Windows 10 Version 22H2
for x64-based Systems
(KB5043064)

2024-09 Servicing Stack
Update for Windows Server
2012 R2 for x64-based
Systems (KB5044410)

2024-09 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-based
Systems (KB5043138)

2024-09 Servicing Stack
Update for Windows Server
2016 for x64-based Systems
(KB5043124)

2024-09 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5043051)

2024-09 Cumulative Update
for Microsoft server operating
system version 21H2 for x64-
based Systems (KB5042881)

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

KB5043064

KB5044410

KB5043138

KB5043124

KB5043051

KB5042881

N/A

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=538d8a2e-a613-40f1-bef3-99b9a9f851a9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5da7fbe8-ac43-4f71-963e-b942edd430f4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7219c745-5812-4b00-9ea7-03f86c9dbc0a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=15592d8f-31eb-4f04-9f60-666d4a928c74
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=805fad97-53ca-4c6f-90f2-a386b2d1873a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=805fad97-53ca-4c6f-90f2-a386b2d1873a
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=711dc72e-e7d9-4b9b-93fe-eeea89715c71
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=711dc72e-e7d9-4b9b-93fe-eeea89715c71

Security Patches:
BD Alaris™ Guardrails Editor

September 2024

BD has identified patches from Microsoft® that have been identified as critical or security related for
September 2024. These patches were not found to adversely affect BD products and will be applied
according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the validated
patches are installed on their BD systems as the acting responsible entity in order to maintain the
correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2024-09 Cumulative Update for Install this update to resolve issues in Windows. For a KB5043064 N/A
Windows 10 Version 22H2 for  complete listing of the issues that are included in this

x64-based Systems update, see the associated Microsoft Knowledge Base

(KB5043064) article for more information. After you install this item,

you may have to restart your computer.

Windows Malicious Software  After the download, this tool runs one time to check your KB890830 N/A
Removal Tool x64 - v5.128 computer for infection by specific, prevalent malicious
(KB890830) software (including Blaster, Sasser, and Mydoom) and

helps remove any infection that is found. If an infection is
found, the tool will display a status report the next time
that you start your computer. A new version of the tool will
be offered every month. If you want to manually run the
tool on your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a replacement
for antivirus product. To help protect your computer, you
should use an antivirus product.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=538d8a2e-a613-40f1-bef3-99b9a9f851a9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=69ce6f6a-41e8-4103-b93d-ff8030bd246b

