Security Patches:
BD Alaris™ Systems

Manager

OCTOBER 2024

BD has identified patches from Microsoft® that have been identified as critical or security
related for OCTOBER 2024. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2024-10 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5044293)

Security Update for SQL
Server 2016 Service Pack 3
GDR (KB5046063)

Windows Malicious Software
Removal Tool x64 - v5.129
(KB890830)

Description Patch ID

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues
that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Security issues have been identified in the SQL Server
2016 Service Pack 3 GDR that could allow an attacker
to compromise your system and gain control over it.
You can help protect your computer by installing this
update from Microsoft. After you install this item, you
may have to restart your computer.

After the download, this tool runs one time to check KB890830
your computer for infection by specific, prevalent

malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is

found. If an infection is found, the tool will display a

status report the next time that you start your

computer. A new version of the tool will be offered

every month. If you want to manually run the tool on

your computer, you can download a copy from the

Microsoft Download Center, or you can run an online

version from microsoft.com. This tool is not a

replacement for an antivirus product. To help protect

your computer, you should use an antivirus product.

KB5044293

KB5046063

Notes

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c8c6e001-d6a1-440f-a0d0-fb91a0a95c52
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=50536cb7-adc8-489d-b3b3-ceac37c60a5b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d6c592b9-43b7-4a90-95b0-1a81c3df2a21

Security Update for SQL
Server 2019 RTM CU
(KB5046060)

2024-10 Cumulative Update
for Microsoft server
operating system version
21H2 for x64-based Systems
(KB5044281)

2024-10 Cumulative Update
for NET Framework 3.5 and
4.8 for Microsoft server
operating system version
21H2 for x64 (KB5044025)

Security issues have been identified in the SQL Server KB5046060
2019 RTM CU that could allow an attacker to

compromise your system and gain control over it. You

can help protect your computer by installing this update

from Microsoft. After you install this item, you may have

to restart your computer.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

KB5044281

A security issue has been identified in a Microsoft
software product that could affect your system. You can
help protect your system by installing this update from
Microsoft. For a complete listing of the issues that are
included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you
may have to restart your system.

KB5044025

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0a8ba425-6a94-4bb5-a9c3-330a67b69c35
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=11f699de-9b83-4177-9385-cf69d3b2db53
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=109ca460-8a3c-496c-9c49-f40f95d48ee3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded

Security Patches:
BD Alaris™ System

Maintenance

OCTOBER 2024

BD has identified patches from Microsoft® that have been identified as critical or security
related for OCTOBER 2024. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity to maintain
the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2024-10 Cumulative Update A security issue has been identified in a Microsoft KB5044293 N/A
for Windows Server 2016 for  software product that could affect your system. You
can help protect your system by installing this update

x64-based Systems " - ;
from Microsoft. For a complete listing of the issues that

(KB5044293) are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.
Windows Malicious Software  After the download, this tool runs one time to check KB890830 N/A
Removal Tool x64 - v5.129 your computer for infection by specific, prevalent
(KB890830) malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c8c6e001-d6a1-440f-a0d0-fb91a0a95c52
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d6c592b9-43b7-4a90-95b0-1a81c3df2a21

2024-10 Cumulative Update
Preview for NET Framework
3.5, 4.8 and 4.8.1 for Windows
10 Version 22H2 for x64
(KB5045991)

2024-10 Cumulative Update
Preview for Windows 10
Version 22H2 for x64-based
Systems (KB5045594)

Microsoft .NET Framework
4.8.1 for Windows 10 Version
22H2 for x64 (KB5011048)

2024-10 Dynamic Cumulative
Update for Windows 10
Version 22H2 for x64-based
Systems (KB5044273)

2024-10 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5044091)

2024-10 Servicing Stack
Update for Windows Server
2012 R2 for x64-based
Systems (KB5044411)

2024-10 Cumulative Update
for NET Framework 3.5 and
4.8.1 for Windows 11, version
23H2 for x64 (KB5044033)

Install this update to resolve issues in Windows. For a KB5045991

complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

Install this update to resolve issues in Windows. For a KB5045594
complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

The Microsoft .NET Framework 4.8.1 is a highly KB5011048
compatible, in-place update for all the previous versions

of .NET Framework 4.X. After you install this update,

you may have to restart your computer.

Component Update: A security issue has been KB5044273
identified in a Microsoft software product that could

affect your system. You can help protect your system by

installing this update from Microsoft. For a complete

listing of the issues that are included in this update, see

the associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your

system.

A security issue has been identified in a Microsoft KB5044091
software product that could affect your system. You -
can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft KB5044033
software product that could affect your system. You -
can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

N/A

N/A

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=65ca572a-591a-4e19-bbbd-68489424a5ea
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=15921fad-32cc-41b2-9149-129ae4f00c8a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6500af43-533e-41f8-8413-f70648777d13#Overview
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c54a0e8d-138d-4628-94b1-bb440d03c878
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f11f43c-a90c-49a5-ac5d-7c69fb3965a5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f11f43c-a90c-49a5-ac5d-7c69fb3965a5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=040e5a23-9575-4b7e-93c7-11897b2c49f2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=040e5a23-9575-4b7e-93c7-11897b2c49f2

2024-10 Cumulative Update
for Windows 11 Version 23H2
for x64-based Systems
(KB5044285)

2024-10 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Microsoft server
operating system version
21H2 for x64 (KB5044099)

2024-10 Cumulative Update
for Microsoft server operating
system, version 22H2 for x64-
based Systems (KB5044281)

KB5001716: Update for
Windows Update Service
components

Security Update for SQL
Server 2019 RTM GDR
(KB5021125)

Security Update for SQL
Server 2019 RTM CU
(KB5036335)

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

This update includes a new user interface (UI) KB5001716
functionality for Windows Update in Windows. When

this update is installed, Windows may attempt to

download and install feature updates to your device if it

is approaching or has reached the end of support for

your currently installed Windows version. Feature

updates offer new functionality and help keep your

device secure. After this update is installed, Windows

may periodically display a notification informing you of

problems that may prevent Windows Update from

keeping your device up-to-date and protected against

current threats. For example, you may see a notification

informing you that your device is currently running a

version of Windows that has reached the end of its

support lifecycle, or that your device does not meet the

minimum hardware requirements for the currently

installed version of Windows.

Security issues have been identified in the SQL Server KB5021125
2019 RTM GDR that could allow an attacker to
compromise your system and gain control over it. You
can help protect your computer by installing this
update from Microsoft. After you install this item, you
may have to restart your computer.

Security issues have been identified in the SQL Server KB5036335
2019 RTM CU that could allow an attacker to

compromise your system and gain control over it. You

can help protect your computer by installing this

update from Microsoft. After you install this item, you

may have to restart your computer.

KB5044285

KB5044099

KB5044281

N/A

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e061de7-b57f-4b4c-b902-8ab1ef9c6eec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e061de7-b57f-4b4c-b902-8ab1ef9c6eec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=829b9f88-23fb-4f4b-8583-72369edd2ec2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8fef1d59-c1c1-4408-9b10-ffb4580ff905
https://support.microsoft.com/en-us/topic/kb5001716-update-for-windows-update-service-components-fb9dd3d3-d702-4f8a-af10-b9551cfa6e13#ID0EBBF=For_all_supported_x64-based_versions
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a0a2074d-39ee-4632-9cfe-a6e1f68c6153
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2e46842c-5d02-40bd-9d51-6b402081d64d

Security Patches:
BD Alaris™ Guardrails Editor

OCTOBER 2024

BD has identified patches from Microsoft® that have been identified as critical or security
related for OCTOBER 2024. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity to maintain
the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2024-10 Cumulative Update Install this update to resolve issues in Windows. Fora KB5045991 N/A
Preview for NET Framework  complete listing of the issues that are included in this

3.5, 4.8 and 4.8.1 for Windows update, see the associated Microsoft Knowledge Base

10 Version 22H2 for x64 article for more information. After you install this

(KB5045991) item, you may have to restart your computer.

2024-10 Cumulative Update Install this update to resolve issues in Windows. For a KB5045594 N/A

Preview for Windows 10 complete listing of the issues that are included in this
Version 22H2 for x64-based  ypdate, see the associated Microsoft Knowledge Base
Systems (KB5045594) article for more information. After you install this item,

you may have to restart your computer.

Microsoft .NET Framework  The Microsoft NET Framework 4.8.1 is a highly
4.8.1 for Windows 10 Version compatible, in-place update for all the previous KB5011048  N/A
22H2 for x64 (KB5011048)  versions of .NET Framework 4.X. After you install this

update, you may have to restart your computer.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=65ca572a-591a-4e19-bbbd-68489424a5ea
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=15921fad-32cc-41b2-9149-129ae4f00c8a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6500af43-533e-41f8-8413-f70648777d13#Overview

Windows Malicious Software
Removal Tool x64 - v5.129
(KB890830)

2024-10 Dynamic Cumulative
Update for Windows 10
Version 22H2 for x64-based
Systems (KB5044273)

2024-10 Cumulative Update
for .NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5044091)

KB5001716: Update for
Windows Update Service
components

Install this update to resolve issues in Windows. For a KB890830
complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

Component Update: A security issue has been KB5044273
identified in a Microsoft software product that could

affect your system. You can help protect your system

by installing this update from Microsoft. For a complete

listing of the issues that are included in this update, see

the associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your

system.

A security issue has been identified in a Microsoft KB5044091
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

This update includes a new user interface (UI) KB5001716
functionality for Windows Update in Windows. When
this update is installed, Windows may attempt to
download and install feature updates to your device if
it is approaching or has reached the end of support for
your currently installed Windows version. Feature
updates offer new functionality and help keep your
device secure. After this update is installed, Windows
may periodically display a notification informing you of
problems that may prevent Windows Update from
keeping your device up-to-date and protected against
current threats. For example, you may see a
notification informing you that your device is currently
running a version of Windows that has reached the end
of its support lifecycle, or that your device does not
meet the minimum hardware requirements for the
currently installed version of Windows.

BD, Franklin Lakes, NJ, 07417, U.S.
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N/A

N/A

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d6c592b9-43b7-4a90-95b0-1a81c3df2a21
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c54a0e8d-138d-4628-94b1-bb440d03c878
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0b63318-df03-4fd3-91ee-8d225dfb987a
https://support.microsoft.com/en-us/topic/kb5001716-update-for-windows-update-service-components-fb9dd3d3-d702-4f8a-af10-b9551cfa6e13#ID0EBBF=For_all_supported_x64-based_versions

