Security Patches:
BD Alaris™ Systems

Manager

OCTOBER 2025

BD has identified patches from Microsoft® that have been identified as critical, or security
related for OCTOBER 2025. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2025-10 Servicing Stack Install this update to resolve issues in Windows. For a KB5066584 N/A
Update for Windows Server complete listing of the issues that are included in this

2016 for x64-based Systems update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
(KB5066584)
you may have to restart your computer.

2025-10 Cumulative Update A security issue has been identified in a Microsoft KB5066836 N/A
for Windows Server 2016 for  software product that could affect your system. You
can help protect your system by installing this update

x64-based Systems ) o :
from Microsoft. For a complete listing of the issues

(KB5066836) that are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.
Windows Malicious Software  After the download, this tool runs one time to check KB890830 N/A
Removal Tool x64 - v5.136 your computer for infection by specific, prevalent
(KB890830) malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8e8259d1-ddd0-4596-9643-e36938b02ed0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f613f841-3167-4d09-800a-4658ecd8a7bb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=519e067f-15c5-4ce2-bdec-5696a13d50ab

Security Update for SQL
Server 2016 Service Pack 3
GDR (KB5065226)

Security Update for SQL
Server 2019 RTM CU
(KB5065222)

2025-10 Cumulative Update
for Microsoft server
operating system version
21H2 for x64-based Systems
(KB5066782)

2025-10 Cumulative Update
for NET Framework 3.5 and
4.8 for Microsoft server
operating system version
21H2 for x64 (KB5066139)

Security issues have been identified in the SQL Server
2016 Service Pack 3 GDR that could allow an attacker to
compromise your system and gain control over it. You
can help protect your computer by installing this update
from Microsoft. After you install this item, you may have
to restart your computer.

Security issues have been identified in the SQL Server
2019 RTM CU that could allow an attacker to
compromise your system and gain control over it. You
can help protect your computer by installing this update
from Microsoft. After you install this item, you may have
to restart your computer.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You can
help protect your system by installing this update from
Microsoft. For a complete listing of the issues that are
included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you
may have to restart your system.

KB5065226

KB5065222

KB5066782

KB5066139

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b99518f2-1903-4d83-84e9-846b5e689592
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a73207f2-fdd2-465a-b054-448432ad9fb6
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=43bcbcdf-2e05-4e89-b6cd-e44f54f85f35
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=17552663-8607-4e8b-ab3e-a807b06926ca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd1cc492-bf28-49aa-a572-4a25d96efded

Security Patches:
BD Alaris™ System

Maintenance

OCTOBER 2025

BD has identified patches from Microsoft® that have been identified as critical or security
related for OCTOBER 2025. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2025-10 Dynamic Cumulative

Update for Windows 10
Version 21H2 for x64-based
Systems (KB5066791)

2025-10 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5066747)

2025-10 Cumulative Update
for NET Framework 3.5 and
4.8.1 for Windows 11, version
24H2 for x64 (KB5066131)

Description Patch ID
Component Update: A security issue has been identified
in a Microsoft software product that could affect your
system. You can help protect your system by installing
this update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After you
install this update, you may have to restart your system.

KB5066791

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

KB5066747

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

KB5066131

Notes

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=60e29231-1dbc-4c89-9d70-0316fa51e299
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d9d879de-9ad5-4846-83f7-5a29fa59b8b7
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d9d879de-9ad5-4846-83f7-5a29fa59b8b7
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f581fd07-5d4f-4cd1-97ea-24775dfda5c1

2025-10 Servicing Stack
Update for Windows Server
2016 for x64-based Systems
(KB5066584)

2025-10 Cumulative Update
for Windows Server 2016 for
x64-based Systems
(KB5066836)

2025-10 Cumulative Update
for Windows 11 Version 24H2
for x64-based Systems
(KB5066835)

2025-10 Cumulative Update
for .NET Framework 3.5, 4.8
and 4.8.1 for Microsoft server
operating system version
21H2 for x64 (KB5066743)

2025-10 Cumulative Update
for Microsoft server operating
system version 21H2 for x64-
based Systems (KB5066782)

2025-10: Windows Recovery
Environment update for
Windows 10, version 21H2
and 22H2 (KB5068164)

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You can
help protect your system by installing this update from
Microsoft. For a complete listing of the issues that are
included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you
may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You can
help protect your system by installing this update from
Microsoft. For a complete listing of the issues that are
included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you
may have to restart your system.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

This update automatically applies Safe OS Dynamic
Update (KB5067017) to the Windows Recovery
Environment (WinRE) on a running PC. The update
installs improvements to Windows recovery features.

KB5066584

KB5066836

KB5066835

KB5066743

KB5066782

KB5068164

N/A

N/A

N/A

N/A

N/A

N/A


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8e8259d1-ddd0-4596-9643-e36938b02ed0
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f613f841-3167-4d09-800a-4658ecd8a7bb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=73ed1a07-9926-4122-9ae0-6629e887596d
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=824df904-1d1c-484a-8617-decb961ed470
https://support.microsoft.com/topic/788ad1ed-6914-46a6-8a0f-12b07b5e5e4d
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=43bcbcdf-2e05-4e89-b6cd-e44f54f85f35
https://support.microsoft.com/en-us/topic/kb5068164-windows-recovery-environment-update-for-windows-10-version-21h2-and-22h2-october-14-2025-8fdc399d-0ac1-4022-81bd-7127e91933ec

Security Patches:
BD Alaris™ Guardrails Editor

OCTOBER 2025

BD has identified patches from Microsoft® that have been identified as critical or security
related for OCTOBER 2025. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity to maintain
the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2025-10 Dynamic Cumulative Component Update: A security issue has been KB5066791 N/A
Update for Windows 10 identified in a Microsoft software product that could

Version 21H2 for x64-based  affect your system. You can help protect your system

Systems (KB5066791) by installing this update from Microsoft. For a

complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base
article. After you install this update, you may have to

restart your system.

2025-10 Cumulative Update A security issue has been identified in a Microsoft KB5066747 N/A
for NET Framework 3.5, 4.8 software product that could affect your system. You

and 4.8.1 for Windows 10 can help protect your system by installing this update

Version 22H2 for x64 from Microsoft. For a complete listing of the issues

(KB5066747) that are included in this update, see the associated

Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

2025-10: Windows Recovery  This update automatically applies Safe OS Dynamic KB5068164 N/A
Environment update for Update (KBSO6701 7) to the Windows RECOVGFy

Windows 10, version 21H2 Envirﬁnment (WinREt) cin 3v(ugning PC.The L:cpdgte

and 22H2 (KB5068164) installs improvements to Windows recovery features.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=60e29231-1dbc-4c89-9d70-0316fa51e299
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=60e29231-1dbc-4c89-9d70-0316fa51e299
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=60e29231-1dbc-4c89-9d70-0316fa51e299
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d9d879de-9ad5-4846-83f7-5a29fa59b8b7
https://support.microsoft.com/topic/788ad1ed-6914-46a6-8a0f-12b07b5e5e4d
https://support.microsoft.com/en-us/topic/kb5068164-windows-recovery-environment-update-for-windows-10-version-21h2-and-22h2-october-14-2025-8fdc399d-0ac1-4022-81bd-7127e91933ec

