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Abstract: Critical or Security Patches – August 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for August 2021. 

The patches include updates that may adversely affect BD CCE. These patches should not 

be installed CCE Windows Server 2008 standard. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Description Patch ID Notes 

Windows Malicious 

Software Removal Tool 

x64. 

After the download, this tool 

runs one time to check your 

computer for infection by 

specific, prevalent malicious 

software (including Blaster, 

Sasser, and Mydoom) and helps 

remove any infection that is 

found. If an infection is found, 

the tool will display a status 

report the next time that you 

start your computer. A new 

version of the tool will be 

offered every month. If you 

want to manually run the tool 

on your computer, you can 

download a copy from the 

Microsoft Download Center, or 

you can run an online version 

from microsoft.com. This tool is 

not a replacement for an 

antivirus product. To help 

protect your computer, you 

should use an antivirus product. 

 

 

 

KB890830 1 

https://support.microsoft.com/en-us/help/4592484/windows-8-1-update


 

 

Windows Server 2008 

Security Update. 

A remote code execution 

vulnerability. An attacker can 

exploit this to bypass 

authentication and execute 

unauthorized arbitrary 

commands. (CVE-2021-

26424, CVE-2021-34533, 

CVE-2021-36936, CVE-2021-

36937, CVE-2021-36947) 

 

- A session spoofing 

vulnerability exists. An 

attacker can exploit this to 

perform actions with the 

privileges of another user. 

(CVE-2021-36942) 

 

- An elevation of privilege 

vulnerability. An attacker can 

exploit this to gain elevated 

privileges. 

(CVE-2021-26425, CVE-

2021-34483, CVE-2021-

34484, CVE-2021-36927) 

KB5005095 1 

Security Monthly Quality 

Rollup for Windows 

Server 2008 for x64-

based Systems. 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB5005090 1 

 

1. Note 1:  This available update is not able to install due to an expired license issue 

on DoD Windows 2008 Server 64-bit operating system.  
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