BD EpiCenter™ on Windows 7

June 2020
Critical and/or Security Patches January 2020 - May 2020.
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security related and
include updates through May 2020.

The patches include updates that may adversely affect BD EpiCenter. These patches will not be and
should not be installed on BD EpiCenter at this time.

Customers that maintain patches independent of BD automated delivery should ensure these actions
are not performed as the acting responsible entity in order to maintain the correct security posture of
the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering

Patch Name Patch Description Patch ID Month

Notes
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BD EpiCenter™ on Windows 7

June 2020

Critical and/or Security Patches for January 2020 - May 2020

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security related and
include updates through May 2020. These patches were not found to adversely affect this BD product
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the validated
patches are installed on their BD systems as the acting responsible entity in order to maintain the
correct security posture of the system(s).

Patch Name Patch Description Patch ID Month
. . This update corrects an issue in the
Security update for Windows Windows Update Agent that has the ZH- 4474419 September 2019
7 for x64-based Systems : _—
HK language pack installed.
for Windows 7 for x64-based component that installs Windows 4490628 March 2019
Systems
updates.
This update provides an additional set of
. : licensing changes to enable installation
sefgﬂr)'(tgfg::és ;orsl/(\;:ggows of the ESU add-on key. This is one of the | 4538483 May 2020
Y steps to prepare for installation of
Extended Security Updates
for Windows 7 for x64-based component that installs Windows 4550735 March 2020
Systems
updates.
for Windows 7 for x64-based component that installs Windows 4550738 April 2020
Systems
updates.
This security update includes
improvements and fixes that were a part
of update KB4540688 (released March
10, 2020) and addresses the following
issues:
) e  Security updates to Internet
Security monthly rollup for Explorer, the Microsoft Scripting 4550964 April 2020
Windows 7. Engine, Windows Kernel, Windows | = —
App Platform and Frameworks,
Windows Graphics, Windows Media,
Windows Cloud Infrastructure,
Windows Fundamentals, Windows
Core Networking, and the Microsoft
JET Database Engine.
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https://support.microsoft.com/en-us/help/4474419/sha-2-code-signing-support-update
https://support.microsoft.com/en-us/help/4490628/servicing-stack-update-for-windows-7-sp1-and-windows-server-2008-r2
https://support.microsoft.com/en-us/help/4538483/extended-security-updates-esu-licensing-preparation-package
https://support.microsoft.com/en-us/help/4550735/servicing-stack-update-for-windows-7-sp1-and-server-2008-r2-sp1
https://support.microsoft.com/en-us/help/4550738/servicing-stack-update-for-windows-7-sp1-and-server-2008-r2-sp1
https://support.microsoft.com/en-us/help/4540688
https://support.microsoft.com/en-us/help/4550964/windows-7-update-kb4550964

This security update includes quality
improvements. Key changes include:

Security updates to Windows
Kernel, Windows App Platform and
Security only update Frameworks, Windows Graphics, 4550965 January 2020

Windows Media, Windows Cloud -
Infrastructure, Windows
Fundamentals, Windows Core
Networking, and the Microsoft JET
Database Engine.

Notes

1. Service Stack update 4490628, 4550735 and 4550738 must be installed prior to other
updates listed.
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https://support.microsoft.com/en-us/help/4550965/windows-7-update-kb4550965

