BD Product Security - Patch Whitelist / Blacklist
BD Biosciences Product Name: BD FACSLyric™ Cell Analyzers (IVD and RUO)

May / June 2020

Critical and/or Security Patches: The May 2020 security rollup/cumulative update was released
in May 2020. The June 2020 security rollup/cumulative update was released in June 2020.

Microsoft™ and Third-Party Patches

BD has identified patches from Microsoft that have been indicated as security related for the
months of May and June. The BD products listed above have been tested with security patches
from the May and June rollup/cumulative releases installed. The patches in these updates were
not found to adversely affect operation of the listed BD products.

Note: There were no updates released in May or June for Windows™ 7. Windows 7
support officially ended as of January 14, 2020.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s). For products that are supported
remotely by BD Service, patches will be applied according to customers’ service agreements.

Windows 10 Enterprise:

Patch Name Patch Description Patch ID Notes
May 2020 Monthly Security and quality updates for Microsoft KB4551853
Cumulative Updates | Windows 10 Enterprise (LTSC) v1809 (Enterprise) 1,2
June 2020 Monthly Security and quality updates for Microsoft KB4561608
Cumulative Updates | Windows 10 Enterprise (LTSC) v1809 (Enterprise) 1,3

Windows 10 Professional:

Patch Name Patch Description Patch ID Notes
May 2020 Monthly Security and quality updates for Microsoft KB4556799
Cumulative Updates | Windows 10 Pro (SAC) v1909 (Professional) 1,2
June 2020 Monthly Security and quality updates for Microsoft KB4560960
Cumulative Updates | Windows 10 Pro (SAC) v1909 (Professional) 1,3
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https://www.catalog.update.microsoft.com/Search.aspx?q=KB4551853
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4561608
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4556799
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4560960

Notes

1. Patches may require the system to reboot.

2. For further information from Microsoft regarding CVEs covered by the May Security
updates, please refer to the following link -

https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-May

3. For further information from Microsoft regarding CVEs covered by the June Security
updates, please refer to the following link -

https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-Jun

BD FACSLyric™ Flow Cytometers are Class 1 Laser Products.

For BD FACSLyric CE-IVD, the BD FACSLyric™ Flow Cytometer with the BD FACSuite™ Clinical and BD FACSuite™ Applications
are CE marked in compliance with the European In Vitro Diagnostic Medical Device Directive 98/79/EC.

For BD FACSLyric US-IVD, the BD FACSLyric™ Flow Cytometer is for In Vitro Diagnostic Use with BD FACSuite™ Clinical
Application for up to six colors. The BD FACSLyric™ Flow Cytometer is for Research Use Only with BD FACSuite™ Application
for up to 12 colors. Not for use in diagnostic or therapeutic procedures.

BD, the BD Logo and FACSLyric are trademarks of Becton, Dickinson and Company or its affiliates. All other trademarks are
the property of their respective owners. © 2021 BD. All rights reserved. BD-24925 (v1.0) 0221
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