Security Patches:
BD FocalPoint™ Large Lab Server

December 2022

BD has identified patches from Microsoft® that have been identified as critical or security
related up to November 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s)

Microsoft® patches

Patch name Description Patch ID Notes
Servicing stack update for This update makes quality improvement to the KB5018922 This update must
Windows Server 2012 servicing stack, which is the component that installs be installed prior to
Windows updates. all other updates
Cumulative Security update Includes cumulative reliability improvements in .NET KB5016268
for NET Framework 3.5 framework 3.5.
Cumulative Security update Addresses miscellaneous security improvements to KB5017365
for Windows Server 2012 internal OS functionality.
Cumulative Security update Addresses an issue that leads to User Datagram KB5018476
for Windows Server 2012 Protocol (UDP) packet drops from Linux virtual
machines.
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https://support.microsoft.com/en-gb/topic/kb5018922-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-october-11-2022-09580d87-aa4c-4528-835a-0e1ececcc3bb
https://support.microsoft.com/en-us/topic/november-8-2022-security-and-quality-rollup-for-net-framework-3-5-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5016268-a0a81cf6-4887-4151-8f26-412da5274b00
https://support.microsoft.com/en-us/topic/september-13-2022-kb5017365-security-only-update-609c64f3-f2c6-46cb-b2c3-f86b55670498
https://support.microsoft.com/en-gb/topic/october-11-2022-kb5018476-security-only-update-764ae57a-07a5-4ce0-bac2-1f77b5f0c1d8

\l
€

A 4

BD

Microsoft® patches

Patch name

Cumulative Security update
for Internet Explorer

Cumulative Security update
for Windows Server 2012

Cumulative Security update
for Windows Server 2012

Cumulative Security update
for .NET Framework 4.6.2, 4.7,
471and 4.7.2

Cumulative Security update
for NET Framework 4.6.2, 4.7,
471and 4.7.2
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Description

Includes cumulative security updates for Microsoft
Internet Explorer.

Addresses security vulnerabilities in the Kerberos and
Netlogon protocols.

Addresses miscellaneous security improvements to
internal OS functionality.

Includes cumulative reliability and security
improvements in .NET frameworks.

Includes cumulative reliability and security
improvements in .NET frameworks.
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Patch ID

KB5019958

KB5020010

KB5020023

KB5020611

KB5020629

Notes


https://support.microsoft.com/en-gb/topic/kb5019958-cumulative-security-update-for-internet-explorer-november-8-2022-d7fb064b-9e33-43b1-809e-9c0438d85b8c
https://support.microsoft.com/en-us/topic/november-8-2022-kb5020010-security-only-update-4b3804ba-567e-40d3-ab63-6f0bbbc9e81b
https://support.microsoft.com/en-us/topic/november-8-2022-kb5020023-monthly-rollup-9ac62145-0c72-4faf-b5c9-e787f6b19b4d
https://support.microsoft.com/en-us/topic/november-8-2022-security-only-update-for-net-framework-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb5020611-53fd8280-9982-4128-8807-4af26ef35e22
https://support.microsoft.com/en-us/topic/november-8-2022-security-and-quality-rollup-for-net-framework-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5020629-a740ef62-e1e2-4686-8f0a-121639e79a1d

