Security Patches:

BD FocalPoint™ Large Lab Server
October 2022

BD has identified patches from Microsoft® that have been identified as critical or security
related from February 2016. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s)

Microsoft® patches

Patch name Description Patch ID Notes
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Service Stack Update

Windows Server 2012
Security update.

Windows Server 2012
Security update.

Windows Server 2012
Security update.

Windows Server 2012
Security update.

Windows Server 2012
Security update.
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This update makes quality improvement to the
servicing stack, which is the component that installs
Windows updates.

Addresses security issues in Windows Server 2012

Addresses security issues in Windows Server 2012

Addresses security issues in Windows Server 2012

Addresses security issues in Windows Server 2012

Addresses security issues in Windows Server 2012
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KB5016264

KB3127222

KB3138910

KB3126434

KB3138962

KB3139914


https://support.microsoft.com/en-us/topic/kb5016264-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-july-12-2022-3d08ad01-6d15-4507-b413-b8d4d4dc9614
https://support.microsoft.com/en-us/topic/ms16-019-description-of-the-security-update-for-the-net-framework-3-5-in-windows-8-1-and-windows-server-2012-r2-february-9-2016-fb976fee-2ad6-38a9-4025-5f7a3e23514e
https://support.microsoft.com/en-us/topic/ms16-027-description-of-the-security-update-for-windows-media-march-8-2016-5f3904f6-fe2a-2b03-7132-4a1d19e4caef
https://support.microsoft.com/en-us/topic/ms16-014-description-of-the-security-update-for-windows-vista-windows-server-2008-windows-7-windows-server-2008-r2-windows-server-2012-windows-8-1-and-windows-server-2012-r2-february-9-2016-114d5f4b-ca8e-9bf0-63f1-eebfa94c5e74
https://support.microsoft.com/en-us/topic/ms16-027-description-of-the-security-update-for-windows-media-march-8-2016-52c544bf-a531-a57f-4b5e-df9881d4f68d
https://support.microsoft.com/en-us/topic/ms16-032-description-of-the-security-update-for-the-windows-secondary-logon-service-march-8-2016-72fb6be7-a7c7-1600-a875-4fce0cad8eed

©BD

Windows Server 2012 Addresses security issues in Windows Server 2012 KB3146723
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB3156059
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB3159398
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB3175024
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB3178539
Security update.
Windows Server 2012 Addresses security issues in Windows Server 2012 KB4040974
Security update.
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https://support.microsoft.com/en-us/topic/ms16-048-description-of-the-security-update-for-csrss-april-12-2016-f1072811-bb42-aef8-1f52-270f29860189
https://support.microsoft.com/en-us/topic/ms16-057-description-of-the-security-update-for-windows-shell-may-10-2016-ccab31c6-cedc-340f-c305-1a04479ed2a7
https://support.microsoft.com/en-us/topic/ms16-072-description-of-the-security-update-for-group-policy-june-14-2016-3cf9032b-ea6d-0125-0159-f3b3ce146400
https://support.microsoft.com/en-us/topic/ms16-111-description-of-the-security-update-for-windows-kernel-september-13-2016-0d459f35-94e2-aab3-8f86-1e37eaf8d5fa
https://support.microsoft.com/en-us/topic/ms16-112-description-of-the-security-update-for-windows-lock-screen-september-13-2016-1a2ebe8b-3f06-f06d-31c9-5e2b53004784
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-4-5-2-for-windows-8-1-windows-rt-8-1-and-windows-server-2012-r2-kb-4040974-0bfecb86-01f8-8e20-028d-5318255a0c19
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Windows Server 2012
Security update.

Windows Server 2012
Security update.

Windows Server 2012
Security update.

Windows Server 2012
Security update.

Windows Server 2012
Security update.

Windows Server 2012
Security update.

BD, Franklin Lakes, NJ, 07417, U.S.

201.847.6800

bd.com

Addresses security issues in Windows Server 2012

Addresses security issues in Windows Server 2012

Addresses security issues in Windows Server 2012

Addresses security issues in Windows Server 2012

Addresses security issues in Windows Server 2012

Addresses security issues in Windows Server 2012
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KB4040981

KB4483469

KB4495586

KB4495589

KB4495615

KB4506962


https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-for-windows-8-1-windows-rt-8-1-and-windows-server-2012-r2-kb-4040981-91e39361-ef75-7d57-6e76-4d853f5983fe
https://support.microsoft.com/en-us/topic/description-of-the-security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-and-4-7-2-for-windows-8-1-and-server-2012-r2-kb-4483469-c7f08fbe-2a95-8bbe-6b99-281537948b5a
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-server-2012-r2-kb4495586-dcd1a260-d51a-63da-6202-b9553fa14753
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-5-2-for-windows-8-1-and-server-2012-r2-kb4495589-48aed1f5-7594-4bf9-cd3b-236ca421078b
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-for-windows-8-1-and-server-2012-r2-kb4495615-c26e008d-eb08-0f8b-1b76-003545a0e955
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-server-2012-r2-kb4506962-a9de9f0b-b581-8614-6a39-0c16a41fcda6
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Windows Server 2012 Addresses security issues in Windows Server 2012 KB4506964
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4506977
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4514338
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4514341
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4514350
Security update.
Windows Server 2012 Addresses security issues in Windows Server 2012 KB4532970
Security update.
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https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-5-2-for-windows-8-1-and-server-2012-r2-kb4506964-7f13fe8f-b495-4813-505d-dec9247d62c4
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-for-windows-8-1-and-server-2012-r2-kb4506977-71f7a858-a49c-7238-596f-2d6666f9a3fc
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-server-2012-r2-kb4514338-7c95efc1-39b3-1f75-d70e-0e58b7523781
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-5-2-for-windows-8-1-and-server-2012-r2-kb4514341-f040307b-5011-660d-7965-3142e1dac1ea
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-for-windows-8-1-and-server-2012-r2-kb4514350-b3dd27ca-363b-f287-f121-ad33616bc34c
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb4532970-42882a31-b6a0-8637-eb80-1bee9cc93edb
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Windows Server 2012 Addresses security issues in Windows Server 2012 KB4535680
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4552959
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4552966
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4552967
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4565580
Security update.
Windows Server 2012 Addresses security issues in Windows Server 2012 KB4565581
Security update.
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https://support.microsoft.com/en-us/topic/kb4535680-security-update-for-secure-boot-dbx-january-12-2021-f08c6b00-a850-e595-6147-d0c32ead81e2
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb4552959-d2fdfe61-9ef9-0a6e-81d1-6a16fcc8c79e
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-for-windows-8-1-and-windows-server-2012-r2-kb4552966-bc34e1f9-2010-1131-7a90-f2f701d4ade1
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-5-2-for-windows-8-1-and-windows-server-2012-r2-kb4552967-8813b16f-875c-0a4d-b684-62b8cbc6de83
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-for-windows-8-1-and-windows-server-2012-r2-kb4565580-8e05ba09-b4ae-cd39-62ce-5bac47ac3a15
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-5-2-for-windows-8-1-and-windows-server-2012-r2-kb4565581-6389d650-54a8-56dd-96cb-33298264d11f
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Windows Server 2012 Addresses security issues in Windows Server 2012 KB4565585
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4578981
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4578984
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4578986
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB4601094
Security update.
Windows Server 2012 Addresses security issues in Windows Server 2012 KB5012147
Security update.
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https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb4565585-ada94d9e-a5e5-c3d6-a386-fded82d6f514
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-for-windows-8-1-and-windows-server-2012-r2-kb4578981-7a2c980d-f6fb-91d4-6aae-7c816b367715
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-5-2-for-windows-8-1-and-windows-server-2012-r2-kb4578984-f791e093-ccb0-d63f-bb38-1d1490eb8bff
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb4578986-b9c0e0f4-41c2-d830-b66f-7d7de3fa11ee
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb4601094-84c0c3e5-19a2-f3a3-d91c-81ed839fd0ea
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb5012147-43945b23-3d5b-4f52-9a02-c649813b73d2
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Windows Server 2012 Addresses security issues in Windows Server 2012 KB5012152
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB5012155
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB5012170
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB5013621
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB5013623
Security update.
Windows Server 2012 Addresses security issues in Windows Server 2012 KB5014001
Security update.
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https://support.microsoft.com/en-au/topic/security-only-update-for-net-framework-3-5-for-windows-8-1-and-windows-server-2012-r2-kb5012152-31b452d4-c0fb-42ac-bac5-15ee23790e11
https://support.microsoft.com/en-gb/topic/security-only-update-for-net-framework-4-5-2-for-windows-8-1-and-windows-server-2012-r2-kb5012155-083497d4-c79d-44d3-ba24-7c55725ff02e
https://support.microsoft.com/en-us/topic/kb5012170-security-update-for-secure-boot-dbx-august-9-2022-72ff5eed-25b4-47c7-be28-c42bd211bb15
https://support.microsoft.com/en-us/topic/may-10-2022-security-only-update-for-net-framework-3-5-for-windows-8-1-and-windows-server-2012-r2-kb5013621-971260fe-1a35-481d-8f26-bcc51c223cdb
https://support.microsoft.com/en-gb/topic/may-10-2022-security-only-update-for-net-framework-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb5013623-7acc7808-620e-4dc9-887c-222f0b4bd8ea
https://support.microsoft.com/en-au/topic/may-10-2022-kb5014001-security-only-update-8af3983f-efb7-4ee2-ba80-bc84296a6a0d
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Windows Server 2012 Addresses security issues in Windows Server 2012 KB5014637
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB5014746
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB5015877
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB5016268
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB5016618
Security update.

Windows Server 2012 Addresses security issues in Windows Server 2012 KB5016681
Security update.
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https://support.microsoft.com/en-us/topic/july-12-2022-security-and-quality-rollup-for-net-framework-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5014637-e41187b6-351a-4899-9213-c16e77067cb8
https://support.microsoft.com/en-au/topic/june-14-2022-kb5014746-security-only-update-50d8cfaf-4650-4baf-b4e6-d9b345315ca8
https://support.microsoft.com/en-au/topic/july-12-2022-kb5015877-security-only-update-d9b92b4d-178e-4cd1-9e4d-5cdf4a5471aa
https://support.microsoft.com/en-gb/topic/october-11-2022-security-and-quality-rollup-for-net-framework-3-5-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5016268-a0a81cf6-4887-4151-8f26-412da5274b00
https://support.microsoft.com/en-us/topic/kb5016618-cumulative-security-update-for-internet-explorer-august-9-2022-d39d5143-88d2-435f-9c35-fc21de42a599
https://support.microsoft.com/en-gb/topic/august-9-2022-kb5016681-monthly-rollup-20ab63db-b322-4092-b915-1919b21cee6b
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Wmdows Server 2012 Addresses security issues in Windows Server 2012 KB5016683
Security update.
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https://support.microsoft.com/en-us/topic/august-9-2022-kb5016683-security-only-update-63256731-a090-4f08-95fa-849f33ff02c0

