Security Patches:
BD FocalPoint™ Large Lab Server

September 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related up to August 2023. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s)

Microsoft® patches

Patch name Description Patch ID Notes

Servicing stack update for This update makes quality improvement to the KB5029368 This update must

Windows Server 2012 servicing stack, which is the component that installs be installed prior to
Windows updates. all other updates

Monthly rollup for Windows Fixes various security issues for Windows Server 2012 KB5029312

Server 2012 R2 R2.

Security update for .NET Includes cumulative reliability improvements in .NET KB5027116
Framework 3.5 framework 3.5.

Security update for .NET Includes cumulative reliability improvements in .NET KB5027112
Framework 4.6.2, 4.7, 4.7.1 framework 4.6.2, 4.7, 4.7.1 and 4.7.2.

and 4.7.2
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https://support.microsoft.com/en-us/topic/kb5029368-servicing-stack-update-for-windows-server-2012-r2-august-8-2023-e02118f8-a3c1-47b0-a817-598a08b2d1da
https://support.microsoft.com/en-us/topic/august-8-2023-kb5029312-monthly-rollup-7075a954-6bc6-420b-878c-c69057ce7cfe
https://support.microsoft.com/en-au/topic/june-13-2023-security-only-update-for-net-framework-3-5-for-windows-embedded-8-1-and-windows-server-2012-r2-kb5027116-bb611271-745a-4e4e-83c0-d263c4a60168
https://support.microsoft.com/en-us/topic/june-13-2023-security-only-update-for-net-framework-4-6-2-4-7-4-7-1-4-7-2-for-windows-embedded-8-1-and-windows-server-2012-r2-kb5027112-fb3e75bd-c738-426b-963d-52596f2fddb8
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Microsoft® patches

Patch name

Security update for Windows
Server 2012 R2

Security update for NET
Framework 3.5

Security update for NET
Framework 4.6.2, 4.7, 4.7 .1
and 4.7.2

Security update for Windows
Server 2012 R2

Security update for NET
Framework 4.6.2, 4.7, 4.7.1
and 4.7.2

Security update for NET
Framework 3.5

Security update for Windows
Server 2012 R2
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Description

Fixes various security issues for Windows Server 2012
R2.

Includes cumulative security improvements in .NET
framework 3.5.

Includes cumulative reliability improvements in .NET
framework 4.6.2, 4.7, 4.7.1 and 4.7.2.

Fixes various security issues for Windows Server 2012
R2.

Includes cumulative reliability improvements in .NET
framework 4.6.2, 4.7, 4.7.1 and 4.7.2.

Includes cumulative security improvements in .NET
framework 3.5.

Fixes various security issues for Windows Server 2012
R2.
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Patch ID

KB5027282

KB5028970

KB5028962

KB5028223

KB5028977

KB5028982

KB5029304

Notes


https://support.microsoft.com/en-au/topic/june-13-2023-kb5027282-security-only-update-ec452ac3-0d85-4ecb-99c7-e3f4e6b5a74e
https://support.microsoft.com/en-au/topic/august-8-2023-security-and-quality-rollup-for-net-framework-3-5-for-windows-server-2012-r2-kb5028970-94922299-3d90-4456-8ee0-e7bd96c3009f
https://support.microsoft.com/en-au/topic/august-8-2023-security-and-quality-rollup-for-net-framework-4-6-2-4-7-4-7-1-4-7-2-for-windows-server-2012-r2-kb5028962-b1464f2f-b409-4438-95ae-3aeec419c95e
https://support.microsoft.com/en-us/topic/july-11-2023-kb5028223-security-only-update-be9f12d1-3394-46ef-83fb-ebe84a25510a
https://support.microsoft.com/en-us/topic/august-8-2023-security-only-update-for-net-framework-4-6-2-4-7-4-7-1-4-7-2-for-windows-server-2012-r2-kb5028977-6702b7f1-d0d7-4582-9528-ac595e71ed09
https://support.microsoft.com/en-au/topic/august-8-2023-security-only-update-for-net-framework-3-5-for-windows-server-2012-r2-kb5028982-55ab4840-ae40-453d-84ab-9db363048363
https://support.microsoft.com/en-gb/topic/august-8-2023-kb5029304-security-only-update-d67516aa-1a78-412f-9831-d3c15b9ca3e3

