Critical and/or Security Patches for October - December 2019

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security related for
January 2020. These patches were not found to adversely affect this BD product and will be applied
according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the validated
patches are installed on their BD systems as the acting responsible entity in order to maintain the
correct security posture of the system(s).

Patch Name Patch Description Patch ID Month
4530734 ote2 b
—4530692 Notes December
Security Update for Microsoft Security improvements and fixes 4525235
Windows 7 SP1 for X86-based | published by Microsoft between October P November
Systems and December 2019 for Windows 7. 4525233
4324157 October
4520003
4530734 vote2 Decemb
Security Update for Microsoft i ) 4530692 Note ecember
Windows Server 2008 R2 SP1 Secquty |mpr0\_/ements and fixes 4525235
for x64-based Systems published by Microsoft between October 4242450 November
and December 2019 for Windows Server 4525233
2008R 4524157 October
4520003
4530702
—4530730 December
Security Update for Microsoft Security improvements and fixes
Windows Server 2012 R2 for published by Microsoft between October 4525243 November
x64-based Systems and December 2019 for Windows Server 4525250
iR 4520005 October
4519990

Notes

1. Customers using the System Control Unit (SCU) server system: Your regional Customer

Support Center will contact you to make an appointment to install the patches
2. Although successfully validated by the BD Kiestra team, this patch has been blacklisted by BD
device security team.
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