BD Kiestra™ ReadA
Critical and/or Security Patches: October - December 2021
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for October - December 2021. These patches were not found to adversely affect BD
products and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order
to maintain the correct security posture of the system(s).

Patch Name Patch Description Patch ID Month

KB5006672 OCT-2021

Security Update for Microsoft Security improvements and fixes
Windows 10 (1809) for X64-based | published by Microsoft for Windows 10 KB5007206 NOV-2021
Systems (1809). KB5008218 DEC-2021
KB5006669 OCT-2021

Security Update for Microsoft Security improvements and fixes
Windows Server 2016 (1607) for published by Microsoft for Windows KB5007192 | NOV-2021
x64-based Systems Server 2016. KB5008207 DEC-2021
Servicing stack updates fixes and KB5005112 OCT-2021

Service Stack Update (SSU) for

Microsoft Windows 10 (1809) for improves the reliability of the update KB5005112 | NOV-2021
X64-based Syst process to mitigate potential issues while
ased Systems installing. KB5005112 DEC-2021
Service Stack Update (SSU) for Servicing stack L{pd.a.tes fixes and KBo001403 OcT-2021
Windows Server 2016 (1607) for | ImProves the reliability of the update  ~1"kB5001403 | NOV-2021
64-based Syst process to mitigate potential issues while
Xb4-based systems installing. KB5001403 DEC-2021

Additionally, in this quarter a workaround has been released by VMware for the Apache
Log4j vulnerability in VMware Vcenter software, which also is used by this product. The
workaround will be applied by your regional Service organization during deployment of this
patch cycle. For more information, please refer to the Apache Log4] Product Security
bulletin on the BD Trust Center website.

Notes

1. Customers using the System Control Unit (SCU) server system:
Your regional Customer Support Center will contact you to make an appointment to
install the patches.
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https://support.microsoft.com/help/%20%205006672
https://support.microsoft.com/help/4534273
https://support.microsoft.com/help/%20%205007206
https://support.microsoft.com/help/4551853
https://support.microsoft.com/help/%20%205008218
https://support.microsoft.com/en-us/help/%20%205006669
https://support.microsoft.com/help/%20%205007192
https://support.microsoft.com/help/%20%205008207
https://support.microsoft.com/help/%20%205005112
https://support.microsoft.com/help/%20%205005112
https://support.microsoft.com/help/%20%205005112
https://support.microsoft.com/help/%20%205001403
https://support.microsoft.com/help/%20%205001403
https://support.microsoft.com/help/%20%205001403
https://cybersecurity.bd.com/bulletins-and-patches/

