Security Patches:

BD Kiestra™ TLA / WCA

June 2022

BD has identified patches from Microsoft® that have been identified as critical or security
related for April — June 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to

maintain the correct security posture of the system(s).

Microsoft® patches

Patch Name Patch Description Patch ID Month
Security Update for Security improvements and fixes published by KB5012647 APR-2022
: ) ) @ )

Windows 10 (1809) for X64-  Microsoft® for Windows 10 (1809). KB5013941 MAY-2022
based Systems -

KB5014692 JUN-2022
Service Stack Update (SSU) Servicing stack updates fixes and improves the KB5005112 APR-2022
for Windows 10 (1809) for rellablllty.of .the update process to mitigate potential KB5005112 MAY-2022
X64-based Systems issues while installing. -

KB5005112 JUN-2022
Security Update for Security improvements and fixes published by KB5012639 APR-2022

: ) @ .

Windows Server 2012 R2 for ~ Microsoft® for Windows Server 2012 R2. KB5014001 MAY-2022
x64-based Systems E—

KB5014746 JUN-2022
Monthly Rollup for Microsoft ~ This update package includes not only a given KB5012670 APR-2022
Windows Server 2012 R2 for  month's security updates, but also all past updates, )
x64-based Systems going back to at least October 2016. KBS014011 MAY-2022

KB5014738 JUN-2022
Service Stack Update (SSU) Servicing stack updates fixes and improves the KB5012672 APR-2022
for Windows Server 2012 R2 rellablllty.of Fhe update process to mitigate potential KB5014025 MAY-2022
for x64-based Systems issues while installing. -

KB5014025 JUN-2022
Security Update for Security improvements and fixes published by KB5012596 APR-2022
Windows Server 2016 Microsoft® for Windows Server 2016.
(1607) for x64-based KB3013952 MAY-2022
Systems KB5014702 JUN-2022
Service Stack Update (SSU) Servicing stack updates fixes and improves the KB5011570 APR-2022
for Windows Server 2016 reliability of the update process to mitigate potential )
(1607) for x64-based issues while installing. KBS014026 A A
Systems KB5014026 JUN-2022
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https://support.microsoft.com/help/%20%205012647
https://support.microsoft.com/help/%20%205013941
https://support.microsoft.com/help/5014692
https://support.microsoft.com/help/%20%205005112
https://support.microsoft.com/help/%20%205005112
https://support.microsoft.com/help/%20%205005112
https://support.microsoft.com/help/%20%205012639
https://support.microsoft.com/help/%20%205014001
https://support.microsoft.com/help/%20%205014746
https://support.microsoft.com/help/%20%205012670
https://support.microsoft.com/help/%20%205014011
https://support.microsoft.com/help/%20%205014738
https://support.microsoft.com/help/%20%205012672
https://support.microsoft.com/help/%20%205014025
https://support.microsoft.com/help/%20%205014025
https://support.microsoft.com/en-us/help/%20%205012596
https://support.microsoft.com/help/%20%205013952
https://support.microsoft.com/help/%20%205014702
https://support.microsoft.com/help/%20%205011570
https://support.microsoft.com/help/%20%205014026
https://support.microsoft.com/help/%20%205014026
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Notes

1. Customers using the System Control Unit (SCU) server system:
Your regional Customer Support Center will contact you to make an appointment to install the patches.
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