Security Patches:

BD MAX™

September 2025

BD has identified patches from Microsoft® that have been identified as critical or security
related through July 2025. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements. Customers should note that the BD
MAX system has been updated to the Windows IOT10 1809 build from the Windows IOT10

1607 build.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s)

Microsoft® patches

Patch name Description Patch ID Notes

Servicing stack update for This update makes quality improvement to the KB5005112 This update must

Windows 10 1809 servicing stack, which is the component that installs be installed prior
Windows updates. to all other

updates

Windows 10 1809 Addresses security issues for the Windows 10 KB5063877

Cumulative security update.  operating system.

Security Update for This driver update addresses security issues for the KB5037570

Microsoft ODBC Driver 17 SQL Server database.

for SQL Server

Security Update for This driver update addresses security issues for the KB5040711

Microsoft OLE DB Driver for SQL Server database.

SQL Server

Blacklisted patches

Security Update for SQL Addresses security that has been identified in the SQL  KB5063757 Do not install this

Server 2019 RTM CU
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https://support.microsoft.com/en-us/topic/kb5005112-servicing-stack-update-for-windows-10-version-1809-august-10-2021-df6a9e0d-8012-41f4-ae74-b79f1c1940b2
https://support.microsoft.com/en-us/topic/august-12-2025-kb5063877-os-build-17763-7678-8944ed94-aec7-4780-b0a0-1164ba421379
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-odbc-driver-17-for-sql-server-april-9-2024-e8c8314d-6e8b-4437-a56e-ab7e3c3c3625
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-ole-db-driver-for-sql-server-july-9-2024-a5c2d35a-0fe6-4a8f-90bc-7e577ae49b95
https://support.microsoft.com/en-gb/topic/kb5063757-description-of-the-security-update-for-sql-server-2019-cu32-august-12-2025-d4df46ef-6b1e-4a6c-aa8c-914d25f74345
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