BD Phoenix™ M50
Date of Critical or Security Patches: June 2021

Critical Security Patches: October 2020 - March 2021

Microsoft® & Third-Party Patches for Windows 10 1507 LTSB

BD has identified patches from Microsoft® that have been identified as critical or important

security related updates thru March 2021. These patches were not found to adversely affect
BD products and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order
to maintain the correct security posture of the system(s).

Patch Name Patch Description Patch ID Notes

This security update
Security Update makes improvements to Secure Boot DBX KB4535680
for the supported Windows versions
This update removes Adobe Flash Player
Adobe Security Update that is installed on any of the Windows KB4577586
operating systems.
=  Addresses an elevation of
privilege security vulnerability
documented in CVE-2021-
1640 related to print jobs
submitted to “FILE:” ports. After
installing Windows updates from
March 9, 2021 and later, print
jobs that are in a pending state
before restarting the print
spooler service or restarting the
OS will remain in an error state.
Manually delete the affected
Security Update print jobs and resubmit them to KB5000807
the print queue when the print
spooler service is online.
= Security updates to the Windows
Shell, Windows User Account
Control (UAC), Windows
Fundamentals, Windows Core
Networking, the Microsoft
Graphics Component, Internet
Explorer, Microsoft Edge Legacy,
and Windows Media.

This update makes quality improvements
to the servicing stack, which is the
component that installs Windows
updates. Servicing stack updates (SSU)
makes sure that you have a robust and
reliable servicing stack so that your
devices can receive and install Microsoft
updates.
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Servicing Stack Update
for Windows 10 version
1507.

KB5001079 1



https://support.microsoft.com/en-us/topic/kb4535680-security-update-for-secure-boot-dbx-january-12-2021-f08c6b00-a850-e595-6147-d0c32ead81e2
https://support.microsoft.com/en-us/topic/kb4577586-update-for-the-removal-of-adobe-flash-player-october-27-2020-931521b9-075a-ce54-b9af-ff3d5da047d5
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1640
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1640
https://support.microsoft.com/en-us/topic/march-9-2021-kb5000807-os-build-10240-18874-09c57376-4108-4d34-bc89-3d4baec37ade
https://support.microsoft.com/en-us/topic/kb5001079-servicing-stack-update-for-windows-10-february-12-2021-7ba774a5-5cc5-473c-82fa-2af13e161e46

1. Service Stack update KB5001079 should be installed prior to
updates.
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