
 

 

 

 

 

BD Product Name: BD Pyxis™ Med Link  

Date of Critical or Security Patches: September 2018  

Abstract: Zebra MC75A KRACK Vulnerablity Patch  

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft and Zebra Mobile Devices that have been identified as 

critical or security related for May 2019. These patches were not found to adversely affect BD 

products and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

 

Patch Name Patch Description Patch ID 

KARCK Vulnerability for 
Zebra MC75A Handhelds  

KRACK (Key Reinstallation Attacks) is a 
security vulnerability that targets a key 
step in the Wi-Fi authentication protocol 
to break security encryption. These 
vulnerabilities could enable a proximate 
attacker (within Wi-Fi range of both the 
client device and the access point) to 
access and tamper with Wi-Fi packets 
over connections that are protected by 
WPA/WPA2 encryption.  
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https://www.zebra.com/us/en/support-downloads/software/operating-system/tc51-operating-system-for-non-gms.html

