BD Product Name: BD Pyxis™ Supply

Date of Critical or Security Patches: Jan 2022
Abstract: Critical or Security Patches - Jan 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for Jan 2022. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2022-01 Security This security update includes | KB5009624 None
Monthly Quality Rollup improvements and fixes that
for Windows Server 2012 | were a part of update
R2 for x64-based KB5008263 (released
Systems December 14, 2021) and

addresses the following issue:
This update contains
miscellaneous security
improvements to internal OS
functionality. No specific
issues are documented for

this release.
2022-01 Security and This security update KB5009721 None
Quality Rollup for .NET addresses an issue where an
Framework 3.5, 4.5.2, unauthenticated attacker
4.6,4.6.1,4.6.2, 4.7, could cause a denial of
4.7.1, 4.7.2, 4.8 for service on an affected
Windows Server 2012 R2 | system. For more information
for x64 please see CVE-2022-21911.
2022-01 Security Only This security update includes | KB5009595 None
Quality Update for quality improvements. Key

Windows Server 2012 R2 | changes include:

for x64-based Systems This update contains
miscellaneous security
improvements to internal OS
functionality. No specific
issues are documented for

this release.
2022-01 Security Only This security update KB5009713 None
Update for .NET addresses an issue where an
Framework 3.5, 4.5.2, unauthenticated attacker
4.6,4.6.1,4.6.2,4.7, could cause a denial of
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009624-monthly-rollup-23f4910b-6bdd-475c-bb4d-c0e961aff0bc
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5009721-7dfd5b31-b198-4dab-af20-09b166eae15f
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009595-security-only-update-060870c2-ad08-40e5-b000-a9f6d40c0831
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-and-windows-server-2012-r2-kb5009713-484b6bea-be16-4fe9-85f2-6cafef43191c

4.7.1, 4.7.2, 4.8 for
Windows Server 2012 R2
for x64

service on an affected
system. For more information
please see CVE-2022-21911.

Quality Update for
Windows Embedded
Standard 7 for x86-
based Systems

quality improvements. Key
changes include:

This update contains
miscellaneous security
improvements to internal OS

Security and Quality This security update KB5008868 None
Rollup for .NET addresses an issue where an
Framework 3.5 for unauthenticated attacker
Windows 8.1, RT 8.1, could cause a denial of
and Windows Server service on an affected
2012 R2 system. For more
information, see CVE-2022-
21911.
Security and Quality This security update KB5008875 None
Rollup for .NET addresses an issue where an
Framework 4.6, 4.6.1, unauthenticated attacker
4.6.2,4.7,4.7.1,4.7.2 could cause a denial of
for Windows 8.1, RT 8.1, | service on an affected
and Windows Server system. For more
2012 R2 information, see CVE-2022-
21911.
Security Only Update for | This security update KB5008891 None
.NET Framework 3.5 for | addresses an issue where an
Windows 8.1 and unauthenticated attacker
Windows Server 2012 R2 | could cause a denial of
service on an affected
system. For more
information, see CVE-2022-
21911.
Security Only Update for | This security update KB5008895 None
.NET Framework 4.6, addresses an issue where an
4.6.1,4.6.2,4.7,4.7.1, unauthenticated attacker
4.7.2 for Windows 8.1 could cause a denial of
and Windows Server service on an affected
2012 R2 system. For more
information, see CVE-2022-
21911.
Security and Quality This security update KB5009719 None
Rollup for .NET addresses an issue where an
Framework 3.5.1, 4.5.2, | unauthenticated attacker
4.6,4.6.1,4.6.2,4.7, could cause a denial of
4.7.1, 4.7.2, 4.8 for service on an affected
Windows 7 SP1 and system. For more
Windows Server 2008 R2 | information, see CVE-2022-
SP1 21911.
2022-01 Security Only This security update includes | KB5009621 None
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https://support.microsoft.com/es-es/topic/paquete-acumulativo-de-actualizaciones-de-calidad-y-seguridad-de-net-framework-3-5-para-windows-8-1-rt-8-1-y-windows-server-2012-r2-kb5008868-fa06c687-ebf2-4de7-aaa3-46f9978daaea
https://support.microsoft.com/es-es/topic/paquete-acumulativo-de-actualizaciones-de-calidad-y-seguridad-de-net-framework-3-5-para-windows-8-1-rt-8-1-y-windows-server-2012-r2-kb5008868-fa06c687-ebf2-4de7-aaa3-46f9978daaea
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5008875-4561547d-3476-49aa-a0a5-4b0d3fcf5681
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5008875-4561547d-3476-49aa-a0a5-4b0d3fcf5681
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-for-windows-8-1-and-windows-server-2012-r2-kb5008891-291915c0-def4-4edc-931b-3d640edec7d5
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-for-windows-8-1-and-windows-server-2012-r2-kb5008891-291915c0-def4-4edc-931b-3d640edec7d5
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb5008895-dbac426b-9cd0-449b-957f-4412cdfc5ad5
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb5008895-dbac426b-9cd0-449b-957f-4412cdfc5ad5
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009719-30757441-f3ba-4e84-b858-0c513229e501
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009719-30757441-f3ba-4e84-b858-0c513229e501
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009621-security-only-update-b2caf8c3-a53c-45e3-ab61-725481c1e783
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009621-security-only-update-b2caf8c3-a53c-45e3-ab61-725481c1e783

functionality. No specific
issues are documented for
this release.

2022-01 Security Only This security update KB5009711 None
Update for .NET addresses an issue where an
Framework 3.5.1, 4.5.2, | unauthenticated attacker
4.6,4.6.1,4.6.2,4.7, could cause a denial of
4.7.1,4.7.2, 4.8 for service on an affected
Windows Embedded system. For more
Standard 7 information, see CVE-2022-
21911.
2022-01 Security This security update includes | KB5009610 None
Monthly Quality Rollup improvements and fixes that
for Windows Embedded were a part of update
Standard 7 for x86- KB5008244 (released
based Systems December 14, 2021) and
addresses the following
issues:
This update contains
miscellaneous security
improvements to internal OS
functionality. No specific
issues are documented for
this release.
Security and Quality This security update KB5008860 None
Rollup for .NET addresses an issue where an
Framework 4.5.2 for unauthenticated attacker
Windows 7 SP1 and could cause a denial of
Windows Server 2008 R2 | service on an affected
SP1 and Windows Server | system. For more
2008 SP2 information, see CVE-2022-
21911.
Security Only Update for | This security update KB5008887 None
.NET Framework 4.5.2 addresses an issue where an
for Windows 7 SP1 and unauthenticated attacker
Windows Server 2008 R2 | could cause a denial of
SP1 and Windows Server | service on an affected
2008 SP2 system. For more
information, see CVE-2022-
21911.
Security and Quality This security update KB5008867 None

Rollup for .NET
Framework 3.5.1 for
Windows 7 SP1 and
Windows Server 2008 R2
SP1

addresses an issue where an
unauthenticated attacker
could cause a denial of
service on an affected
system. For more
information, see CVE-2022-
21911,
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https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009711-13efdd6f-dede-4dca-9ac4-a495a878e213
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009711-13efdd6f-dede-4dca-9ac4-a495a878e213
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009610-monthly-rollup-8f0630f1-89d0-40f6-a9d2-07e1250adc9b
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009610-monthly-rollup-8f0630f1-89d0-40f6-a9d2-07e1250adc9b
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-4-5-2-for-windows-7-sp1-and-windows-server-2008-r2-sp1-and-windows-server-2008-sp2-kb5008860-adeb55ca-6f0c-4308-b69d-af55ea233862
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-4-5-2-for-windows-7-sp1-and-windows-server-2008-r2-sp1-and-windows-server-2008-sp2-kb5008860-adeb55ca-6f0c-4308-b69d-af55ea233862
https://support.microsoft.com/en-au/topic/security-only-update-for-net-framework-4-5-2-for-windows-7-sp1-and-windows-server-2008-r2-sp1-and-windows-server-2008-sp2-kb5008887-7b126088-026a-460f-86f9-de739915f39f
https://support.microsoft.com/en-au/topic/security-only-update-for-net-framework-4-5-2-for-windows-7-sp1-and-windows-server-2008-r2-sp1-and-windows-server-2008-sp2-kb5008887-7b126088-026a-460f-86f9-de739915f39f
https://support.microsoft.com/en-au/topic/security-and-quality-rollup-for-net-framework-3-5-1-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5008867-4d3ff15a-0977-4655-8fc1-d37587480f71
https://support.microsoft.com/en-au/topic/security-and-quality-rollup-for-net-framework-3-5-1-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5008867-4d3ff15a-0977-4655-8fc1-d37587480f71

Security Only Update for | This security update KB5008890
.NET Framework 3.5.1 addresses an issue where an
for Windows 7 SP1 and unauthenticated attacker
Windows Server 2008 R2 | could cause a denial of
SP1 service on an affected
system. For more
information, see CVE-2022-

21911.
2022-01 Cumulative This security update includes | KB5009546 None
Update for Windows quality improvements. Key
Server 2016 for x64- changes include:
based Systems Addresses an issue that

causes searchindexer.exe to
stop responding during a
dismount operation in the
Remote Desktop setup
environment.

Addresses an issue that
causes the BranchCache
republication cache to take
up more space than it is
assigned. This issue occurs if
the cache size exceeds
OXFFFFFFFF (4294967295)
bytes within a short period
(usually within 30 minutes).

2022-01 Cumulative This update contains KB5009557 None
Update for Windows 10 miscellaneous security

Version 1809 for x86- improvements to internal OS

based Systems functionality. No additional

issues were documented for
this release.Updates security
for your Windows operating

system.
Windows Malicious The Windows Malicious KB890830 None
Software Removal Tool Software Removal Tool
x64 - v5.96 (MSRT) helps remove

malicious software from
computers. Microsoft releases
the MSRT on a monthly
cadence as part of Windows
Update or as a standalone
tool. Use this tool to find and
remove specific prevalent
threats and reverse the
changes they have made.
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https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5008890-3baab001-bf09-47ea-a40d-ee4a0852117d
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5008890-3baab001-bf09-47ea-a40d-ee4a0852117d
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91
https://support.microsoft.com/en-au/topic/january-11-2022-kb5009557-os-build-17763-2452-c3ee4073-1e7f-488b-86c9-d050672437ae
https://support.microsoft.com/en-au/topic/january-11-2022-kb5009557-os-build-17763-2452-c3ee4073-1e7f-488b-86c9-d050672437ae
http://support.microsoft.com/kb/890830

BD Product Name: BD Pyxis™ Security Module

Date of Critical or Security Patches: January 2021
Abstract: Critical or Security Patches - January 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2021. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the

validated patches are installed on their BD systems as the acting responsible entity in

order to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

Windows Malicious
Software Removal Tool

The Windows Malicious Software
Removal Tool (MSRT) helps
remove malicious software from
computers that are running any
of the following operating
systems:

Windows 10

Windows Server 2019

Windows Server 2016

Windows 8.1

Windows Server 2012 R2
Windows Server 2012

Windows Server 2008 R2
Windows 7

Windows Server 2008

0OS: Windows Server 2016,
Windows Server 2008, Windows
Server 2012

KB890830

N/A

2022-01 Security
Monthly Quality Rollup
for Windows Server 2012
R2 for x64-based
Systems

This security update includes
improvements and fixes that
were a part of update
KB5008263 (released December
14, 2021)

KB5009624

NA

2022-01 Security and
Quality Rollup for .NET
Framework 3.5, 4.5.2,
4.6,4.6.1,4.6.2,4.7,
4.7.1,4.7.2, 4.8 for
Windows 8.1, RT 8.1,
and Windows Server
2012 R2 for x64

This security update addresses
an issue where an
unauthenticated attacker could
cause a denial of service on an
affected system.

KB5009721

N/A
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https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009624-monthly-rollup-23f4910b-6bdd-475c-bb4d-c0e961aff0bc
https://support.microsoft.com/en-gb/topic/security-and-quality-rollup-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5009721-7dfd5b31-b198-4dab-af20-09b166eae15f

2022-01 Security Only This security update includes KB5009595
Quality Update for quality improvements. Key
Windows Server 2012 R2 | changes include:
for x64-based Systems

e This update contains
miscellaneous security
improvements to internal
OS functionality. No
specific issues are
documented for this

release.
2022-01 Cumulative This security update includes KB5009546 | NA
Update for Windows quality improvements. Key
Server 2016 for x64- changes include:
based Systems e Addresses an issue that

causes searchindexer.exe
to stop responding during
a dismount operation in
the Remote Desktop
setup environment.

e Addresses an issue that
causes the BranchCache
republication cache to
take up more space than
it is assigned. This issue
occurs if the cache size
exceeds OxXFFFFFFFF
(4294967295) bytes
within a short period
(usually within 30
minutes).
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009595-security-only-update-060870c2-ad08-40e5-b000-a9f6d40c0831
https://support.microsoft.com/en-gb/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91

BD Product Name: BD Pyxis® Connect

Date of Critical or Security Patches: January 2022
Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
Windows Malicious The Windows Malicious Software KB890830 None
Software Removal Tool Removal Tool (MSRT) helps
x64 - v5.97 remove malicious software from

computers that are running any
of the following operating
systems:

Windows 10

Windows Server 2019

Windows Server 2016

Windows 8.1

Windows Server 2012 R2
Windows Server 2012

Windows 7

Windows Server 2008 R2 for x64-
based Systems

2022-01 Cumulative This security update includes KB5009546 | None
Update for x64-based quality improvements. Key
Systems changes include:

Addresses an issue that causes
searchindexer.exe to stop
responding during a dismount
operation in the Remote Desktop
setup environment.

Addresses an issue that causes
the BranchCache republication
cache to take up more space than
it is assigned. This issue occurs if
the cache size exceeds
OXFFFFFFFF (4294967295) bytes
within a short period (usually
within 30 minutes).Windows 7
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=abd275ac-779a-43e9-8dcd-78d8392ed2e4
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91

Windows Server 2008

2022-01 Security Only
Update for x64-based
Systems

This update contains
miscellaneous security
improvements to internal OS
functionality.

KB5009595 | None
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009595-security-only-update-060870c2-ad08-40e5-b000-a9f6d40c0831

BD Product Name: BD Pyxis® PARXx

Date of Critical or Security Patches: Jan 2022
Abstract: Critical or Security Patches - Jan 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for Jan 2022. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID Notes

Windows Malicious
Software Removal Tool
x64 - v5.97

The Windows Malicious Software KB890830 None

Removal Tool (MSRT) helps

remove malicious software from
computers that are running any of
the following operating systems:

Windows 10

Windows Server 2019
Windows Server 2016
Windows 8.1

Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2
Windows 7

Windows Server 2008

2022-01 Cumulative
Update for Windows 10
Version 1607 for x64-
based Systems

This security update includes
quality improvements. Key
changes include:

Addresses an issue that causes

searchindexer.exe to stop
responding during a dismount

operation in the Remote Desktop

setup environment.

Addresses an issue that causes

the BranchCache republication

cache to take up more space than

KB5009546 | None
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https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91

it is assigned. This issue occurs'i
the cache size exceeds
OXFFFFFFFF (4294967295) bytes
within a short period (usually
within 30 minutes).Windows 7
Windows Server 2008
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BD Product Name: BD Pyxis™ Pharmogistics™
Date of Critical or Security Patches: January 2022
Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
Windows Malicious The Windows Malicious Software KB890830 N/A
Software Removal Tool Removal Tool (MSRT) helps remove
x64 - v5.85 malicious software from computers

that are running any of the following
operating systems:

Windows 10

Windows Server 2019

Windows Server 2016

Windows 8.1

Windows Server 2012 R2

Windows Server 2012

Windows 7

Windows Server 2008 R2 for x64-
based Systems

2022-01 Security Only This security update includes quality | KB5009595 N/A

Quality Update for improvements. Key changes include:
Windows Server 2012 R2 - This update contains
for x64-based Systems miscellaneous security

improvements to internal OS
functionality. No specific
issues are documented for
this release.
For more information about the
resolved security vulnerabilities,
please refer to the new Security
Update Guide website and the
January 2022 Security Updates.

2022-01 Security KB5009624 | N/A
Monthly Quality Rollup
for Windows Server 2012 | This security update includes

R2 for x64-based improvements and fixes that were a
Systems part of update KB5008263 (released
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=473fc33d-3f8c-48b7-9a7a-971ed0f477ac
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009595-security-only-update-060870c2-ad08-40e5-b000-a9f6d40c0831
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009624-monthly-rollup-23f4910b-6bdd-475c-bb4d-c0e961aff0bc

December 14, 2021) and addresses
the following issue:

This update contains miscellaneous
security improvements to internal
OS functionality. No specific issues
are documented for this release.

For more information about the
resolved security vulnerabilities,
please refer to the Security Update
Guide website and the January 2022
Security Updates.

2022-01 Security Only Summary KB5009713 N/A
Update for .NET This security update addresses an
Framework 3.5, 4.5.2, issue where an unauthenticated
4.6,4.6.1,4.6.2,4.7, attacker could cause a denial of
4.7.1,4.7.2, 4.8 for service on an affected system. For
Windows Server 2012 R2 | more information please see CVE-
for x64 2022-21911.
2022-01 Security and Security Improvements KB5009721 N/A
Quality Rollup for .NET
Framework 3.5, 4.5.2, This security update addresses an
4.6,4.6.1,4.6.2,4.7, issue where an unauthenticated
4.7.1,4.7.2, 4.8 for attacker could cause a denial of
Windows Server 2012 R2 | service on an affected system. For
for x64 more information please see CVE-
2022-21911.
Quality Improvements
For a list of improvements that were
released with this update, please see
the article links in the Additional
Information section of this article.
(See Patch ID link)
2022-01 Cumulative This security update includes quality | KB5009543 N/A

Update for Windows 10
Version 20H2 for x64-
based Systems

improvements. Key changes include:

Addresses a known issue that affects
Japanese Input Method Editors
(IME). When you use a Japanese
IME to enter text, the text might
appear out of order or the text
cursor might move unexpectedly in
apps that use the multibyte
character set (MBCS). This issue
affects the Microsoft Japanese IME
and third-party Japanese IMEs.
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https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-and-windows-server-2012-r2-kb5009713-484b6bea-be16-4fe9-85f2-6cafef43191c
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5009721-7dfd5b31-b198-4dab-af20-09b166eae15f
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009543-os-builds-19042-1466-19043-1466-and-19044-1466-b763552f-73bd-435a-b220-fc3e0bc9765b

2022-01 Cumulative KB5008876
Update for .NET Security Improvements
Framework 3.5 and 4.8
for Windows 10 Version This security update addresses an
20H2 for x64 issue where an unauthenticated
attacker could cause a denial of
service on an affected system. For
more information please see CVE-
2022-21911.

Quality and reliability improvements
WPF1

- Addresses an issue where WPF
does not respond to touch if the WPF
window was activated by a touch
manipulation (e.g. swiping a
listbox).

- Adds a mitigation for an issue
involving tearing, flickering, or
incorrect composition of visual
content under high GPU-load
conditions.

2022-01 Security and KB5009719 | N/A
Quality Rollup for .NET Security Improvements
Framework 3.5.1, 4.5.2,

4.6,4.6.1,4.6.2,4.7, This security update addresses an

4.7.1, 4.7.2, 4.8 for issue where an unauthenticated

Windows Server 2008 R2 | attacker could cause a denial of

for x64 service on an affected system. For
more information please see CVE-
2022-21911.

Quality Improvements

For a list of improvements that were
released with this update, please see
the article links in the Additional
Information section of this article.

2022-01 Security Only This security update addresses an KB5009711 N/A

Update for .NET issue where an unauthenticated
Framework 3.5.1, 4.5.2, | attacker could cause a denial of
4.6,4.6.1,4.6.2,4.7, service on an affected system. For
4.7.1, 4.7.2, 4.8 for more information please see CVE-
Windows Server 2008 R2 | 2022-21911.

for x64
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5008876-cumulative-update-for-net-framework-3-5-and-4-8-for-windows-10-version-20h2-windows-server-version-20h2-windows-10-version-21h1-and-windows-10-version-21h2-bb0dbbd8-b24f-4e92-95d2-465e6be223fc
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009719-30757441-f3ba-4e84-b858-0c513229e501
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009711-13efdd6f-dede-4dca-9ac4-a495a878e213

2022-01 Security Only KB5009621
Quality Update for Improvements and fixes

Windows Server 2008 R2 | This security update includes quality
for x64-based Systems improvements. Key changes include:

This update contains miscellaneous
security improvements to internal
OS functionality. No specific issues
are documented for this release.

2022-01 Cumulative KB5009546 | N/A
Update for Windows

Server 2016 for x64- Improvements and fixes

based Systems This security update includes quality

improvements. Key changes include:

Addresses an issue that causes
searchindexer.exe to stop
responding during a dismount
operation in the Remote Desktop
setup environment.

Addresses an issue that causes the
BranchCache republication cache to
take up more space than it is
assigned. This issue occurs if the
cache size exceeds OXFFFFFFFF
(4294967295) bytes within a short
period (usually within 30 minutes).
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009621-security-only-update-b2caf8c3-a53c-45e3-ab61-725481c1e783
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91

BD Product Name: BD Pyxis™ Anesthesia Station 4000

Date of Critical or Security Patches - January 2022
Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been

identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order

to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

Windows Malicious Software
Removal Tool x64 - v5.97

The Windows Malicious Software
Removal Tool (MSRT) helps remove
malicious software from computers.

KB890830

N/A

2022-01 Cumulative Update
for Windows 10 Version 1607
for x64-based Systems.

This security update includes quality
improvements. Key changes
include:

Addresses an issue that causes
searchindexer.exe to stop
responding during a dismount
operation in the Remote Desktop
setup environment.

Addresses an issue that causes the
BranchCache republication cache to
take up more space than it is
assigned. This issue occurs if the
cache size exceeds OxFFFFFFFF
(4294967295) bytes within a short
period (usually within 30 minutes).

KB5009546

N/A

2022-01 Security Monthly
Quality Rollup for Windows
Embedded Standard 7 for
x86-based Systems.

This security update includes
improvements and fixes that were a
part of update KB5008244 (released
December 14, 2021) and addresses
the following issues:

This update contains miscellaneous
security improvements to internal
OS functionality. No specific issues
are documented for this release.

KB5009610

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=abd275ac-779a-43e9-8dcd-78d8392ed2e4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8079b98e-dcea-4997-9a8b-4ff02e13481d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b3bbeed7-4182-4dde-97e5-31d174dcaf05

2022-01 Security Only
Update for .NET Framework
3.5.1, 4.5.2, 4.6, 4.6.1,
4.6.2, 4.7, 4.7.1, 4.7.2, 4.8
for Windows Embedded
Standard 7.

This security update addresses an
issue where an unauthenticated
attacker could cause a denial of
service on an affected system.

KB5009711

2022-01 Security Only
Quality Update for Windows
Embedded Standard 7 for
x86-based Systems.

This security update includes quality
improvements. Key changes
include:

This update contains miscellaneous
security improvements to internal
OS functionality. No specific issues
are documented for this release.

KB5009621

N/A

2022-01 Security and Quality
Rollup for .NET Framework
3.5.1, 4.5.2, 4.6, 4.6.1,
4.6.2, 4.7, 4.7.1, 4.7.2, 4.8
for Windows Embedded
Standard 7.

This security update addresses an
issue where an unauthenticated
attacker could cause a denial of
service on an affected system.

KB5009719

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e74eaeba-32bd-4345-b612-fdd715782d34
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d4fad9a3-cc7d-4783-9907-015f0c77a54c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b68aeb16-0613-4994-8971-09adcdce94c6

BD Product Name: BD Pyxis™ Anesthesia System 3500

Date of Critical or Security Patches - January 2022
Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products and

will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the

validated patches are installed on their BD systems as the acting responsible entity in

order to maintain the correct security posture of the system(s).

Quality Update for
Windows Embedded
Standard 7 for x86-
based Systems.

quality improvements. Key
changes include:

This update contains
miscellaneous security
improvements to internal OS
functionality. No specific
issues are documented for
this release.

Patch Name Description Patch ID Notes
2022-01 Security This security update includes | KB5009610 | N/A
Monthly Quality Rollup improvements and fixes that
for Windows Embedded were a part of update
Standard 7 for x86- KB5008244 (released
based Systems. December 14, 2021) and

addresses the following
issues:
This update contains
miscellaneous security
improvements to internal OS
functionality. No specific
issues are documented for
this release.
2022-01 Security Only This security update KB5009711 N/A
Update for .NET addresses an issue where an
Framework 3.5.1, 4.5.2, | unauthenticated attacker
4.6,4.6.1,4.6.2,4.7, could cause a denial of
4.7.1,4.7.2, 4.8 for service on an affected
Windows Embedded system.
Standard 7.
2022-01 Security Only This security update includes | KB5009621 N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b3bbeed7-4182-4dde-97e5-31d174dcaf05
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e74eaeba-32bd-4345-b612-fdd715782d34
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d4fad9a3-cc7d-4783-9907-015f0c77a54c

2022-01 Security and
Quality Rollup for .NET
Framework 3.5.1, 4.5.2,
4.6, 4.6.1, 4.6.2, 4.7,
4.7.1,4.7.2, 4.8 for
Windows Embedded
Standard 7.

This security update
addresses an issue where an
unauthenticated attacker
could cause a denial of
service on an affected
system.

KB5009719
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b68aeb16-0613-4994-8971-09adcdce94c6

BD Product Name: BD Pyxis™ MedStation™ 3500

Date of Critical or Security Patches - January 2022
Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
Windows Malicious The Windows Malicious Software KB890830 N/A
Software Removal Tool Removal Tool (MSRT) helps remove
- v5.97 malicious software from computers.

2022-01 Security and This security update addresses an KB5009722 | N/A
Quality Rollup for .NET issue where an unauthenticated
Framework 2.0, 3.0, attacker could cause a denial of
4.5.2, 4.6 and 4.6.2 for | service on an affected system.
Windows Server 2008
SP2.
2022-01 Security Only This security update includes quality KB5009601 | N/A
Quality Update for improvements. Key changes include:
Windows Server 2008 This update contains miscellaneous
for x86-based Systems. | security improvements to internal OS
functionality. No specific issues are
documented for this release.
2022-01 Security This security update includes KB5009627 | N/A
Monthly Quality Rollup improvements and fixes that were a
for Windows Server part of update KB5008274 (released
2008 for x86-based December 14, 2021) and addresses
Systems. the following issue:
This update contains miscellaneous
security improvements to internal OS
functionality. No specific issues are
documented for this release.
2022-01 Security Only This security update addresses an KB5009714 | N/A
Update for .NET issue where an unauthenticated
Framework 2.0, 3.0, attacker could cause a denial of
4.5.2, 4.6 and 4.6.2 for | service on an affected system.
Windows Server 2008
SP2.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f23e79d6-564a-4c26-b0d6-22e473d9e034
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9c9cc9a1-8ce9-4e87-a5f6-98c48078f50c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0812568d-f3b4-460c-89ad-fd826b169202
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f5f5b140-ba1e-45e6-a76a-09f21d5f5182
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=597fff3c-e872-44c5-a872-c648ec896780

2022-01 Security
Monthly Quality Rollup
for Windows Embedded
Standard 7 for x86-
based Systems.

This security update includes
improvements and fixes that were a
part of update KB5008244 (released
December 14, 2021) and addresses
the following issues:

This update contains miscellaneous
security improvements to internal OS
functionality. No specific issues are
documented for this release.

KB5009610

2022-01 Security Only This security update addresses an KB5009711 | N/A
Update for .NET issue where an unauthenticated
Framework 3.5.1, 4.5.2, | attacker could cause a denial of
4.6,4.6.1,4.6.2,4.7, service on an affected system.
4.7.1,4.7.2, 4.8 for
Windows Embedded
Standard 7.
2022-01 Security Only This security update includes quality KB5009621 | N/A
Quality Update for improvements. Key changes include:
Windows Embedded This update contains miscellaneous
Standard 7 for x86- security improvements to internal OS
based Systems. functionality. No specific issues are
documented for this release.
2022-01 Security and This security update addresses an KB5009719 | N/A

Quality Rollup for .NET
Framework 3.5.1, 4.5.2,
4.6,4.6.1,4.6.2,4.7,
4.7.1,4.7.2, 4.8 for
Windows Embedded
Standard 7.

issue where an unauthenticated
attacker could cause a denial of
service on an affected system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b3bbeed7-4182-4dde-97e5-31d174dcaf05
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e74eaeba-32bd-4345-b612-fdd715782d34
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d4fad9a3-cc7d-4783-9907-015f0c77a54c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b68aeb16-0613-4994-8971-09adcdce94c6

BD Product Name: BD Pyxis™ MedStation™ 4000

Date of Critical or Security Patches - January 2022
Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order

to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

Windows Malicious
Software Removal
Tool x64 - v5.97

The Windows Malicious Software
Removal Tool (MSRT) helps
remove malicious software from
computers.

KB890830

N/A

2022-01 Cumulative
Update for Windows
Server 2016 for x64-
based Systems.

This security update includes
quality improvements. Key
changes include:

Addresses an issue that causes
searchindexer.exe to stop
responding during a dismount
operation in the Remote Desktop
setup environment.

Addresses an issue that causes
the BranchCache republication
cache to take up more space than
it is assigned. This issue occurs if
the cache size exceeds
OXFFFFFFFF (4294967295) bytes
within a short period (usually
within 30 minutes).

KB5009546

N/A

2022-01 Cumulative
Update for Windows
10 Version 1607 for
Xx64-based Systems.

This security update includes
quality improvements. Key
changes include:

Addresses an issue that causes
searchindexer.exe to stop
responding during a dismount
operation in the Remote Desktop
setup environment.

Addresses an issue that causes
the BranchCache republication
cache to take up more space than
it is assigned. This issue occurs if
the cache size exceeds

KB5009546

N/A

& BD

Advancing the world of health



https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=abd275ac-779a-43e9-8dcd-78d8392ed2e4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fb0dfddc-417b-4fd7-bd09-20e1c3aa2cc9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8079b98e-dcea-4997-9a8b-4ff02e13481d

OXFFFFFFFF (4294967295) bytes
within a short period (usually
within 30 minutes).

2022-01 Cumulative
Update for Windows
10 Version 1607 for
x64-based Systems.

This non-security update includes
quality improvements. Key
changes include:

Addresses a known issue that
might cause IP Security (IPSEC)
connections that contain a Vendor
ID to fail. VPN connections using
Layer 2 Tunneling Protocol (L2TP)
or IP security Internet Key
Exchange (IPSEC IKE) might also
be affected.

Addresses a known issue that
might cause Windows Servers to
restart unexpectedly after
installing the January 11, 2022
update on domain controllers
(DCs).

Addresses an issue that prevents
Active Directory (AD) attributes
from being written properly
during a Lightweight Directory
Access Protocol (LDAP) modify
operation when you make
multiple attribute changes.
Addresses an issue that might
prevent removable media that is
formatted using the Resilient File
System (ReFS) from mounting or
might cause the removable media
to mount in the RAW file format.
This issue occurs after installing
the January 11, 2022 Windows
update.

KB5010790

N/A

Windows Malicious
Software Removal
Tool - v5.97

The Windows Malicious Software
Removal Tool (MSRT) helps
remove malicious software from
computers.

KB890830

N/A

2022-01 Security and
QualityRollup

for .NET Framework
2.0, 3.0, 4.5.2, 4.6
and 4.6.2 for
Windows Server 2008
SP2.

This security update addresses an
issue where an unauthenticated
attacker could cause a denial of
service on an affected system.

KB5009722

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d6636790-b129-4739-948b-9d18ad8baa78
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f23e79d6-564a-4c26-b0d6-22e473d9e034
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9c9cc9a1-8ce9-4e87-a5f6-98c48078f50c

2022-01Security Only
Quality Update for
Windows Server 2008
for x86-based
Systems.

This security update includes
quality improvements. Key
changes include:
This update contains
miscellaneous security
improvements to internal OS
functionality. No specific issues
are documented for this release.

KB5009601

2022-01Security This security update includes KB5009627 N/A
MonthlyQuality Rollup | improvements and fixes that were
for Windows Server a part of update KB5008274
2008 for x86-based (released December 14, 2021)
Systems. and addresses the following
issue:
This update contains
miscellaneous security
improvements to internal OS
functionality. No specific issues
are documented for this release.
2022-01Security Only | This security update addresses an | KB5009714 N/A
Update for .NET issue where an unauthenticated
Framework 2.0, 3.0, attacker could cause a denial of
4.5.2, 4.6 and 4.6.2 service on an affected system.
for Windows Server
2008 SP2.
2022-01 Security This security update includes KB5009610 N/A
MonthlyQuality Rollup | improvements and fixes that were
forWindows a part of update KB5008244
Embedded Standard (released December 14, 2021)
7 for x86-based and addresses the following
Systems. issues:
This update contains
miscellaneous security
improvements to internal OS
functionality. No specific issues
are documented for this release.
2022-01 Security This security update addresses an | KB5009711 N/A

Only Update for .NET
Framework 3.5.1,
4.5.2,4.6,4.6.1,
4.6.2,4.7,4.7.1,
4.7.2, 4.8 for
Windows Embedded
Standard 7.

issue where an unauthenticated
attacker could cause a denial of
service on an affected system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0812568d-f3b4-460c-89ad-fd826b169202
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f5f5b140-ba1e-45e6-a76a-09f21d5f5182
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=597fff3c-e872-44c5-a872-c648ec896780
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b3bbeed7-4182-4dde-97e5-31d174dcaf05
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e74eaeba-32bd-4345-b612-fdd715782d34

2022-01 Security This security update includes KB5009621
Only Quality Update quality improvements. Key
for Windows changes include:
Embedded Standard This update contains

7 for x86-based miscellaneous security

Systems. improvements to internal OS
functionality. No specific issues
are documented for this release.
2022-01 Security and | This security update addresses an | KB5009719 N/A

Quality Rollup issue where an unauthenticated
for .NET Framework attacker could cause a denial of
3.5.1,4.5.2, 4.6, service on an affected system.

4.6.1, 4.6.2, 4.7,
4.7.1,4.7.2, 4.8 for
Windows Embedded
Standard 7.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d4fad9a3-cc7d-4783-9907-015f0c77a54c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b68aeb16-0613-4994-8971-09adcdce94c6

BD Product Name: BD Pyxis™ CIISafe™

Date of Critical or Security Patches: January 2022
Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes

A security issue has been KB 5009719 N/A
) identified in a Microsoft
2022-01 Security and | software product that could
Quality Rollup for .NET | afact your system. You can
Framework 3.5.1, 4.5.2, help protect your system by
4.6,4.6.1,4.6.2,4.7, installing this update from
4.7.1,4.7.2, 4.8 for Microsoft. For a complete
Windows 7 for x64 listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
may have to restart your

system.
A security issue has been KB5006743 N/A
) identified in a Microsoft
2021-10 Security software product that could
Monthly Quality Rollup affect your system. You can
for Windows 7 for x86- help protect your system by
based Systems installing this update from

Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
may have to restart your
system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3c4a1551-261c-43af-b01f-1d49b2a16769
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bfec98bb-8f9c-40da-b347-3b909748cfab

https://www.catalog.upd
ate.microsoft.com/Scope
dViewInline.aspx?update
id=8e39f2d7-a4de-
4567-a305-
6laaab5ee92b

Install this update to resolve
issues in Windows. For a
complete listing of the issues
that are included in this
update, see the associated
Microsoft Knowledge Base
article for more information.
After you install this item,
you may have to restart your
computer.

2022-01 Security
Monthly Quality Rollup
for Windows Embedded
Standard 7 for x64-
based Systems

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
may have to restart your
system.

KB5009610

N/A

2022-01 Update for
Windows Server 2008 R2
for x64-based Systems

Install this update to resolve
issues in Windows. For a
complete listing of the issues
that are included in this
update, see the associated
Microsoft Knowledge Base
article for more information.
After you install this item,
you may have to restart your
computer.

KB5010798

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8e39f2d7-a4de-4567-a305-61aaab5ee92b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2258154a-b982-4a0c-bfde-7fb868f8dc99
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1994211d-e7aa-4d8e-a41d-d049335db1e3

BD Product Name: BD Pyxis™ IV Prep

Date of Critical or Security Patches: January 2022
Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2022-01 Security A security issue has been KB5009624 | None
Monthly Quality Rollup identified in a Microsoft
for Windows Server 2012 | software product that could
R2 for x64-based affect your system. You can
Systems help protect your system by

installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
may have to restart your

system.
Windows Malicious After the download, this tool KB890830 None
Software Removal Tool runs one time to check your
x64 - v5.90 computer for infection by

specific, prevalent malicious
software (including Blaster,
Sasser, and Mydoom) and
helps remove any infection
that is found. If an infection
is found, the tool will display
a status report the next time
that you start your computer.
A new version of the tool will
be offered every month

A,
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a0348196-95e6-4374-8832-29b2a876ea1f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38db0ad6-27f8-4bf9-ab2a-cffc4d7bc390

2022-01 Security and
Quality Rollup for .NET
Framework 3.5, 4.5.2,
4.6,4.6.1,4.6.2, 4.7,
4.7.1,4.7.2, 4.8 for
Windows Server 2012 R2
for x64

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft

KB5009721

2022-01 Security Only
Quality Update for
Windows Server 2012 R2
for x64-based Systems

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
may have to restart your
system.

KB5009595

None

2022-01 Security Only
Update for .NET
Framework 3.5, 4.5.2,
4.6,4.6.1,4.6.2, 4.7,
4.7.1, 4.7.2, 4.8 for
Windows Server 2012 R2
for x64

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
may have to restart your
system.

KB5009713

None

2022-01 Security and
Quality Rollup for .NET
Framework 3.5 for
Windows Server 2012 R2
for x64

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.

KB5008868

None
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2a44b29b-18db-47aa-913e-61be880c5005
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b874eccf-f689-4926-8409-4c49eada4b00
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b65a99f9-5432-459a-94cf-14cfd6a28975
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ce6a3db7-0683-4eb8-9eca-4da1925828a2

2022-01 Security and
Quality Rollup for .NET
Framework 4.8 for
Windows Server 2012 R2
for x64

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.

KB5008883

2022-01 Security Only
Update for .NET
Framework 4.8 for
Windows Server 2012 R2
for x64

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.

KB5008897

None

2022-01 Cumulative
Update for Windows
Server 2016 for x64-
based Systems

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.

KB5009546

None

2022-01 Security Only
Update for .NET
Framework 3.5 for
Windows Server 2012 R2
for x64

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.

KB5008891

None
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=93b33af8-2b02-4965-9fea-018efc7bb79a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dcc5b666-632b-4fff-bb82-48bea55c68bf
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fb0dfddc-417b-4fd7-bd09-20e1c3aa2cc9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b81225a2-5af1-4e68-ba17-f6804e31d655

BD Product Name: BD Pyxis™ Anesthesia ES

Date of Critical or Security Patches: January 2022

Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity to
maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2022-01 Security This security update includes | KB5009610 N/A
Monthly Quality improvements and fixes that
Rollup for Windows were a part of update
Embedded Standard KB5008244 (released
7 for x86-based December 14, 2021) and
Systems addresses the following

issues:
This update contains
miscellaneous security
improvements to internal OS
functionality. No specific
issues are documented for
this release.
2022-01 Security This security update KB5009711 N/A
Only Update for .NET | addresses an issue where an
Framework 3.5.1, unauthenticated attacker
4.5.2,4.6,4.6.1, could cause a denial of
4.6.2,4.7,4.7.1, service on an affected
4.7.2, 4.8 for system. For more
Windows Embedded information, see CVE-2022-
Standard 7 21911.
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009610-monthly-rollup-8f0630f1-89d0-40f6-a9d2-07e1250adc9b
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009610-monthly-rollup-8f0630f1-89d0-40f6-a9d2-07e1250adc9b
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009711-13efdd6f-dede-4dca-9ac4-a495a878e213
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009711-13efdd6f-dede-4dca-9ac4-a495a878e213

2022-01 Security This security update includes | KB5009621

Only Quality Update quality improvements. Key

for Windows changes include:

Embedded Standard | This update contains

7 for x86-based miscellaneous security

Systems improvements to internal OS
functionality. No specific
issues are documented for
this release.

2022-01 Security This security update KB5009719 N/A

and Quality Rollup addresses an issue where an

for .NET Framework unauthenticated attacker

3.5.1,4.5.2, 4.6, could cause a denial of

4.6.1,4.6.2, 4.7, service on an affected

4.7.1,4.7.2, 4.8 for system.

Windows Embedded

Standard 7.

2022-01 Cumulative | This security update includes | KB5009546 N/A

Update for Windows quality improvements. Key

10 Version 1607 for changes include:

x64-based Systems
Addresses an issue that
causes searchindexer.exe to
stop responding during a
dismount operation in the
Remote Desktop setup
environment.
Addresses an issue that
causes the BranchCache
republication cache to take
up more space than it is
assigned. This issue occurs if
the cache size exceeds
OXFFFFFFFF (4294967295)
bytes within a short period
(usually within 30
minutes).Windows 7
Windows Server 2008

Windows Malicious The Windows Malicious KB890830 N/A

Software Removal Software Removal Tool

Tool x64 - v5.97 (MSRT) helps remove
malicious software from
computers that are running
any of the following
operating systems:
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009621-security-only-update-b2caf8c3-a53c-45e3-ab61-725481c1e783
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009621-security-only-update-b2caf8c3-a53c-45e3-ab61-725481c1e783
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b68aeb16-0613-4994-8971-09adcdce94c6
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

Windows 10

Windows Server 2019
Windows Server 2016
Windows 8.1
Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2
Windows 7

Windows Server 2008

2022-01 Cumulative
Update for Windows
10 Version 1809 for
x86-based Systems

This update contains
miscellaneous security
improvements to internal OS
functionality. No additional
issues were documented for
this release.Updates security
for your Windows operating
system.

KB5009557

N/A

2022-01 Cumulative
Update for .NET
Framework 3.5,
4.7.2 and 4.8 for
Windows 10 Version
1809 for x64

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.
After you install this update,
you may have to restart your
system.

KB5009718

N/A

2022-01 Cumulative
Update for Windows
10 Version 1809 for
x64-based Systems

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.
After you install this update,
you may have to restart your
system.

KB5009557

N/A

2022-01 Cumulative
Update for Windows

This non-security update
includes quality

KB5010790

N/A
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https://support.microsoft.com/en-au/topic/january-11-2022-kb5009557-os-build-17763-2452-c3ee4073-1e7f-488b-86c9-d050672437ae
https://support.microsoft.com/en-au/topic/january-11-2022-kb5009557-os-build-17763-2452-c3ee4073-1e7f-488b-86c9-d050672437ae
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=89f0cd1c-e9a5-4b55-aa74-bda62b237343
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1794af4e-486f-4653-a3eb-f470bfc1af29
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d6636790-b129-4739-948b-9d18ad8baa78

10 Version 1607 for
x64-based Systems.

improvements. Key changes
include:

Addresses a known issue
that might cause IP Security
(IPSEC) connections that
contain a Vendor ID to fail.
VPN connections using Layer
2 Tunneling Protocol (L2TP)
or IP security Internet Key
Exchange (IPSEC IKE) might
also be affected.

Addresses a known issue
that might cause Windows
Servers to restart
unexpectedly after installing
the January 11, 2022 update
on domain controllers (DCs).
Addresses an issue that
prevents Active Directory
(AD) attributes from being
written properly during a
Lightweight Directory Access
Protocol (LDAP) modify
operation when you make
multiple attribute changes.
Addresses an issue that
might prevent removable
media that is formatted
using the Resilient File
System (ReFS) from
mounting or might cause the
removable media to mount
in the RAW file format. This
issue occurs after installing
the January 11, 2022
Windows update.

& BD
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BD Product Name: BD Pyxis™ Med Station ES

Date of Critical or Security Patches: January 2022

Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Monthly Quality

Rollup for Windows
Server 2012 R2 for
x64-based Systems

Patch Name Description Patch ID Notes
2022-01 Security A security issue has been KB5009713 N/A
Only Update for .NET | identified in a Microsoft
Framework 3.5, software product that could
4.5.2,4.6,4.6.1, affect your system. You can
4.6.2,4.7,4.7.1, help protect your system by
4.7.2, 4.8 for installing this update from
Windows Server Microsoft. For a complete
2012 R2 for x64 listing of the issues that are

included in this update, see
the associated Microsoft
Knowledge Base article.
After you install this update,
you may have to restart your
system.
2022-01 Security This security update includes | KB5009624 N/A

improvements and fixes that
were a part of update
KB5008263 (released
December 14, 2021) and
addresses the following
issue:

This update contains
miscellaneous security
improvements to internal OS
functionality. No specific
issues are documented for
this release.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b65a99f9-5432-459a-94cf-14cfd6a28975
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009624-monthly-rollup-23f4910b-6bdd-475c-bb4d-c0e961aff0bc

2022-01 Security This security update includes | KB5009595
Only Quality Update quality improvements. Key
for Windows Server changes include:
2012 R2 for x64- This update contains
based Systems miscellaneous security
improvements to internal OS
functionality. No specific
issues are documented for
this release.
2022-01 Security This security update KB5009721 N/A
and Quality Rollup addresses an issue where an
for .NET Framework unauthenticated attacker
3.5,4.5.2, 4.6, could cause a denial of
4.6.1,4.6.2, 4.7, service on an affected
4.7.1,4.7.2, 4.8 for system. For more
Windows Server information please see CVE-
2012 R2 for x64 2022-21911.
Windows Malicious The Windows Malicious KB890830 N/A
Software Removal Software Removal Tool
Tool x64 - v5.97 (MSRT) helps remove
malicious software from
computers that are running
any of the following
operating systems:
Windows 10
Windows Server 2019
Windows Server 2016
Windows 8.1
Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2
Windows 7
Windows Server 2008
2022-01 Security This security update KB5009719 N/A
and Quality Rollup addresses an issue where an
for .NET Framework unauthenticated attacker
3.5.1,4.5.2, 4.6, could cause a denial of
4.6.1,4.6.2, 4.7, service on an affected
4.7.1,4.7.2, 4.8 for system.
Windows Embedded
Standard 7.
2022-01 Security This security update includes | KB5009610 N/A
Monthly Quality improvements and fixes that
Rollup for Windows were a part of update
Embedded Standard KB5008244 (released
December 14, 2021) and
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009595-security-only-update-060870c2-ad08-40e5-b000-a9f6d40c0831
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5009721-7dfd5b31-b198-4dab-af20-09b166eae15f
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b68aeb16-0613-4994-8971-09adcdce94c6
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009610-monthly-rollup-8f0630f1-89d0-40f6-a9d2-07e1250adc9b
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009610-monthly-rollup-8f0630f1-89d0-40f6-a9d2-07e1250adc9b

7 for x86-based addresses the following
Systems issues:

This update contains
miscellaneous security
improvements to internal OS
functionality. No specific
issues are documented for

this release.
2022-01 Security This security update includes | KB5009621 N/A
Only Quality Update quality improvements. Key
for Windows changes include:
Embedded Standard | This update contains
7 for x86-based miscellaneous security
Systems improvements to internal OS

functionality. No specific
issues are documented for

this release.
2022-01 Security This security update KB5009711 N/A
Only Update for .NET | addresses an issue where an
Framework 3.5.1, unauthenticated attacker
4.5.2,4.6,4.6.1, could cause a denial of
4.6.2,4.7,4.7.1, service on an affected
4.7.2, 4.8 for system. For more
Windows Embedded information, see CVE-2022-
Standard 7 21911.
2022-01 Cumulative | This non-security update KB5010790 N/A

Update for Windows includes quality

10 Version 1607 for improvements. Key changes
x64-based Systems. include:

Addresses a known issue
that might cause IP Security
(IPSEC) connections that
contain a Vendor ID to fail.
VPN connections using Layer
2 Tunneling Protocol (L2TP)
or IP security Internet Key
Exchange (IPSEC IKE) might
also be affected.

Addresses a known issue
that might cause Windows
Servers to restart
unexpectedly after installing
the January 11, 2022 update
on domain controllers (DCs).
Addresses an issue that
prevents Active Directory
(AD) attributes from being
written properly during a
Lightweight Directory Access

) | |
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009621-security-only-update-b2caf8c3-a53c-45e3-ab61-725481c1e783
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009621-security-only-update-b2caf8c3-a53c-45e3-ab61-725481c1e783
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009711-13efdd6f-dede-4dca-9ac4-a495a878e213
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb5009711-13efdd6f-dede-4dca-9ac4-a495a878e213
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d6636790-b129-4739-948b-9d18ad8baa78

Protocol (LDAP) modify
operation when you make
multiple attribute changes.
Addresses an issue that
might prevent removable
media that is formatted
using the Resilient File
System (ReFS) from
mounting or might cause the
removable media to mount
in the RAW file format. This
issue occurs after installing
the January 11, 2022
Windows update.

2022-01 Cumulative | This security update includes | KB5009546 N/A
Update for Windows quality improvements. Key
Server 2016 for x64- | changes include:

based Systems Addresses an issue that
causes searchindexer.exe to
stop responding during a
dismount operation in the
Remote Desktop setup
environment.

Addresses an issue that
causes the BranchCache
republication cache to take
up more space than it is
assigned. This issue occurs if
the cache size exceeds
OXFFFFFFFF (4294967295)
bytes within a short period
(usually within 30 minutes).

2022-01 Cumulative | A security issue has been KB5009718 N/A
Update for .NET identified in a Microsoft

Framework 3.5, software product that could

4.7.2 and 4.8 for affect your system. You can

Windows 10 Version help protect your system by

1809 for x64 installing this update from

Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.
After you install this update,
you may have to restart your
system.

2022-01 Cumulative | A security issue has been KB5009557 N/A
Update for Windows identified in a Microsoft

10 Version 1809 for software product that could
x64-based Systems affect your system. You can
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=89f0cd1c-e9a5-4b55-aa74-bda62b237343
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1794af4e-486f-4653-a3eb-f470bfc1af29

help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.
After you install this update,
you may have to restart your
system.

2022-01 Cumulative
Update for Windows
10 Version 1607 for
x64-based Systems

This security update includes
quality improvements. Key
changes include:

Addresses an issue that
causes searchindexer.exe to
stop responding during a
dismount operation in the
Remote Desktop setup
environment.

Addresses an issue that
causes the BranchCache
republication cache to take
up more space than it is
assigned. This issue occurs if
the cache size exceeds
OXFFFFFFFF (4294967295)
bytes within a short period
(usually within 30
minutes).Windows 7
Windows Server 2008

KB5009546

N/A
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https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91

