Security Patches:

BD Pyxis™ MedStation™ 4000

June 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for June 2023 will not install on BD Pyxis™ MedStation™ 4000.

The patches include updates that may adversely affect BD Pyxis™ MedStation™ 4000. These
patches will not be and should not be installed on BD Pyxis™ MedStation™ 4000 at this time.

Customers that maintain patches independent of BD automated delivery should ensure these
actions are not performed as the acting responsible entity in order to maintain the correct
security posture of the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering.

Microsoft® patches

Patch name Description Patch ID Notes
Windows Malicious The Windows Malicious Software Removal Tool (MSRT) helps remove KB890830 1
Software Removal Tool - malicious software from computers.

v5.114

2023-06 Security Only This update contains miscellaneous security improvements to internal KB5027277 1
Quality Update for Windows OS functionality. No additional issues were documented for

Windows Server 2008 for this release.

x86-based Systems

2023-06 Security Monthly This cumulative security update contains improvements that are part of ~ KB5027279 1
Quality Rollup for Windows ~ update KB5026408 (released May 9, 2023). This update also contains
Server 2008 for x86-based miscellaneous security improvements to internal Windows OS

functionality. No specific issues are documented for this release.
Systems

Note:-

1. Patch(es) could not be verified due to system environment issues.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ba4dee0b-34e7-46aa-a3ba-e503927c7b80
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e5a5cbd0-acc8-43e0-964a-35aaad2f36a7
https://support.microsoft.com/help/5026408
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b69a94cb-222a-4c1a-a9b3-dd88ea8d54d6

Security Patches:

BD Pyxis CIISafe

June 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for June 2023 will not install on BD Pyxis CIISafe.

The patches include updates that may adversely affect BD Pyxis CIISafe. These patches will not
be and should not be installed on BD Pyxis CIISafe at this time.

Customers that maintain patches independent of BD automated delivery should ensure these
actions are not performed as the acting responsible entity in order to maintain the correct
security posture of the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering.

Microsoft® patches

Patch name Description Patch ID Notes

2023-06 Security Only A security issue has been identified in a Microsoft software product that  KB5027531 1
Update for .NET Framework  could affect your system. You can help protect your system by installing
3.51,4.6.2,4.7,4.7.1,4.7.2, this update from Microsoft. For a complete listing of the issues that are
4.8 for Windows Embedded  included in this update, see the associated Microsoft Knowledge Base
Standard 7 (KB5027531) article. After you install this update, you may have to restart your

system.

2023-06 Security Monthly A security issue has been identified in a Microsoft software product that ~ KB5027275 1
Quality Rollup for Windows  could affect your system. You can help protect your system by installing

Embedded Standard 7 for this update from Microsoft. For a complete listing of the issues that are
x86-based Systems included in this update, see the associated Microsoft Knowledge Base
(KB5027275) article. After you install this update, you may have to restart your

system.


https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=792b7007-1d61-4f69-b18a-e9bc5be2f093
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6d2e9c6b-69c9-482d-ba95-a62afd4b0668

& BD

202%'06 Security and A security issue has been identified in a Microsoft software product that
Quality Rollup for .NET could affect your system. You can help protect your system by installing

Framework 3.5.1, 4.6.2, 4.7,  this update from Microsoft. For a complete listing of the issues that are KB5027540
4.71,4.7.2, 4.8 for Windows included in this update, see the associated Microsoft Knowledge Base

Embedded Standard 7 article. After you install this update, you may have to restart your

(KB5027540) system.

2023-06 Security Only A security issue has been identified in a Microsoft software product that KB5027256

Quality Update for Windows  could affect your system. You can help protect your system by installing

Embedded Standard 7 for this update from Microsoft. For a complete listing of the issues that are
x86-based Systems included in this update, see the associated Microsoft Knowledge Base
(KB5027256) article. After you install this update, you may have to restart your
system.
Note:-

1. Patch(es) could not be verified due to system environment issues.
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https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ac4edc8b-c01b-46c6-84e0-a04d4fca5c2d
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ac4edc8b-c01b-46c6-84e0-a04d4fca5c2d

