Security Patches:

BD Pyxis™ MedStation™ 3500

March 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for March 2023 will not install on BD Pyxis™ MedStation™ 3500.

The patches include updates that may adversely affect BD Pyxis™ MedStation™ 3500. These
patches will not be and should not be installed on BD Pyxis™ MedStation™ 3500 at this time.

Customers that maintain patches independent of BD automated delivery should ensure these
actions are not performed as the acting responsible entity in order to maintain the correct
security posture of the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering.

Microsoft® patches

Patch name Description Patch ID Notes
2023-03 Security Only This update makes improvements for the following: KB502375 1
Quality Update for 9

e The Local Security Authority Subsystem Service (Lsass.exe)
might stop responding after System Preparation (sysprep) is run
on a domain-joined device.

e By order of the Mexican government in October 2022, the
United Mexican States will not observe daylight saving time
(DST) in 2023.

Windows Embedded
Standard 7 for x86-based
Systems

2023-03 Security Monthly This cumulative security update contains improvements that are part of ~ KB502376 1
Quality Rollup for Windows  update KB5022872 (released February 14, 2023). This update also 9
Embedded Standard 7 for makes improvements for the following issues:

86-based Systems
X y = The Local Security Authority Subsystem Service (Lsass.exe)

might stop responding after System Preparation (sysprep) is run
on a domain-joined device.

e By order of the Mexican government in October 2022, the
United Mexican States will not observe daylight saving time
(DST) in 2023.

Note:-

1. Due to environment issue patches were unable to be validated this month.

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

A
bd.com w B D

BD and the BD Logo are trademarks of Becton, Dickinson and Company
or its affiliates. © 2022 BD. All rights reserved.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6a979f06-7415-48c6-9c7e-78009d2aad5a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6a979f06-7415-48c6-9c7e-78009d2aad5a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=51a46ad8-58a9-4922-8e33-8351a05c6bf8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=51a46ad8-58a9-4922-8e33-8351a05c6bf8

Security Patches:

BD Pyxis™ MedStation™ 4000

March 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for March 2023 will not install on BD Pyxis™ MedStation™ 4000.

The patches include updates that may adversely affect BD Pyxis™ MedStation™ 4000. These
patches will not be and should not be installed on BD Pyxis™ MedStation™ 4000 at this time.

Customers that maintain patches independent of BD automated delivery should ensure these
actions are not performed as the acting responsible entity in order to maintain the correct
security posture of the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering.

Microsoft® patches

Patch name Description Patch ID Notes
Windows Malicious The Windows Malicious Software Removal Tool (MSRT) helps remove KB890830 1
Software Removal Tool - malicious software from computers.

v5.111

2023-03 Security Only This update makes improvements for the following issues: KB5023754 1
Quality Update for

Windows Server 2008 for = The Local Security Authority Subsystem Service (Lsass.exe) might

x86-based Systems stop responding after System Preparation (sysprep) is run on a

domain-joined device.

= By order of the Mexican government in October 2022, the
United Mexican States will not observe daylight saving time
(DST) in 2023.

2023-03 Security Monthly This cumulative security update contains improvements that are part of KB5023755 1
Quality Rollup for Windows ~ update KB5022890 (released February 14, 2023).

Server 2008 for x86-based
Systems

Note:-

1. Due to environment issue patches were unable to be validated this month.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=130899c9-c1f5-4dae-a5ae-ae9d8159f582
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8cd024f0-d5cb-4ce9-9717-88ac23c82187
https://support.microsoft.com/help/5022890
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=69afe064-8ce9-4914-9fa8-df7a497b4007

