BD Pyxis™ MedStation™ 4000

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020

The patches include updates that may adversely affect MedStation™4000. These patches
will not be and should not be installed on MedStation™4000 at this time.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the
correct security posture of the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering

Patch Name Patch Description Patch ID Notes

Microsoft Windows

Server 2008 x86 2019-12 Security Only Quality Update for KB4530719
Security Only and Windows Server 2008 for x86-based

2019-12 Security Monthly Quality Rollup

for Windows Server 2008 for x86-based KB4530695

Systems (KB4530695)

2020-01 Security Monthly Quality Rollup
for Windows Server 2008 for x86-based KB4534303
Systems (KB4534303) 1

2020-01 Security Only Quality Update for
Windows Server 2008 for x86-based KB4534312
Systems (KB4534312)

2020-02 Security Only Quality Update for
Windows Server 2008 for x86-based KB4537822
Systems (KB4537822)

2020-02 Security Monthly Quality Rollup
for Windows Server 2008 for x86-based KB4537810
Systems (KB4537810)

Notes:

1. Updates will not install on BD Pyxis MedStation 4000 (2008 Console only). Patches
mentioned above are not approved for installation on this product.
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BD HealthSight™ Viewer

February 2020

Critical and/or Security Patches - February 2020

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security

related for February 2020

The patches include updates that may adversely affect HealthSight™ Viewer. These
patches will not be and should not be installed on HealthSight™ Viewer at this time.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the

correct security posture of the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering

2 CU11

complete listing of the issues that are
included in this update, see the
associated Microsoft Knowledge Base
article. After you install this update,
you may have to restart your system.

Patch Name Patch Description Patch ID Notes
A security issue has been identified in
a Microsoft software product that
could affect your system. You can
help protect your system by installin
ol Ljpeeis el Sl thispup date f:/om M»;crosofty For a °
Server 2016 Service Pack P ) KB4535706 1

Notes:

1. Updates will not install on BD HealthSight™ Viewer. Patch mentioned above is not

approved for installation on this product.
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BD Pyxis™ MedStation™ ES
February 2020

Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020

The patches include updates that may adversely affect MedStation™ ES. These patches will
not be and should not be installed on MedStation™ ES at this time.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the
correct security posture of the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering

Patch Name Patch Description Patch ID Notes

A security issue has been identified in
a Microsoft software product that
could affect your system. You can
help protect your system by installing
this update from Microsoft. For a
complete listing of the issues that are
included in this update, see the
associated Microsoft Knowledge Base
article. After you install this update,
you may have to restart your system.

Security Update for SQL
Server 2016 Service Pack
2 GDR

KB4532097 1

Notes:

1. Updates will not install on BD MedStation™ ES. Patch mentioned above is not
approved for installation on this product.
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BD Pyxis™ Anesthesia Station ES

February 2020

Critical and/or Security Patches - February 2020

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security

related for February 2020

The patches include updates that may adversely affect Anesthesia Station ES. These
patches will not be and should not be installed on Anesthesia Station ES at this time.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the

correct security posture of the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering

2 GDR

complete listing of the issues that are
included in this update, see the
associated Microsoft Knowledge Base
article. After you install this update,
you may have to restart your system.

Patch Name Patch Description Patch ID Notes
A security issue has been identified in
a Microsoft software product that
could affect your system. You can
help protect your system by installin
ol Ljpeeis el Sl thispup date f:/om M»;crosofty For a °
Server 2016 Service Pack P ) KB4532097 1

Notes:

1. Updates will not install on BD Anesthesia Station ES. Patch mentioned above is not

approved for installation on this product.
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BD Pyxis™ Security Module
February 2020

Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the
correct security posture of the system(s).
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BD Pyxis™ Order Viewer

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the
correct security posture of the system(s).
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BD Pyxis™ Supply

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020.Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the
correct security posture of the system(s).
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BD Alaris™ Systems Manager

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the
correct security posture of the system(s).
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BD Pyxis™ Logistics

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the
correct security posture of the system(s).
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BD Pyxis ™ Data Agent

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the
correct security posture of the system(s).
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Identity Management

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure
these actions are not performed as the acting responsible entity in order to maintain the
correct security posture of the system(s).
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BD Care Coordination Engine

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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BD Pyxis™ CIISafe™

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020.Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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BD Pyxis™ MedStation™ 3500

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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BD Pyxis™ Anesthesia system 3500

February 2020
9Critical and/or Security Patches — February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related February 2020. Patches delivered in the month were not found to adversely affect
this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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BD Pyxis™ Anesthesia Station 4000

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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BD Pyxis™ CUBIE™ Replenishment System

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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BD Pyxis™ PharmoPack™

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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BD Pyxis™ Barcode Labeling

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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BD Pyxis™ IV Prep

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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BD Health Sight™ Patient Association

February 2020
Critical and/or Security Patches - February 2020
Microsoft® & Third-Party Patches

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2020. Patches delivered in the month were not found to adversely
affect this BD product and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).
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