
 

 

 

BD Product Name: BD Pyxis™ Anesthesia Station ES 

Date of Critical or Security Patches:  November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020 will not install on BD Pyxis™ Anesthesia Station ES. 

The patch includes updates that may adversely affect Windows 10 Anesthesia Station ES. 
This patch will not be and should not be installed on BD Pyxis™ Anesthesia Station ES at 
this time.  

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 
Note: This patch only apply to the latest supported version(s) of the BD offering. 

 

Patch Name Description Patch ID Notes 

2020-11 Cumulative Update 
for Windows 10 Version 1607 
for x64-based Systems  

A security issue has been identified 
in a Microsoft software product that 
could affect your system. You can 
help protect your system by 
installing this update from 
Microsoft. 

KB4586830 None 

Windows Malicious Software 
Removal Tool x64 - v5.84 
 
 

The Windows Malicious Software 
Removal Tool (MSRT) helps remove 
malicious software from computers 

KB890830 None 

 

 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b3513228-4cd5-4356-8b51-11d0168158ca
https://support.microsoft.com/en-us/help/890830/remove-specific-prevalent-malware-with-windows-malicious-software-remo


 

 

 

BD Product Name: BD Pyxis™ Supply  

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020 will not install on BD Pyxis™ Supply. 

The patch includes updates that may adversely affect Pyxis™ Supply. This patch will not be 
and should not be installed on BD Pyxis™ Supply at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 
BD Product Name: BD Alaris™ Systems Manager 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020 will not install on BD Alaris™ Systems Manager. 

The patch includes updates that may adversely affect Alaris™ Systems Manager. This 
patch will not be and should not be installed on BD Alaris™ Systems Manager at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ MedStation™ ES 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches - November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 
November 2020. Patches delivered in the month were not found to adversely affect this BD product 
and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 
are not performed as the acting responsible entity in order to maintain the correct security posture of 
the system(s). 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ CII Safe ES 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 
November 2020. Patches delivered in the month were not found to adversely affect this BD product 
and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 
are not performed as the acting responsible entity in order to maintain the correct security posture of 
the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Care Coordination Engine 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 
November 2020. Patches delivered in the month were not found to adversely affect this BD product 
and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 
are not performed as the acting responsible entity in order to maintain the correct security posture of 
the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ MedStation™ 4000 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 
November 2020. Patches delivered in the month were not found to adversely affect this BD product 
and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 
are not performed as the acting responsible entity in order to maintain the correct security posture of 
the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ MedStation™ 3500  

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 
November 2020. Patches delivered in the month were not found to adversely affect this BD product 
and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 
are not performed as the acting responsible entity in order to maintain the correct security posture of 
the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Product Name: BD Pyxis™ Anesthesia system 3500 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 
November 2020. Patches delivered in the month were not found to adversely affect this BD product 
and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 
are not performed as the acting responsible entity in order to maintain the correct security posture of 
the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Product Name: BD Pyxis™ Security Module  

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Product Name: BD Pyxis™ Anesthesia Station 4000 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Product Name: BD HealthSight™ Viewer 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Product Name: BD Pyxis™ Order Viewer 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 
 
 

 

 
 
 
 
 

 

 

 

 

 

 

 



 

 

 

 

BD Product Name: BD Pyxis™ Logistics 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020.Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 
 

BD Product Name: BD Pyxis ™ Data Agent 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 

 

 
 
 
 
 
 
 
 
 



 

 

 

BD Product Name: Identity Management 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020.Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement.  

Customers that maintain patches independent of BD automated delivery should ensure 
these actions are not performed as the acting responsible entity in order to maintain the 
correct security posture of the system(s). 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ CIISafe™ 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020.Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 
validated patches are installed on their BD systems as the acting responsible entity in 
order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ CUBIE™ Replenishment System 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 
validated patches are installed on their BD systems as the acting responsible entity in 
order to maintain the correct security posture of the system(s). 

 

 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ PharmoPack™ 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 
validated patches are installed on their BD systems as the acting responsible entity in 
order to maintain the correct security posture of the system(s). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 
 
 

BD Product Name: BD Pyxis™ Barcode Labeling 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 
validated patches are installed on their BD systems as the acting responsible entity in 
order to maintain the correct security posture of the system(s). 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ IV Prep 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 
validated patches are installed on their BD systems as the acting responsible entity in 
order to maintain the correct security posture of the system(s). 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

 

 



 

 

 
BD Product Name: BD Health Sight™ Patient Association 

Date of Critical or Security Patches: November 2020 

Abstract: Critical or Security Patches – November 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 
related for November 2020. Patches delivered in the month were not found to adversely 
affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 
validated patches are installed on their BD systems as the acting responsible entity in 
order to maintain the correct security posture of the system(s). 

 


