
 

 

 

BD Pyxis™ MedStation™ 3500  

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020 will not install on Windows server 2008 32-bit BD Pyxis™ MedStation 

3500 Consoles. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s) 

Note: These patches only apply to the latest supported version(s) of the BD offering. 

Patch Name 
 

                 Description 

KB4556406 2020-05 Security Only Update for .NET Framework 
2.0, 3.0, 4.5.2, 4.6 for Windows Server 2008 SP2 

KB4556402 2020-05 Security and Quality Rollup for .NET 
Framework 2.0, 3.0, 4.5.2, 4.6 for Windows Server 
2008 SP2 

KB4537767 2020-02 Cumulative Security Update for Internet 
Explorer 9 for Windows Server 2008 for x86-based 
systems 

KB4556860 2020-05 Security Monthly Quality Rollup for 
Windows Server 2008 for x86-based Systems 

KB4556798 2020-05 Cumulative Security Update for Internet 
Explorer 9 for Windows Server 2008 for x86-based 
systems 

KB4550957 2020-04 Security Only Quality Update for Windows 
Server 2008 for x86-based Systems 

KB4541504 2020-03 Security Only Quality Update for Windows 
Server 2008 for x86-based Systems 

KB4556854 2020-05 Security Only Quality Update for Windows 
Server 2008 for x86-based Systems  

 

 

 

 

 

 



 

 

 

BD Pyxis™ Security Module  

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020 will not install on Windows server 2008 R2 64-bit BD Pyxis™ Security 

Module. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s) 

Note: These patches only apply to the latest supported version(s) of the BD offering. 

 

Patch Name                  Description 

KB4556399 2020-05 Security and Quality Rollup for .NET 
Framework 3.5.1, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 
4.7.2, 4.8 for Windows Server 2008 R2 for x64 

KB4556403 2020-05 Security Only Update for .NET Framework 
3.5.1, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 
for Windows Server 2008 R2 for x64 

KB4538483 2020-05 Extended Security Updates (ESU) Licensing 
Preparation Package for Windows Server 2008 R2 
for x64-based Systems 

KB4556836 2020-05 Security Monthly Quality Rollup for 
Windows Server 2008 R2 for x64-based Systems 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Pyxis™ Supply  

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020 will not install on Windows server 2008 R2 32-bit BD Pyxis™ Supply. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s) 

Note: These patches only apply to the latest supported version(s) of the BD offering. 

Patch Name                  Description 

KB4556406 2020-05 Security Only Update for .NET Framework 
2.0, 3.0, 4.5.2, 4.6 for Windows Server 2008 SP2 

KB4556402 2020-05 Security and Quality Rollup for .NET 
Framework 2.0, 3.0, 4.5.2, 4.6 for Windows Server 
2008 SP2 

KB4537767 2020-02 Cumulative Security Update for Internet 
Explorer 9 for Windows Server 2008 for x86-based 
systems 

KB4556860 2020-05 Security Monthly Quality Rollup for 
Windows Server 2008 for x86-based Systems 

KB4556798 2020-05 Cumulative Security Update for Internet 
Explorer 9 for Windows Server 2008 for x86-based 
systems 

KB4550957 2020-04 Security Only Quality Update for Windows 
Server 2008 for x86-based Systems 

KB4541504 2020-03 Security Only Quality Update for Windows 
Server 2008 for x86-based Systems 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Care Coordination Engine 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020 will not install on Windows server 2008 64-bit BD Pyxis™ Care 

Coordination Engine. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s) 

Note: These patches only apply to the latest supported version(s) of the BD offering. 

Patch Name                  Description 

KB890830 Windows Malicious Software Removal Tool 
x64 - v5.82  

KB4557900 2020-05 Update for Windows Server 2008 
for x64-based Systems  

KB4556860 2020-05 Security Monthly Quality Rollup for 
Windows Server 2008 for x64-based 
Systems  

KB4555448 2020-05 Servicing Stack Update for 
Windows Server 2008 for x64-based 
Systems  

KB4556854 2020-05 Security Only Quality Update for 
Windows Server 2008 for x64-based 
Systems  

KB4556798 2020-05 Cumulative Security Update for 
Internet Explorer 9 for Windows Server 2008 
for x64-based systems  

KB4556406 2020-05 Security Only Update for .NET 
Framework 2.0, 3.0, 4.5.2, 4.6 for Windows 
Server 2008 SP2 for x64 

KB4556402 2020-05 Security and Quality Rollup for .NET 
Framework 2.0, 3.0, 4.5.2, 4.6 for Windows 
Server 2008 SP2 for x64 

 

 

 

 



 

 

 

BD Pyxis™ Anesthesia system 3500 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020 will not install on Windows 7 32-bit BD Pyxis™ Anesthesia system 

3500. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s) 

Note: These patches only apply to the latest supported version(s) of the BD offering. 

Patch Name                  Description 

KB890830 Windows Malicious Software Removal Tool 
x64 - v5.82 

KB4555449 2020-05 Servicing Stack Update for Windows 
Embedded Standard 7 for x86-based Systems  

KB4556836 2020-05 Security Monthly Quality Rollup for 
Windows Embedded Standard 7 for x86-based 
Systems  

KB4556798 2020-05 Cumulative Security Update for Internet 
Explorer 11 for Windows Embedded Standard 7 for 
x86-based systems  

KB4556843 
 

2020-05 Security Only Quality Update for Windows 
Embedded Standard 7 for x86-based Systems  

KB4556403 2020-05 Security Only Update for .NET Framework 
3.5.1, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 
for Windows Embedded Standard 7  

KB4556399 2020-05 Security and Quality Rollup for .NET 
Framework 3.5.1, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 
4.7.2, 4.8 for Windows Embedded Standard 7 

KB4538483 2020-05 Extended Security Updates (ESU) Licensing 
Preparation Package for Windows Embedded 
Standard 7 for x86-based Systems  

 

 

 

 

 



 

 

 

BD Pyxis™ MedStation™ ES 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for A May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Pyxis™ MedStation™ 4000 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for A May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 
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BD Pyxis™ Anesthesia Station 4000 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for A May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

BD Alaris™ Systems Manager 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for A May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

BD Pyxis™ Anesthesia Station ES 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for A May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD HealthSight™ Viewer 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

BD Pyxis™ Order Viewer 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 



 

 

 
BD Pyxis™ Logistics 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Pyxis ™ Data Agent 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 
  



 

 

 

Identity Management 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020.Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Pyxis™ CIISafe™ 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020.Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Pyxis™ CUBIE™ Replenishment System 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

 

 

BD Pyxis™ PharmoPack™ 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Pyxis™ Barcode Labeling 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

 

 

BD Pyxis™ IV Prep 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

 

 

BD Health Sight™ Patient Association 

May 2020 

Critical and/or Security Patches – May 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for May 2020. Patches delivered in the month were not found to adversely affect 

this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 


