
 

 

 

 

 

Security Module  

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect Security Module. These patches will 

not be and should not be installed on Security Module at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious 

Software Removal Tool - 

November 2019 

After the download, this tool runs one 
time to check your computer for infection 
by specific, prevalent malicious software 
(including Blaster, Sasser, and Mydoom) 
and helps remove any infection that is 
found. If an infection is found, the tool 
will display a status report the next time 
that you start your computer. A new 
version of the tool will be offered every 
month. If you want to manually run the 
tool on your computer, you can download 
a copy from the Microsoft Download 
Center, or you can run an online version 
from microsoft.com. This tool is not a 
replacement for an antivirus product. To 
help protect your computer, you should 
use an antivirus product. 

KB890830 1 

 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd


 

 

 

 

 

BD Pyxis™ MedStation™ ES 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect MedStation™ES. These patches will 

not be and should not be installed on MedStation™ES at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious Software 

Removal Tool - November 2019 

After the download, this tool runs one time to check 
your computer for infection by specific, prevalent 
malicious software (including Blaster, Sasser, and 
Mydoom) and helps remove any infection that is 
found. If an infection is found, the tool will display a 
status report the next time that you start your 
computer. A new version of the tool will be offered 
every month. If you want to manually run the tool on 
your computer, you can download a copy from the 
Microsoft Download Center, or you can run an online 
version from microsoft.com. This tool is not a 
replacement for an antivirus product. To help protect 
your computer, you should use an antivirus product. 

KB890830 1 

Cumulative Update for Windows 

10 Version 1809 for x86-based 

Systems 

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install 
this update, you may have to restart your system. 

KB4523205 2 

Cumulative Update for Windows 

10 Version 1607 for x64-based 

Systems  

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install 
this update, you may have to restart your system. 

KB4525236 3 

Vulnerabilities in Microsoft XML 
Core Services 6.0 RTM Could 
Allow Remote Code Execution 

A vulnerability exists in Microsoft XML Core Services 
that could allow for information disclosure because 
the XMLHTTP ActiveX control incorrectly interprets an 
HTTP server-side redirect. 

KB925673 4 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c0e9628c-ad49-4a51-84c0-2e18951adb68
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=40726976-3112-4667-aa22-4e882e8b635a
https://www.microsoft.com/en-us/download/details.aspx?id=9528


 

 

 
 

BD Pyxis™ Anesthesia Station ES 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect Anesthesia Station ES. These 

patches will not be and should not be installed on Anesthesia Station ES at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious Software 

Removal Tool - November 2019 

After the download, this tool runs one time to check 
your computer for infection by specific, prevalent 
malicious software (including Blaster, Sasser, and 
Mydoom) and helps remove any infection that is found. 
If an infection is found, the tool will display a status 
report the next time that you start your computer. A 
new version of the tool will be offered every month. If 
you want to manually run the tool on your computer, 
you can download a copy from the Microsoft Download 
Center, or you can run an online version from 
microsoft.com. This tool is not a replacement for an 
antivirus product. To help protect your computer, you 
should use an antivirus product. 

KB890830 1 

Cumulative Update for Windows 

10 Version 1809 for x86-based 

Systems 

A security issue has been identified in a Microsoft 
software product that could affect your system. You can 
help protect your system by installing this update from 
Microsoft. For a complete listing of the issues that are 
included in this update, see the associated Microsoft 

Knowledge Base article. After you install this update, 
you may have to restart your system. 

KB4523205 2 

Cumulative Update for Windows 

10 Version 1607 for x64-based 

Systems  

A security issue has been identified in a Microsoft 
software product that could affect your system. You can 
help protect your system by installing this update from 
Microsoft. For a complete listing of the issues that are 
included in this update, see the associated Microsoft 
Knowledge Base article. After you install this update, 
you may have to restart your system. 

KB4525236 3 

Vulnerabilities in Microsoft XML 
Core Services 6.0 RTM Could Allow 
Remote Code Execution 

A vulnerability exists in Microsoft XML Core Services that 
could allow for information disclosure because the 
XMLHTTP ActiveX control incorrectly interprets an HTTP 
server-side redirect. 

KB925673 4 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c0e9628c-ad49-4a51-84c0-2e18951adb68
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=40726976-3112-4667-aa22-4e882e8b635a
https://www.microsoft.com/en-us/download/details.aspx?id=9528


 

 

 

 

BD Pyxis™ Order Viewer 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect Order Viewer. These patches will not 

be and should not be installed on Order Viewer at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious 

Software Removal Tool - 

November 2019 

After the download, this tool runs one 
time to check your computer for infection 
by specific, prevalent malicious software 
(including Blaster, Sasser, and Mydoom) 
and helps remove any infection that is 
found. If an infection is found, the tool 
will display a status report the next time 
that you start your computer. A new 
version of the tool will be offered every 
month. If you want to manually run the 
tool on your computer, you can download 
a copy from the Microsoft Download 
Center, or you can run an online version 
from microsoft.com. This tool is not a 
replacement for an antivirus product. To 
help protect your computer, you should 
use an antivirus product. 

KB890830 1 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd


 

 

 

 
BD Pyxis™ Supply  

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect Supply. These patches will not be 

and should not be installed on Supply at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious 

Software Removal Tool - 

November 2019 

After the download, this tool runs one 
time to check your computer for infection 
by specific, prevalent malicious software 
(including Blaster, Sasser, and Mydoom) 
and helps remove any infection that is 
found. If an infection is found, the tool 
will display a status report the next time 
that you start your computer. A new 
version of the tool will be offered every 
month. If you want to manually run the 
tool on your computer, you can download 
a copy from the Microsoft Download 
Center, or you can run an online version 
from microsoft.com. This tool is not a 
replacement for an antivirus product. To 
help protect your computer, you should 
use an antivirus product. 

KB890830 1 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd


 

 

 
 

 

BD Alaris™ Systems Manager 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect Systems Manager. These patches will 

not be and should not be installed on Systems Manager at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious 

Software Removal Tool - 

November 2019 

After the download, this tool runs one 
time to check your computer for infection 
by specific, prevalent malicious software 
(including Blaster, Sasser, and Mydoom) 
and helps remove any infection that is 
found. If an infection is found, the tool 
will display a status report the next time 
that you start your computer. A new 
version of the tool will be offered every 
month. If you want to manually run the 
tool on your computer, you can download 
a copy from the Microsoft Download 
Center, or you can run an online version 
from microsoft.com. This tool is not a 
replacement for an antivirus product. To 
help protect your computer, you should 
use an antivirus product. 

KB890830 1 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd


 

 

 
 

 

BD Pyxis™ Logistics 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect Logistics. These patches will not be 

and should not be installed on Logistics at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious 

Software Removal Tool - 

November 2019 

After the download, this tool runs one 
time to check your computer for infection 
by specific, prevalent malicious software 
(including Blaster, Sasser, and Mydoom) 
and helps remove any infection that is 
found. If an infection is found, the tool 
will display a status report the next time 
that you start your computer. A new 
version of the tool will be offered every 
month. If you want to manually run the 
tool on your computer, you can download 
a copy from the Microsoft Download 
Center, or you can run an online version 
from microsoft.com. This tool is not a 
replacement for an antivirus product. To 
help protect your computer, you should 
use an antivirus product. 

KB890830 1 

 

 

 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd


 

 

 

 

 

 

 

 

 

Data Agent 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect Data Agent. These patches will not 

be and should not be installed on Data Agent at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious 

Software Removal Tool - 

November 2019 

After the download, this tool runs one 
time to check your computer for infection 
by specific, prevalent malicious software 
(including Blaster, Sasser, and Mydoom) 
and helps remove any infection that is 
found. If an infection is found, the tool 
will display a status report the next time 
that you start your computer. A new 
version of the tool will be offered every 
month. If you want to manually run the 
tool on your computer, you can download 
a copy from the Microsoft Download 
Center, or you can run an online version 
from microsoft.com. This tool is not a 
replacement for an antivirus product. To 
help protect your computer, you should 
use an antivirus product. 

KB890830 1 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd


 

 

 

 
Infusion PC Apps 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect Infusion PC Apps. These patches will 

not be and should not be installed on Infusion PC Apps at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious 

Software Removal Tool - 

November 2019 

After the download, this tool runs one 
time to check your computer for infection 
by specific, prevalent malicious software 
(including Blaster, Sasser, and Mydoom) 
and helps remove any infection that is 
found. If an infection is found, the tool 
will display a status report the next time 
that you start your computer. A new 
version of the tool will be offered every 
month. If you want to manually run the 
tool on your computer, you can download 
a copy from the Microsoft Download 
Center, or you can run an online version 
from microsoft.com. This tool is not a 
replacement for an antivirus product. To 
help protect your computer, you should 
use an antivirus product. 

KB890830 1 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd


 

 

 
 

 

Identity Management 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019.  

The patches include updates that may adversely affect Identity Management. These patches 

will not be and should not be installed on Identity Management at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
Note: These patches only apply to the latest supported version(s) of the BD offering 

 

Patch Name Patch Description Patch ID Notes 

Windows Malicious 

Software Removal Tool - 

November 2019 

After the download, this tool runs one 
time to check your computer for infection 
by specific, prevalent malicious software 
(including Blaster, Sasser, and Mydoom) 
and helps remove any infection that is 
found. If an infection is found, the tool 
will display a status report the next time 

that you start your computer. A new 
version of the tool will be offered every 
month. If you want to manually run the 
tool on your computer, you can download 
a copy from the Microsoft Download 
Center, or you can run an online version 
from microsoft.com. This tool is not a 
replacement for an antivirus product. To 
help protect your computer, you should 
use an antivirus product. 

KB890830 1 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=873c9d45-b7f8-4041-9214-89c2281056bd


 

 

 

 

BD Care Coordination Engine 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Pyxis™ CIISafe™ 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Pyxis™MedStation™ 3500  

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Pyxis™MedStation™ 4000 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

BD Pyxis™Anesthesia system 3500 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Pyxis™ Anesthesia Station 4000 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Pyxis™ CUBIE™ Replenishment 
System 
 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

BD Pyxis™ PharmoPack™ 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

BD Pyxis™ Barcode Labeling 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

BD Pyxis™ IV Prep 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

BD HealthSight™ Viewer 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 
 

BD Health Sight™ Patient Association 

November 2019 

Critical and/or Security Patches – November 2019 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for November 2019. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order 

to maintain the correct security posture of the system(s). 


