
 

 

 

BD Product Name: BD Pyxis™ MedStation™ 3500  

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020  

The patches include updates that may adversely affect Windows Server 2008 32 Bit BD 

Pyxis™MedStation 3500 Consoles. These patches will not be and should not be installed on 

BD Pyxis™MedStation 3500 Consoles at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

Note: These patches only apply to the latest supported version(s) of the BD offering 

Patch Name Description Patch ID Notes 

2020-07 Security Only 
Quality Update for 
Windows Server 2008 for 
x86-based Systems  
 

This security update includes quality 
improvements. Key changes include: 
Security updates to Windows App 
Platform and Frameworks, Windows 
Apps, Windows Graphics, Windows 
Fundamentals, Windows Kernel, and 
Windows SQL components. 

KB4565529 None 

Security Only Update for 
.NET Framework 2.0, 3.0, 
4.5.2, 4.6 for Windows 
Server 2008 SP2 

The security update addresses the 
vulnerability by correcting how .NET 
Framework validates the source 
markup of XML content. 

KB4566469 None 

2020-07 Security and 
Quality Rollup for .NET 
Framework 2.0, 3.0, 4.5.2, 
4.6 for Windows Server 
2008 SP2  

The security update addresses the 
vulnerability by correcting how .NET 
Framework validates the source 
markup of XML content. 

KB4566520 None 

2020-07 Security Monthly 
Quality Rollup for 
Windows Server 2008 for 
x86-based Systems  

This security update includes 
improvements and fixes that were a 
part of update KB4561670 (released 
June 9, 2020) and addresses the 
following issues: 
Security updates to Windows App 
Platform and Frameworks, Windows 
Apps, Windows Graphics, Windows 

KB4565536 None 

https://support.microsoft.com/en-in/help/4565529/windows-server-2008-update-kb4565529
https://support.microsoft.com/en-in/help/4566469/kb4566469
https://support.microsoft.com/en-in/help/4566520/kb4566520
https://support.microsoft.com/en-sg/help/4565536/windows-server-2008-update-kb4565536


 

 

Fundamentals, Windows Kernel, the 
Microsoft Scripting Engine, and 
Windows SQL components. 

2020-07 Cumulative 
Security Update for 
Internet Explorer 9 for 
Windows Server 2008 for 
x86-based systems  

This security update resolves 
vulnerabilities in Internet Explorer. 

KB4565479 None 

2020-05 Security Only 
Update for .NET 
Framework 2.0, 3.0, 4.5.2, 
4.6 for Windows Server 
2008 SP2  

The update addresses the 
vulnerability by correcting how .NET 
Framework activates COM objects. 

KB4556406 None 

2018-10 Security Monthly 
Quality Rollup for 
Windows Server 2008 for 
x86-based Systems  
 

This security update includes 
improvements and fixes that were a 
part of update KB4458315 (released 
September 20, 2018) and addresses 
the following issues: 
Addresses an issue in which all guest 
virtual machines running Unicast 
NLB fail to respond to NLB requests 
after the virtual machines restart. 
Security updates to Windows Media 
Player, Microsoft Office Graphics, 
Microsoft Graphics Component, 
Windows Storage and Filesystems, 
and the Microsoft JET Database 
Engine. 

KB4463097 None 

2020-06 Security Only 
Quality Update for 
Windows Server 2008 for 
x86-based Systems  
 

This security update includes quality 
improvements. Key changes include: 
Security updates to Windows App 
Platform and Frameworks, Windows 
Kernel, Microsoft Graphics 
Component, Windows Input and 
Composition, Windows Media, 
Windows Cloud Infrastructure, 
Windows Peripherals, Windows File 
Server and Clustering, Windows 
Hybrid Storage Services, and the 
Microsoft JET Database Engine. 

KB4561645 None 

https://support.microsoft.com/en-in/help/4565479/cumulative-security-update-for-internet-explorer
https://support.microsoft.com/en-in/help/4556406/kb4556406
https://support.microsoft.com/en-in/help/4463097/windows-server-2008-update-kb4463097
https://support.microsoft.com/en-in/help/4561645/windows-server-2008-update-kb4561645


 

 

2019-03 Security Monthly 
Quality Rollup for 
Windows Server 2008 for 
x86-based Systems  

This security update includes 
improvements and fixes that were a 
part of update KB4487022 (released 
February 19, 2019) and addresses 
the following issues: 
Addresses an issue in which the 
abbreviated Japanese Era name did 
not refer to the typographic ligature.  
Addresses an issue that fails to 
recognize the first character of the 
Japanese era name as an 
abbreviation and may cause date 
parsing issues. 
Security updates to Internet 
Explorer, Windows App Platform 
and Frameworks, Windows Server, 
Windows Hyper-V, Windows Storage 
and Filesystems, Windows 
Fundamentals, Windows Kernel, 
Windows MSXML, and the Microsoft 
JET Database Engine. 

KB4489880 None 

2019-01 Security Monthly 
Quality Rollup for 
Windows Server 2008 for 
x86-based Systems  
 

This security update addresses the 
following issues: 
Provides protections against an 
additional subclass of speculative 
execution side-channel vulnerability 
known as Speculative Store Bypass 
(CVE-2018-3639) for AMD-based 
computers. These protections aren't 
enabled by default. For Windows 
Server guidance, follow the 
instructions in KB4072698. Use this 
guidance document to enable 
mitigations for Speculative Store 
Bypass (CVE-2018-3639). 
Additionally, use the mitigations 
that have already been released for 
Spectre Variant 2 (CVE-2017-5715) 
and Meltdown (CVE-2017-5754). 
Addresses an issue that affects 
PowerShell remoting loop back 
using non-administrator accounts. 
For more details, see Windows 
Security change affecting 
PowerShell.  

KB4480968 None 

https://support.microsoft.com/en-in/help/4489880/windows-server-2008-kb4489880
https://support.microsoft.com/en-in/help/4480968/windows-server-2008-update-kb4480968


 

 

Security updates to Windows 
Kernel, Windows Storage and 
Filesystems, Windows Wireless 
Networking, and the Microsoft JET 
Database Engine. 
 

2019-05 Security Monthly 
Quality Rollup for 
Windows Server 2008 for 
x86-based Systems  
 

This security update includes 
improvements and fixes that were a 
part of update KB4493460 (released 
April 25, 2019) and addresses the 
following issues: 
Addresses an issue that prevents the 
Microsoft Visual Studio Simulator 
from starting. 
Addresses an issue that may prevent 
applications that rely on 
unconstrained delegation from 
authenticating after the Kerberos 
ticket-granting ticket (TGT) expires 
(the default is 10 hours). 
Security updates to Windows App 
Platform and Frameworks, Microsoft 
Graphics Component, Windows 
Storage and Filesystems, Windows 
Cryptography, Windows Kernel, 
Windows Server, and the Microsoft 
JET Database Engine. 

KB4499149 None 

2019-07 Security Monthly 
Quality Rollup for 
Windows Server 2008 for 
x86-based Systems  
 

This security update includes 
improvements and fixes that were a 
part of update KB4503271 (released 
June 20, 2019) and addresses the 
following issues: 
Provides protections against a 
variant (CVE-2019-1125) of the 
Spectre Variant 1 speculative 
execution side channel vulnerability. 
Security updates to Windows Server, 
Microsoft Graphics Component, 
Windows Shell, Windows Input and 
Composition, and Windows Kernel. 

KB4507452 None 

 

 

 

https://support.microsoft.com/en-in/help/4499149/windows-server-2008-update-kb4499149
https://support.microsoft.com/en-in/help/4507452/windows-server-2008-update-kb4507452


 

 

 

BD Product Name: BD Pyxis™ Supply  

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020 will not install on Windows server 2008 32-bit BD Pyxis™ 

Supply v9.4. 

The patches include updates that may adversely affect 32-bit BD Pyxis™ Supply 

v9.4.These patches will not be and should not be installed on 32-bit BD Pyxis™ Supply 

v9.4 at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

Note: These patches only apply to the latest supported version(s) of the BD offering. 

Patch Name Description Patch ID Notes 

2020-05 Security Only 
Update for .NET Framework 
2.0, 3.0, 4.5.2, 4.6 for 
Windows Server 2008 SP2 

The update addresses the vulnerability 
by correcting how .NET Framework 
activates COM objects. 

KB4556406 None 

2020-07 Security and 
Quality Rollup for .NET 
Framework 2.0, 3.0, 4.5.2, 
4.6 for Windows Server 
2008 SP2  
 

The security update addresses the 
vulnerability by correcting how .NET 
Framework validates the source 
markup of XML content. 

KB4566520 None 

2020-07 Security Only 
Update for .NET Framework 
2.0, 3.0, 4.5.2, 4.6 for 
Windows Server 2008 SP2  
 

The security update addresses the 
vulnerability by correcting how .NET 
Framework validates the source 
markup of XML content. 

KB4566469 None 

 

 

 

 

 

 

https://support.microsoft.com/en-in/help/4556406/kb4556406
https://support.microsoft.com/en-in/help/4566520/kb4566520
https://support.microsoft.com/en-in/help/4566469/kb4566469


 

 

BD Product Name: BD Care Coordination Engine 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020 will not install on Windows server 2008 64-bit BD Pyxis™ Care 

Coordination Engine DOD. 

The patches include updates that may adversely affect 64-bit BD Pyxis™ Care Coordination 

Engine DOD. These patches will not be and should not be installed on 64-bit BD Pyxis™ 

Care Coordination Engine DOD at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

Note: These patches only apply to the latest supported version(s) of the BD offering. 

 

Patch Name Description Patch ID Notes 

2020-02 Security 
Monthly Quality Rollup 
for Windows Server 
2008 for x64-based 
System  
 

This security update includes 
improvements and fixes that were a 
part of update KB4534303 (released 
January 14, 2020) and addresses the 
following issues: 
Security updates to Microsoft Graphics 
Component, Windows Input and 
Composition, Windows Shell, Windows 
Fundamentals, Windows Cryptography, 
Windows Hyper-V, Windows Core 
Networking, Windows Peripherals, 
Windows Network Security and 
Containers, Windows Storage and 
Filesystems, the Microsoft Scripting 
Engine, and Windows Server. 

KB4537810 None 

2020-02 Security Only 
Quality Update for 
Windows Server 2008 
for x64-based Systems  
 

This security update includes quality 
improvements. Key changes include: 
Security updates to Microsoft 
Graphics Component, Windows 
Input and Composition, Windows 
Shell, Windows Fundamentals, 
Windows Cryptography, Windows 
Hyper-V, Windows Core Networking, 
Windows Peripherals, Windows 

KB4537822 None 

https://support.microsoft.com/en-in/help/4537810/windows-server-2008-update-kb4537810
https://support.microsoft.com/en-in/help/4537822/windows-server-2008-update-kb4537822


 

 

Network Security and Containers, 
Windows Storage and Filesystems, 
and Windows Server. 

2020-05 Security and 
Quality Rollup for .NET 
Framework 2.0, 3.0, 
4.5.2, 4.6 for Windows 
Server 2008 SP2 for x64  
 

The update addresses the vulnerability by 
correcting how .NET Framework activates COM 
objects. 

KB4556402 None 

2020-07 Security Only 
Update for .NET 
Framework 2.0, 3.0, 
4.5.2, 4.6 for Windows 
Server 2008 SP2 for x64  
 

The security update addresses the vulnerability by 
correcting how .NET Framework validates the 
source markup of XML content. 

KB4566469 None 

2020-07 Security Only 
Update for .NET 
Framework 2.0, 3.0, 
4.5.2, 4.6 for Windows 
Server 2008 SP2 for x64  

The security update addresses the vulnerability by 
correcting how .NET Framework validates the 
source markup of XML content. 

KB4566469 
 

None 

Windows Malicious 
Software Removal Tool 

This tool  prevalent malicious software (including 
Blaster, Sasser, and Mydoom) and helps remove 
any infection that is found. 

KB890830 None 

Security Update for 
Microsoft Silverlight  
 

This security update to Silverlight 
includes fixes outlined in KB 
4013867. This update is backward 
compatible with web applications 
built using previous versions of 
Silverlight. 

KB4013867 None 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/kn-in/help/4556402/kb4556402
https://support.microsoft.com/en-in/help/4566469/kb4566469
https://support.microsoft.com/en-in/help/4566469/kb4566469
https://www.catalog.update.microsoft.com/Search.aspx?q=KB890830
https://support.microsoft.com/en-us/help/4013867/ms17-013-description-of-the-security-update-for-microsoft-graphics-com


 

 

BD Product Name: BD Alaris™ Systems Manager 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020 will not install on Windows server 2008 R2 64-bit Alaris™ 

Systems Manager  

The patches include updates that may adversely affect 64-bit BD Alaris™ Systems 

Manager. These patches will not be and should not be installed on 64-bit BD Alaris™ 

Systems Manager at this time.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

Note: These patches only apply to the latest supported version(s) of the BD offering. 

Patch Name Description Patch ID Notes 

Security Update for Windows  This security update includes quality 
improvements. Key changes include: 
Updates the 2020 start date for daylight 
saving time (DST) in the Kingdom of 
Morocco. For more information, see 
KB4557900. 
Security updates to Windows App Platform 
and Frameworks, Windows Apps, Windows 
Input and Composition, Windows Kernel, 
Internet Information Services, Windows 
Network Security and Containers, Windows 
Active Directory, the Microsoft JET 
Database Engine, and Windows Storage 
and Filesystems. 

KB4556843 None 

Security Update for Windows  This security update includes quality 
improvements. Key changes include: 
Security updates to Windows Kernel, 
Windows App Platform and 
Frameworks, Windows Graphics, 
Windows Media, Windows Cloud 
Infrastructure, Windows Fundamentals, 
Windows Core Networking, and the 
Microsoft JET Database Engine. 

KB4550965 None 

https://support.microsoft.com/en-in/help/4556843/windows-7-update-kb4556843
https://support.microsoft.com/en-us/help/4550965/windows-7-update-kb4550965


 

 

Security Update for Windows  This security update includes quality 
improvements. Key changes include: 
Security updates to Windows App 
Platform and Frameworks, Microsoft 
Graphics Component, Windows 
Fundamentals, Windows 
Authentication, Windows 
Cryptography, Windows Core 
Networking, Windows Storage and 
Filesystems, Windows Peripherals, and 
Windows Server . 

KB4541500 None 

2020-02 Security Only Quality 
Update for Windows Server 
2008 R2 forx64-based Systems  

This security update includes quality 
improvements. Key changes include: 
Security updates to Microsoft Graphics 
Component, Windows Input and 
Composition, Windows Media, 
Windows Shell, Windows 
Fundamentals, Windows Cryptography, 
Windows Hyper-V, Windows Core 
Networking, Windows Peripherals, 
Windows Network Security and 
Containers, Windows Storage and 
Filesystems, and Windows Server. 

KB4537813 None 

2020-03 Security Only Quality 
Update for Windows Server 
2008 R2 forx64-based Systems  

This security update includes quality 
improvements. Key changes include: 
Security updates to Windows App 
Platform and Frameworks, Microsoft 
Graphics Component, Windows 
Fundamentals, Windows 
Authentication, Windows 
Cryptography, Windows Core 
Networking, Windows Storage and 
Filesystems, Windows Peripherals, and 
Windows Server . 

KB4541500 None 

2020-05 Extended Security 
Updates (ESU) Licensing 
Preparation Package for 
Windows Server 2008 R2 
forx64-based Systems  

This update provides the complete set 
of licensing changes to enable 
installation of the ESU MAK add-on key, 
which is one of the steps to prepare for 
installation of Extended Security 
Updates. (For the full set of steps, 
please see KB4522133). A reboot is 
required after installing this update. 

KB4538483 None 

2020-05 Security Only Quality 
Update for Windows Server 
2008 R2 forx64-based Systems  

This security update includes quality 
improvements. Key changes include: 

KB4556843 None 

https://support.microsoft.com/en-in/help/4541500/windows-7-update-kb4541500
https://support.microsoft.com/en-in/help/4537813/windows-7-update-kb4537813
https://support.microsoft.com/en-in/help/4541500/windows-7-update-kb4541500
https://support.microsoft.com/en-in/help/4538483/extended-security-updates-esu-licensing-preparation-package
https://support.microsoft.com/en-in/help/4556843/windows-7-update-kb4556843


 

 

Updates the 2020 start date for 
daylight saving time (DST) in the 
Kingdom of Morocco. For more 
information, see KB4557900. 
Security updates to Windows App 
Platform and Frameworks, Windows 
Apps, Windows Input and Composition, 
Windows Kernel, Internet Information 
Services, Windows Network Security 
and Containers, Windows Active 
Directory, the Microsoft JET Database 
Engine, and Windows Storage and 
Filesystems. 

2020-06 Security Only Quality 
Update for Windows Server 
2008 R2 forx64-based Systems  

This security update includes quality 
improvements. Key changes include: 
Security updates to Windows App 
Platform and Frameworks, Windows 
Kernel, Microsoft Graphics Component, 
Windows Input and Composition, 
Windows Media, Windows Shell, 
Windows Cloud Infrastructure, 
Windows Fundamentals, Windows 
Storage and Filesystems, Windows File 
Server and Clustering, Windows Hybrid 
Storage Services, and the Microsoft JET 
Database Engine. 

KB4561669 None 

2020-07 Cumulative Security 
Update for Internet Explorer 11 
for Windows Server 2008 R2 
forx64-based systems  

This security update resolves 
vulnerabilities in Internet Explorer. 

KB4565479 None 

2020-07 Security Monthly 
Quality Rollup for Windows 
Server 2008 R2 forx64-based 
Systems  

This security update includes 
improvements and fixes that were a 
part of update KB4561643 (released 
June 9, 2020) and addresses the 
following issues: 
Security updates to Windows App 
Platform and Frameworks, Windows 
Apps, Windows Graphics, Windows 
Input and Composition, Windows 
Fundamentals, Windows Kernel, 
Windows Remote Desktop, Internet 
Explorer, the Microsoft Scripting 
Engine, and Windows SQL components. 

KB4565524 None 

https://support.microsoft.com/en-in/help/4561669/windows-7-update-kb4561669
https://support.microsoft.com/en-in/help/4565479/cumulative-security-update-for-internet-explorer
https://support.microsoft.com/en-in/help/4565524/windows-7-update-kb4565524


 

 

2020-07 Security Only Quality 
Update for Windows Server 
2008 R2 forx64-based Systems  

This security update includes quality 
improvements. Key changes include: 
Security updates to Windows App 
Platform and Frameworks, Windows 
Apps, Windows Graphics, Windows 
Input and Composition, Windows 
Fundamentals, Windows Kernel, 
Windows Remote Desktop, and 
Windows SQL components. 

KB4565539 None 

2020-04 Security Only Quality 
Update for Windows Server 
2008 R2 forx64-based Systems  

This security update includes quality 
improvements. Key changes include: 
Security updates to Windows Kernel, 
Windows App Platform and 
Frameworks, Windows Graphics, 
Windows Media, Windows Cloud 
Infrastructure, Windows Fundamentals, 
Windows Core Networking, and the 
Microsoft JET Database Engine. 

KB4550965 None 

Security Update for Windows  The security update addresses the 
vulnerability by correcting how .NET 
Framework validates the source 
markup of XML content. 

KB4565579 None 

2020-02 Cumulative Security 
Update for Internet Explorer 11 
for Windows Server 2008 R2 
forx64-based systems  

This security update resolves 
vulnerabilities in Internet Explorer. 

KB4537767 None 

2020-02 Security Monthly 
Quality Rollup for Windows 
Server 2008 R2 forx64-based 
Systems 

This security update includes 
improvements and fixes that were a 
part of update KB4534310 (released 
January 14, 2020) and addresses the 
following issues: 
Security updates to Internet Explorer, 
Microsoft Graphics Component, 
Windows Input and Composition, 
Windows Media, Windows Shell, 
Windows Fundamentals, Windows 
Cryptography, Windows Hyper-V, 
Windows Core Networking, Windows 
Peripherals, Windows Network Security 
and Containers, Windows Storage and 
Filesystems, the Microsoft Scripting 
Engine, and Windows Server. 

KB4537820 None 

2020-09 Security Monthly 
Quality Rollup for Windows 

This security update includes 
improvements and fixes that were a 
part of update KB4571729 (released 

KB4577051  

https://support.microsoft.com/en-in/help/4565539/windows-7-update-kb4565539
https://support.microsoft.com/en-us/help/4550965/windows-7-update-kb4550965
https://support.microsoft.com/en-in/help/4565579/kb4565579
https://support.microsoft.com/en-in/help/4537767/cumulative-security-update-for-internet-explorer
https://support.microsoft.com/en-us/help/4537820/windows-7-update-kb4537820
https://support.microsoft.com/en-us/help/4577051/windows-7-update


 

 

Server 2008 R2 for x64-based 
Systems 

August 11, 2020) and addresses the 
following issues: 
Updates time zone information for 
Yukon, Canada. 
Addresses a security vulnerability issue 
with user proxies and HTTP-based 
intranet servers. After you install this 
update, HTTP-based intranet servers 
cannot leverage a user proxy to detect 
updates by default. Scans that use 
these servers will fail if the clients do 
not have a configured system proxy. If 
you must leverage a user proxy, you 
must configure the behavior by using 
the Windows Update policy “Allow user 
proxy to be used as a fallback if 
detection using system proxy fails.” 
This change does not affect customers 
who secure their Windows Server 
Update Services (WSUS) servers that 
use the Transport Layer Security (TLS) 
or Secure Sockets Layer (SSL) protocols. 
For more information, see Improving 
security for devices receiving updates 
via WSUS. 
Security updates to Windows App 
Platform and Frameworks, Windows 
Graphics, Windows Media, Windows 
Cloud Infrastructure, Windows 
Authentication, Windows 
Cryptography, Windows Kernel, 
Windows Hybrid Cloud Networking, 
Windows Peripherals, Windows Storage 
and Filesystems, Windows Network 
Security and Containers, the Microsoft 
Scripting Engine, and Windows SQL 
components. 

2020-09 Security Only Quality 
Update for Windows Server 
2008 R2 for x64-based Systems 

This security update includes quality 
improvements. Key changes include: 
Security updates to Windows App 
Platform and Frameworks, Windows 
Graphics, Windows Media, Windows 
Cloud Infrastructure, Windows 
Authentication, Windows 
Cryptography, Windows Kernel, 

KB4577053  

https://support.microsoft.com/en-in/help/4577053/windows-7-update


 

 

Windows Hybrid Cloud Networking, 
Windows Peripherals, Windows Storage 
and Filesystems, Windows Network 
Security and Containers, and Windows 
SQL components. 

2020-09 Security and Quality 
Rollup for .NET Framework 
3.5.1, 4.5. 2, 4.6, 4.6.1, 4.6.2, 
4.7, 4.7.1, 4.7.2, 4.8 for 
Windows Server 2008 R2 for 
x64  

This patches improves and protect from 
security issues. 

KB4576628  

2020-08 Security Monthly 
Quality Rollup for Windows 
Server 2008 R2 forx64-based 
Systems  

This security update includes 
improvements and fixes that were a 
part of update KB4565524 (released 
July 14, 2020) 

KB4571729  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-in/help/4576628/kb4576628
https://support.microsoft.com/en-in/help/4571729/windows-7-update


 

 

 

 

BD Product Name: BD Pyxis™ MedStation™ 4000 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 

September 2020. Patches delivered in the month were not found to adversely affect this BD product 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 

are not performed as the acting responsible entity in order to maintain the correct security posture of 

the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ MedStation™ ES 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 

September 2020. Patches delivered in the month were not found to adversely affect this BD product 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 

are not performed as the acting responsible entity in order to maintain the correct security posture of 

the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ Anesthesia Station ES 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 

September 2020. Patches delivered in the month were not found to adversely affect this BD product 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 

are not performed as the acting responsible entity in order to maintain the correct security posture of 

the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ Anesthesia system 3500 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security related for 

September 2020. Patches delivered in the month were not found to adversely affect this BD product 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure these actions 

are not performed as the acting responsible entity in order to maintain the correct security posture of 

the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ Security Module  

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ Anesthesia Station 4000 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD HealthSight™ Viewer 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ Order Viewer 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ Logistics 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

BD Product Name: BD Pyxis ™ Data Agent 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 



 

 

 

 
BD Product Name: Identity Management 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020.Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement.  

Customers that maintain patches independent of BD automated delivery should ensure 

these actions are not performed as the acting responsible entity in order to maintain the 

correct security posture of the system(s). 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

BD Product Name: BD Pyxis™ CIISafe™ 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020.Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

BD Product Name: BD Pyxis™ CUBIE™ Replenishment System 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

BD Product Name: BD Pyxis™ PharmoPack™ 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

BD Product Name: BD Pyxis™ Barcode Labeling 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

BD Product Name: BD Pyxis™ IV Prep 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

BD Product Name: BD Health Sight™ Patient Association 

Date of Critical or Security Patches: September 2020 

Abstract: Critical or Security Patches – September 2020 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft® that have been identified as critical or security 

related for September 2020. Patches delivered in the month were not found to adversely 

affect this BD product and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 


