
 

 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=891a1ca3-5eca-42d5-927b-64451a57e8ca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c006940f-2694-404c-9959-30ce7c239dd1


 

  
 

 
   

 

KB5012647  
 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b8637270-610a-492e-a889-212ccb8fc44e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=de090879-2927-4a2f-88a9-9c24bf3733e8


 

 

 

 

 
 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0


  

KB5012329 

KB5012626 

KB5012649 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=891a1ca3-5eca-42d5-927b-64451a57e8ca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=07f22731-8a30-4ed2-9cb1-975a36e467ff
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a7bec7f7-625f-49eb-badf-c62ddaa45300
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a1663399-38bf-420b-88d9-6e69b9fb4707


KB5012649 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c006940f-2694-404c-9959-30ce7c239dd1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9f8ea70a-5ec2-43c7-b527-47e2960a96b6
http://pwil0699tfsrs02/ReportServer/Pages/ReportViewer.aspx?%2fTfsReports%2fDefaultCollection%2fDaVinci%2fDTS%2f0306-018-011-R-DTS+(00)+Test+Case+Execution+Report+%E2%80%93+Dispensing+Verticalhttps://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d3f005e8-fd58-4fc5-b64a-66cdddef0c85
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7a5c13ee-aba3-442a-8c61-bff0e1b8ac06


  

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b8637270-610a-492e-a889-212ccb8fc44e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=de090879-2927-4a2f-88a9-9c24bf3733e8


 

 

 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/Search.aspx?q=KB5012626
https://www.catalog.update.microsoft.com/Search.aspx?q=KB890830


 

  
 

 
 
 

 

 

https://www.catalog.update.microsoft.com/Search.aspx?q=KB5012329
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https://support.microsoft.com/en-gb/topic/april-12-2022-kb5012649-security-only-update-2b0a3ce3-2c96-4e00-ad71-94f3852e9482
https://support.microsoft.com/en-gb/topic/april-12-2022-kb5012649-security-only-update-2b0a3ce3-2c96-4e00-ad71-94f3852e9482
https://support.microsoft.com/en-gb/topic/april-12-2022-kb5012649-security-only-update-2b0a3ce3-2c96-4e00-ad71-94f3852e9482
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https://support.microsoft.com/en-gb/topic/april-12-2022-kb5012649-security-only-update-2b0a3ce3-2c96-4e00-ad71-94f3852e9482
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• 

• 

• 

• 

• 

https://support.microsoft.com/en-us/topic/april-12-2022-kb5012626-monthly-rollup-92ddc62b-e5bf-4f21-a3de-2e8a72b56e2c


• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

https://support.microsoft.com/en-us/topic/april-12-2022-kb5012596-os-build-14393-5066-f77f480c-5dea-4e85-88b8-1e70b1b5fcd2
https://support.microsoft.com/en-us/topic/april-12-2022-kb5012647-os-build-17763-2803-9a10c5c9-e65f-4ae1-a9c4-2db9a8eca4fc
https://support.microsoft.com/en-us/topic/april-12-2022-kb5012647-os-build-17763-2803-9a10c5c9-e65f-4ae1-a9c4-2db9a8eca4fc


 

 
 
   

 

 
 

 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26832
https://support.microsoft.com/en-au/topic/april-12-2022-kb5012119-cumulative-update-for-net-framework-3-5-and-4-8-for-windows-10-version-1809-and-windows-server-version-2019-94cdd3fb-2ccf-43d2-9e25-4a304c0eeb26
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26832
https://support.microsoft.com/en-us/topic/april-12-2022-kb5012328-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-version-2019-166a5121-0828-49e5-b0ee-11bc6fb69c5a
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0


 

 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=89f0cd1c-e9a5-4b55-aa74-bda62b237343
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d2ea412e-09c7-4707-91d5-e53fe39fb416


 

  
 

 
   

KB5012647 Applicable on 

CIIsafe device. 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b8637270-610a-492e-a889-212ccb8fc44e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b8637270-610a-492e-a889-212ccb8fc44e


 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn383583(v=ws.11)
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7a5c13ee-aba3-442a-8c61-bff0e1b8ac06


 

javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d3f005e8-fd58-4fc5-b64a-66cdddef0c85
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9f8ea70a-5ec2-43c7-b527-47e2960a96b6
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5d875163-a6da-4a59-885d-737bef45ec38


 

2022-04 Cumulative Update 

for Windows Server 2016 for 

x64-based Systems 

(KB5012596)

  
 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=be571644-c623-4759-87dd-2b12c9ab045e
javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ba19a6be-55eb-4b25-9881-521c17e75f44


 

 

 

 

 

  

KB5012331 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=99a1389f-d72c-4829-a755-615a65456f10
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=58a37fa6-6018-4a09-ad41-fd811d0cb818


  

KB5012672 

KB5012670

▪ 

▪ 

▪ 

▪ 

KB5012639 

javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7a5c13ee-aba3-442a-8c61-bff0e1b8ac06
javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://support.microsoft.com/help/5011564
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn383583(v=ws.11)
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn383583(v=ws.11)
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d3f005e8-fd58-4fc5-b64a-66cdddef0c85
javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9f8ea70a-5ec2-43c7-b527-47e2960a96b6
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KB5012596 

▪ 

 
 
 
 
 
 

KB5012599 

KB5012117 
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ba19a6be-55eb-4b25-9881-521c17e75f44
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javascript:void(0);
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b7f83598-a201-437f-b890-bb69e3edc226
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f480becc-cb19-470a-a2bb-f8348b403605


 
 

 

 

 

 

 
 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=99a1389f-d72c-4829-a755-615a65456f10


  
 

 
 

KB5012596 

https://support.microsoft.com/en-us/topic/april-12-2022-kb5012596-os-build-14393-5066-f77f480c-5dea-4e85-88b8-1e70b1b5fcd2


 

 

 

 

 

 
 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9f8ea70a-5ec2-43c7-b527-47e2960a96b6


 

  
 

 
   

 

 

http://pwil0699tfsrs02/ReportServer/Pages/ReportViewer.aspx?%2fTfsReports%2fDefaultCollection%2fDaVinci%2fDTS%2f0306-018-011-R-DTS+(00)+Test+Case+Execution+Report+%E2%80%93+Dispensing+Verticalhttps://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d3f005e8-fd58-4fc5-b64a-66cdddef0c85
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=58a37fa6-6018-4a09-ad41-fd811d0cb818
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7a5c13ee-aba3-442a-8c61-bff0e1b8ac06
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eb2aaae2-3069-4108-88e0-ef7d40a153f4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2e079cbb-e4f3-40d0-8279-b2a48222c203
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ba19a6be-55eb-4b25-9881-521c17e75f44


 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=337777d2-90e2-46d5-a2da-06630b55e013
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ba19a6be-55eb-4b25-9881-521c17e75f44


 

  

 

The Windows Malicious Software Removal Tool (MSRT) 

helps remove malicious software from computers. 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=de090879-2927-4a2f-88a9-9c24bf3733e8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f16201fc-37a1-4166-9060-0a37cf2e242c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7942e13a-56d9-4239-9a4b-8bdd10251810
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2d02b1f2-9279-4c04-8185-65bfb3f54e7b


 

  
 

 
 
 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c006940f-2694-404c-9959-30ce7c239dd1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=891a1ca3-5eca-42d5-927b-64451a57e8ca


  

 

 
 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c006940f-2694-404c-9959-30ce7c239dd1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=891a1ca3-5eca-42d5-927b-64451a57e8ca


 

  
 

 
   

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2d02b1f2-9279-4c04-8185-65bfb3f54e7b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7942e13a-56d9-4239-9a4b-8bdd10251810
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f16201fc-37a1-4166-9060-0a37cf2e242c


 

 

KB5012596

 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=337777d2-90e2-46d5-a2da-06630b55e013
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=de090879-2927-4a2f-88a9-9c24bf3733e8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c006940f-2694-404c-9959-30ce7c239dd1


 

  
 

 
   

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=891a1ca3-5eca-42d5-927b-64451a57e8ca


 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=891a1ca3-5eca-42d5-927b-64451a57e8ca


 

  
 

 
   

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c006940f-2694-404c-9959-30ce7c239dd1


 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for April 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

Windows Malicious Software 

Removal Tool x64 - v5.100 

(KB890830) 

 

 

 

 

After the download, this tool runs one time to check your 
computer for infection by specific, prevalent malicious 
software (including Blaster, Sasser, and Mydoom) and 
helps remove any infection that is found. If an infection is 
found, the tool will display a status report the next time 
that you start your computer. A new version of the tool 
will be offered every month. If you want to manually run 
the tool on your computer, you can download a copy 
from the Microsoft Download Center, or you can run an 
online version from microsoft.com. This tool is not a 
replacement for an antivirus product. To help protect 
your computer, you should use an antivirus product. 

KB890830 N/A 

 
Security Patches: 

Security Module 

April 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=337777d2-90e2-46d5-a2da-06630b55e013


 
2022-04 Security Only Quality 
Update for Windows Server 2012 R2 
for x64-based Systems (KB5012639) 

This security update includes quality improvements. Key 
changes include: 

◾Addresses an issue in Windows Media Center where 
some users might have to reconfigure the application on 
each start. 

◾Addresses a memory leak that was introduced by the 
PacRequestorEnforcement registry key in the November 
2021 Cumulative Update that causes a decrease in 
performance on domain controllers. 

◾Addresses an issue in which Event ID 37 might be 
logged during certain password change scenarios. 

◾Addresses an issue in which domain joins may fail in 
environments that use disjoint DNS hostnames. 

 

KB5012639 N/A 

 

2022-04 Security Monthly Quality 
Rollup for Windows Server 2012 R2 
for x64-based Systems (KB5012670) 

This security update includes improvements and fixes 
that were a part of update KB5011564 (released March 
8, 2022) and addresses the following issues: 

◾Addresses an issue in Windows Media Center where 
some users might have to reconfigure the application on 
each start.  

◾Addresses a memory leak that was introduced by the 
PacRequestorEnforcement registry key in the November 
2021 Cumulative Update that causes a decrease in 
performance on domain controllers. 

◾Addresses an issue in which Event ID 37 might be 
logged during certain password change scenarios. 

◾Addresses an issue in which Windows might go into 
BitLocker recovery after a servicing update. 

◾Addresses an issue in which domain joins may fail in 
environments that use disjoint DNS hostnames. 

◾Addresses an issue that causes a Denial of Service 
vulnerability on Cluster Shared Volumes (CSV). For more 
information, see CVE-2020-26784. 

◾Addresses an issue that prevents you from changing a 
password that has expired when you sign in to a 
Windows device. 

KB5012670 N/A 

 
 
 
 

 
 
 
 
 
 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9f8ea70a-5ec2-43c7-b527-47e2960a96b6
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d3f005e8-fd58-4fc5-b64a-66cdddef0c85
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2022-04 Servicing Stack Update for 
Windows Server 2012 R2 for x64-
based Systems (KB5012672) 

This update makes quality improvements to the servicing 
stack, which is the component that installs Windows 
updates. Servicing stack updates (SSU) makes sure that 
you have a robust and reliable servicing stack so that 
your devices can receive and install Microsoft updates. 

Additionally, this update address an issue in which 
Windows might go into BitLocker recovery after a 
servicing update. 

This update applies to the following: 

◾Windows 8.1 for x86-based devices 

◾Windows 8.1 for x64-based devices 

◾Windows RT 8.1 

◾Windows Server 2012 R2 

◾Windows Server 2012 R2 (Server Core installation) 

 

KB5012672 N/A 

 

2022-04 Cumulative Update for 
Windows Server 2016 for x64-based 
Systems (KB5012596) 

This security update includes quality improvements. Key 
changes include: 

◾Addresses a heap leak in PacRequestorEnforcement 
that degrades the performance of a domain controller.  

◾Addresses an issue that affects the Key Distribution 
Center (KDC) Proxy. The KDC Proxy cannot properly 
obtain Kerberos tickets for signing in to Key Trust 
Windows Hello for Business. 

◾Addresses an issue that logs Event ID 37 during certain 
password change scenarios, including failover cluster 
name object (CNO) or virtual computer object (VCO) 
password changes. 

◾Addresses an issue that causes a Denial of Service 
vulnerability on Cluster Shared Volumes (CSV). For more 
information, see CVE-2020-26784. 

◾Addresses an issue that prevents you from changing a 
password that has expired when you sign in to a 
Windows device. 

 

KB5012596 N/A 

    

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7a5c13ee-aba3-442a-8c61-bff0e1b8ac06
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ba19a6be-55eb-4b25-9881-521c17e75f44

