Security Patches:

BD Pyxis™ Anesthesia Station 4000

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
Windows Malicious The Windows Malicious Software Removal Tool (MSRT) helps remove KB890830 N/A
Software Removal Tool malicious software from computers.

x64-v5.116

2023-08 Cumulative This security update includes quality improvements. When you install KB5029242 N/A
Update for Windows this KB:

Server 2016 for x64-based

Systems = This update addresses an issue that affects Kerberos constrained

delegation (KCD). It fails on read-write domain controllers. The
error message is, “KRB_AP_ERR_MODIFIED.” This occurs after you
install the November 2022 security updates.

2023-08 Security Monthly This cumulative security update contains improvements that are part KB5029296 N/A

Quality Rollup for of update KB5028240 (released July 11, 2023). This update also makes
Windows Embedded improvements for the following issue:
Standard 7 for x86-based

= Kerberos constrained delegation (KCD) might fail with the error

Systems ' :
message KRB_AP_ERR_MODIFIED on read/write domain
controllers after installing the November 2022 security updates.
2023-08 Security and A security issue has been identified in a Microsoft software product KB5029651 N/A
Quality Rollup for NET that could affect your system. You can help protect your system by
Framework 3.5.1, 4.6.2, installing this update from Microsoft. For a complete listing of the

issues that are included in this update, see the associated Microsoft

47 471,472, 48 for Knowledge Base article. After you install this update, you may have to
Windows Embedded restart your system.

Standard 7


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e406f0e-59fa-432d-bb9a-77d2db6f74ec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b56dcd2e-b407-4f4c-84bc-90752e2d3aca
https://support.microsoft.com/help/5028240
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cacd4d3f-d075-4ffe-92eb-afe6a0f5de61
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6efe508a-fbe7-4f4b-bbf3-b35836449c7a

2023-08 Cumulative
Security Update for
Internet Explorer 11 for
Windows Embedded
Standard 7 for x86-based
systems

2023-08 Security Only
Quality Update for
Windows Embedded
Standard 7 for x86-based
Systems

2023-08 Security Only
Update for .NET
Framework 3.5.1, 4.6.2,
4.7,471,4.7.2, 4.8 for
Windows Embedded
Standard 7

This security update resolves vulnerabilities in Internet Explorer. KB5029243 N/A

This update makes improvements for the following issue: KB5029307 N/A

= Kerberos constrained delegation (KCD) might fail with the
error message KRB_AP_ERR_MODIFIED on read/write domain
controllers after installing the November 2022 security
updates.

CVE-2023-36899 - .NET Framework Remote Code Execution KB5029566 N/A
Vulnerability

This security update addresses a vulnerability in applications on IIS

using their parent application’s Application Pool which can lead to

privilege escalation or other security bypasses. For more information

see CVE 2023-36899.

CVE-2023-36873 - NET Framework Spoofing Vulnerability

This security update addresses a vulnerability where unauthenticated
remote attacker can sign ClickOnce deployments without a valid code
signing certificate. For more information see CVE-2023-36873.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d96f14a7-421b-45b3-8b02-48b7cb197a3f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=665b3fee-62dc-4c9f-8e72-dc52f059bc88
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36899
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36873
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=628adae3-30eb-4f6a-b6b7-a6008183331a

Security Patches:

BD Pyxis™ C"Safe

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2023-08 Security A security issue has been identified in a Microsoft software product KB5029296  N/A
Monthly Quality that could affect your system. You can help protect your system by
Rollup for Windows jnstqlling this update from Microsoft. For a complete listing of the
Embedded Standard .06 that are included in this update, see the associated Microsoft
;;;::::;E:sed Knowledge Base article. After you install this update, you may have to
5029296) restart your system.
2023-08 Security A security issue has been identified in a Microsoft software product KB5029651  N/A
and Quality Rollup that could affect your system. You can help protect your system by
for NET Framework installing this update from Microsoft. For a complete listing of the
3.5.1,4.6.2,4.7, issues that are included in this update, see the associated Microsoft
4.7.1,4.7.2,4.8 for Knowledge Base article. After you install this update, you may have to
Windows Embedded ~ féstart your system.
Standard 7
(KB5029651)
2023-08 Cumulative A security issue has been identified in a Microsoft software product KB5029242 /A
Update for Windows  that could affect your system. You can help protect your system by
10 Version 1607 for  installing this update from Microsoft. For a complete listing of the
x64-based Systems  issues that are included in this update, see the associated Microsoft
(KB5029242) Knowledge Base article. After you install this update, you may have to
restart your system.
2023-08 Cumulative KB5028952  N/A

Update for NET
Framework 4.8 for
Windows 10 Version
1607 for x64
(KB5028952)

A security issue has been identified in a Microsoft software product
that could affect your system. You can help protect your system by
installing this update from Microsoft. For a complete listing of the
issues that are included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you may have to
restart your system.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=CACD4D3F-D075-4FFE-92EB-AFE6A0F5DE61
https://www.catalog.update.microsoft.com/ScopedView.aspx?updateid=9de0a1df-c145-4f28-9e19-0436a0801abd
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b7a7b576-d3d9-4db3-8998-41f421fec734
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=17c4cc14-68d0-46b0-acc6-fc72f939e909

Windows Malicious  After the download, this tool runs one time to check your computer for

Software Removal infection by specific, prevalent malicious software (including Blaster,
Tool -v5.116 Sasser, and Mydoom) and helps remove any infection that is found. If
(KB890830) an infection is found, the tool will display a status report the next time

that you start your computer. A new version of the tool will be offered
every month. If you want to manually run the tool on your computer,
you can download a copy from the Microsoft Download Center, or you
can run an online version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect your computer,
you should use an antivirus product.
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KB890830

¥

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=512b3178-076f-41d1-820a-0dbde3d89463

Security Patches:

BD Pyxis™ MedStation™ 4000

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

Windows Malicious  The Windows Malicious Software Removal Tool (MSRT) helps remove malicious KB890830 N/A
Software Removal  software from computers.
Tool x64 -v5.116

This security update includes quality improvements. When you install this KB:

2023-08 Cumulative KB5029242 N/A
Update for Windows =  This update addresses an issue that affects Kerberos constrained delegation
Server 2016 for x64- (KCD). It fails on read-write domain controllers. The error message is,

based Systems “KRBTAP_ERR_MODIFIED.” This occurs after you install the November 2022
security updates.

2023-08 Cumulative  This security update includes quality improvements. When you install this KB: KB5029242  N/A

Update for Windows

10 Version 1607 for = This update addresses an issue that affects Kerberos constrained delegation
(KCD). It fails on read-write domain controllers. The error message is,
“KRB_AP_ERR_MODIFIED.” This occurs after you install the November 2022
security updates.

x64-based Systems

Windows Malicious The Windows Malicious Software Removal Tool (MSRT) helps remove malicious KB890830 N/A

Software Removal software from computers.
Tool -v5.116
2023-08 Security This update makes improvements for the following issue: KB5029301 N/A

Only Quality Update
for Windows Server ®  Kerberos constrained delegation (KCD) might fail with the error
2008 for x86-based message KRB_AP_ERR_MODIFIED on read/write domain controllers after

Systems installing the November 2022 security updates.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e406f0e-59fa-432d-bb9a-77d2db6f74ec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b56dcd2e-b407-4f4c-84bc-90752e2d3aca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b7a7b576-d3d9-4db3-8998-41f421fec734
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2526debf-43e8-407a-828a-567c3cee2b3b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a1547be5-0202-42de-a84d-fe4f4a84c377

2023-08 Security
Monthly Quality
Rollup for Windows
Embedded Standard
7 for x86-based
Systems

2023-08 Security and
Quality Rollup for
NET Framework
3.5.1,4.6.2,47,471,
4.7.2, 4.8 for
Windows Embedded
Standard 7

2023-08 Cumulative
Security Update for
Internet Explorer 11
for Windows
Embedded Standard
7 for x86-based
systems

2023-08 Security
Only Quality Update
for Windows
Embedded Standard
7 for x86-based
Systems

2023-08 Security
Only Update for .NET
Framework 3.5.1,
46.2,47,471,47.2,
4.8 for Windows
Embedded Standard
7

2023-08 Security
Monthly Quality
Rollup for Windows
Server 2008 for x86-
based Systems
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This cumulative security update contains improvements that are part of KB5029296
update KB5028240 (released July 11, 2023). This update also makes
improvements for the following issue:
= Kerberos constrained delegation (KCD) might fail with the error

message KRB_AP_ERR_MODIFIED on read/write domain controllers after

installing the November 2022 security updates.
A security issue has been identified in a Microsoft software product that could KB5029651
affect your system. You can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.
This security update resolves vulnerabilities in Internet Explorer. KB5029243
This update makes improvements for the following issue: KB5029307
= Kerberos constrained delegation (KCD) might fail with the error

message KRB_AP_ERR_MODIFIED on read/write domain controllers after

installing the November 2022 security updates.
CVE-2023-36899 - .NET Framework Remote Code Execution Vulnerability KB5029566
This security update addresses a vulnerability in applications on IIS using their
parent application’s Application Pool which can lead to privilege escalation or
other security bypasses. For more information see CVE 2023-36899.
CVE-2023-36873 - NET Framework Spoofing Vulnerability
This security update addresses a vulnerability where unauthenticated remote
attacker can sign ClickOnce deployments without a valid code signing certificate.
For more information see CVE-2023-36873.
This cumulative security update contains improvements that are part of KB5029318
update KB5028222 (released July 11, 2023).

A
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N/A

N/A

N/A

N/A

N/A

N/A

BD


https://support.microsoft.com/help/5028240
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cacd4d3f-d075-4ffe-92eb-afe6a0f5de61
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6efe508a-fbe7-4f4b-bbf3-b35836449c7a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d96f14a7-421b-45b3-8b02-48b7cb197a3f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=665b3fee-62dc-4c9f-8e72-dc52f059bc88
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36899
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36873
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=628adae3-30eb-4f6a-b6b7-a6008183331a
https://support.microsoft.com/help/5028222
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=131a61d3-aae2-4ac6-be4c-0f109f33e7ba

Security Patches:

Security Module

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
Windows Malicious After the download, this tool runs one time to check the computer for KB890830 N/A
Software Removal Tool infection by specific, prevalent malicious software (including Blaster,

x64-v5.116 Sasser, and Mydoom) and helps remove any infection that is found. If an

(KB890830) infection is found, the tool will display a status report the next time that

you start your computer. A new version of the tool will be offered every
month. This tool is not a replacement for an antivirus product.

2023-08 Security This cumulative security update includes improvements that are part of KB5029312 N/A
Monthly Quality Rollup ~ update KB5028228 (released July 11, 2023). This update also makes
for Windows Server improvements for the following issue:

2012 R2 for x64-based Kerberos constrained delegation (KCD) might fail with the error message
Systems (KB5029312) KRB_AP_ERR_MODIFIED on read/write domain controllers after
installing the November 2022 security updates.

2023-08 Cumulative The improvements that are included in this Internet Explorer update are  KB5029243  N/A
Security Update for also included in the August 2023 Monthly Rollup. Installing either this

Internet Explorer 11 for ~ Internet Explorer update or the Monthly Rollup installs the same

Windows Server 2012 improvements.

R2 for x64-based

systems (KB5029243)

2023-08 Security and e (CVE-2023-36899 - NET Framework Remote Code Execution KB5029653 N/A
Quality Rollup for NET Vulnerability

Framework 3.5, 4.6.2, This security update addresses a vulnerability in applications on IIS

4.7,4.71,4.7.2, 48 for using their parent application’s Application Pool which can lead to

Windows Server 2012 privilege escalation or other security bypasses.

R2 for x64 e (CVE-2023-36873 - .NET Framework Spoofing Vulnerability

(KB5029653) This security update addresses a vulnerability where unauthenticated

remote attacker can sign ClickOnce deployments without a valid
code signing certificate.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e406f0e-59fa-432d-bb9a-77d2db6f74ec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b6daa4ca-9b34-46a5-8679-2bd3a2ee122a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8250709b-5fbd-468e-a2c4-c68ed5ca82b8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=19628595-1268-46be-94f5-e79ff79a96f1
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2023-08 Security Only
Update for .NET
Framework 3.5, 4.6.2,
4.7,4.71,4.7.2, 4.8 for
Windows Server 2012
R2 for x64
(KB5029568)

2023-08 Security Only
Quality Update for
Windows Server 2012
R2 for x64-based
Systems (KB5029304)

2023-08 Servicing Stack
Update for Windows
Server 2012 R2 for x64-
based Systems
(KB5029368)

2023-08 Cumulative
Update for Windows
Server 2016 for x64-
based Systems
(KB5029242)

e (CVE-2023-36899 - NET Framework Remote Code Execution
Vulnerability
This security update addresses a vulnerability in applications on IIS
using their parent application’s Application Pool which can lead to
privilege escalation or other security bypasses.

e (CVE-2023-36873 - NET Framework Spoofing Vulnerability
This security update addresses a vulnerability where unauthenticated
remote attacker can sign ClickOnce deployments without a valid
code signing certificate.

KB5029568

This security update includes following improvements:

Kerberos constrained delegation (KCD) might fail with the error message
KRB_AP_ERR_MODIFIED on read/write domain controllers after
installing the November 2022 security updates.

KB5029304

This update makes quality improvements to the servicing stack, which is
the component that installs Windows updates. Servicing stack updates
(SSU) makes sure that you have a robust and reliable servicing stack so
that your devices can receive and install Microsoft updates.

KB5029368

KB5029242
This update addresses an issue that affects Kerberos constrained

delegation (KCD). It fails on read-write domain controllers. The error
message is, “KRB_AP_ERR_MODIFIED.” This occurs after you install the
November 2022 security updates.

BD, Franklin Lakes, NJ, 07417, U.S.

201.847.6800
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N/A

N/A

N/A

N/A

BD


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=52d22f77-ece6-4071-a883-153ca25cd168
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9321aa64-af3f-409a-beed-76cf36f96a12
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=76cab8f4-6d44-4a73-92a4-6b170850f5f8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b56dcd2e-b407-4f4c-84bc-90752e2d3aca

Security Patches:

BD Pyxis™ IV Prep

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2023-08 Cumulative Update A security issue has been identified in a Microsoft KB5029242 N/A
for Windows Server 2016 for  software product that could affect your system. You
can help protect your system by installing this

x64-based Systems
J update from Microsoft. For a complete listing of the

(KB5029242) issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.
Windows Malicious Software  After the download, this tool runs one time to check ~ KB890830 N/A
Removal Tool x64 - v5.116 your computer for infection by specific, prevalent
(KB890830) malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b56dcd2e-b407-4f4c-84bc-90752e2d3aca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e406f0e-59fa-432d-bb9a-77d2db6f74ec

2023-08 Servicing Stack
Update for Windows Server
2012 R2 for x64-based
Systems (KB50293638)

2023-08 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-
based Systems
(KB5029312)

2023-08 Cumulative
Security Update for Internet
Explorer 11 for Windows
Server 2012 R2 for x64-
based systems (KB5029243)

2023-08 Security and
Quality Rollup for .NET
Framework 3.5, 4.6.2, 4.7,
47.1,4.7.2,4.8 for Windows
Server 2012 R2 for x64
(KB5029653)

2023-08 Security Only
Update for .NET Framework
35,46.2,47,47.1,4.7.2,
4.8 for Windows Server
2012 R2 for x64
(KB5029568)

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

KB5029368

KB5029312

KB5029243

KB5029653

KB5029568

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=76cab8f4-6d44-4a73-92a4-6b170850f5f8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b6daa4ca-9b34-46a5-8679-2bd3a2ee122a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8250709b-5fbd-468e-a2c4-c68ed5ca82b8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=19628595-1268-46be-94f5-e79ff79a96f1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=52d22f77-ece6-4071-a883-153ca25cd168

2023-08 Security Only
Quality Update for Windows
Server 2012 R2 for x64-
based Systems
(KB5029304)

BD, Franklin Lakes, NJ, 07417, U.S.
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A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

BD and the BD Logo are trademarks of Becton, Dickinson and Company
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KB5029304 N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9321aa64-af3f-409a-beed-76cf36f96a12

Security Patches:

BD Pyxis™ Connect

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to

maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2023-08 Servicing Stack This update makes quality improvements to the servicing stack, KB5029368 N/A
Update for Windows Server which is the component that installs Windows updates. Servicing
2012 R2 for x64-based stack updates (SSU) makes sure that you have a robust and reliable
Systems (KB5029368) servicing stack so that your devices can receive and install Microsoft
updates.
2023-08 Security Monthly This cumulative security update includes improvements that are KB5029312 N/A
Quality Rollup for Windows part of update KB5028228 (released July 11, 2023). This update
Server 2012 R2 for x64-based | also makes improvements for the following issue:
Systems (KB5029312)
e Kerberos constrained delegation (KCD) might fail with the

error message KRB_AP_ERR_MODIFIED on read/write

domain controllers after installing the November 2022

security updates.
Windows Malicious Software Windows Malicious Software Removal Tool (MSRT) helps keep KB890830 N/A

Removal Tool x64 - v5.115
(KB890830)

Windows computers free from prevalent malware. MSRT finds and
removes threats and reverses the changes made by these threats.
MSRT is generally released monthly as part of Windows Update or
as a standalone tool.



https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=76cab8f4-6d44-4a73-92a4-6b170850f5f8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b6daa4ca-9b34-46a5-8679-2bd3a2ee122a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e406f0e-59fa-432d-bb9a-77d2db6f74ec

& BD

Update for Windows Server
2012 R2 for x64-based
Systems (KB5029304)

e Kerberos constrained delegation (KCD) might fail with the
error message KRB_AP_ERR_MODIFIED on read/write
domain controllers after installing the November 2022
security updates.

2023-08 Cumulative Security | This security update resolves vulnerabilities in Internet Explorer. This | KB5029243 N/A
Update for Internet Explorer update applies to the following:
11 for Windows Server 2012 )
R2 for x64-based systems e Internet Explorer 11 on Windows Server 2012 R2
(KB5029243) e Internet Explorer 11 on Windows Server 2012
e Internet Explorer 11 on Windows Server 2008 R2 SP1
e Internet Explorer 9 on Windows Server 2008 SP2
2023-08 Security and Quality | This update addresses the following .Net Framework related KB5029653 N/A
Rollup for .NET Framework vulnerabilities:
35,46.2,4.7,471,4.7.2,48
for Windows Server 2012 R2 ° CVE-2923-36899 - ..l\fET Fra.meworl.( Remote Code
for x64 (KB5029653) Execution Vulnerability: This security update addresses a
vulnerability in applications on IIS using their parent
application’s Application Pool which can lead to privilege
escalation or other security bypasses.
e (CVE-2023-36873 - NET Framework Spoofing Vulnerability:
This security update addresses a vulnerability where
unauthenticated remote attacker can sign ClickOnce
deployments without a valid code signing certificate.
2023-08 Security Only Update | This update addresses the following .Net Framework related KB5029568 N/A
for NET Framework 3.5, 4.6.2, | vulnerabilities:
4.7,47.1,4.7.2,4.8 for
Windows Server 2012 R2 for o CVE-2923-36899 > .'l\fET Fra'meworl'( Remote Code
%64 (KB5029568) Execution Vulnerability: This security update addresses a
vulnerability in applications on IIS using their parent
application’s Application Pool which can lead to privilege
escalation or other security bypasses.
e (CVE-2023-36873 - NET Framework Spoofing Vulnerability:
This security update addresses a vulnerability where
unauthenticated remote attacker can sign ClickOnce
deployments without a valid code signing certificate.
2023-08 Security Only Quality | This update makes improvements for the following issue: KB5029304 N/A



https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8250709b-5fbd-468e-a2c4-c68ed5ca82b8
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=19628595-1268-46be-94f5-e79ff79a96f1
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=52d22f77-ece6-4071-a883-153ca25cd168
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9321aa64-af3f-409a-beed-76cf36f96a12

& BD

2023-08 Cumulative Security | This update addresses security issues for your Windows operating KB5029244 N/A
Update for Windows 10 system.

Version 22H2 for x64-based

Systems (KB5029244)

2023-08 Cumulative Update This security update includes quality improvements. When you KB5029242 N/A

for Windows Server 2016 for install this KB:

xb64-based Systems
(KB5029242) e This update addresses an issue that affects Kerberos

constrained delegation (KCD). It fails on read-write domain
controllers. The error message is,
“KRB_AP_ERR_MODIFIED.” This occurs after you install the
November 2022 security updates.

2023-08 Cumulative Update This update includes the following Quality and Reliability KB5028952 N/A
for NET Framework 4.8 for improvements:

Windows Server 2016 for x64 ) )

(KB5028952) e  WPF - Addresses an issue where XPS documents using

LinkTarget aren't rendering properly.

e Networking- Addresses an issue where using proxy with
continuous load may lead to memory leak resulting in high
memory usage, or potentially OutOfMemoryException.

2023-08 Cumulative Security | This security update addresses a vulnerability in applications on IIS | KB5029649 N/A
Update for .NET Framework using their parent application’s Application Pool which can lead to

3.5,4.8, 4.8.1 for Windows 10 privilege escalation or other security bypasses.

Version 22H2 for x64

(KB5029649)

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

©BD
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3d8b6a43-75f4-4718-9c75-2398c223fb9c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b56dcd2e-b407-4f4c-84bc-90752e2d3aca
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d219294e-821e-43ba-9aca-cda4f55b5521
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dfc90837-df3e-4693-b02f-27d3edd25f32

Security Patches:

BD Pyxis™ Logistics

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security related for August
2023. These patches were not found to adversely affect BD Pharmogistics products and will be applied according
to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the validated patches
are installed on their BD systems as the acting responsible entity in order to maintain the correct security posture

of the system(s).

Microsoft® patches

Patch name

Windows Malicious
Software Removal Tool
x64

Description

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

Patch ID Notes

KB890830 N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc

2023-08 Cumulative
Update for Windows
Server 2016 for x64-
based Systems
(KB5029242)

2023-08 Servicing Stack
Update for Windows
Server 2012 R2 for x64-
based Systems
(KB5029368)

Last Modified: 8/8/2023

Improvements KB5029242

This security update includes quality improvements.
When you install this KB:

This update addresses an issue that affects Kerberos
constrained delegation (KCD). It fails on read-write
domain controllers. The error message is,
“KRB_AP_ERR_MODIFIED.” This occurs after you
install the November 2022 security updates.

If you installed earlier updates, only the new updates
contained in this package will be downloaded and
installed on your device.

Summary KB5029368

This update makes quality improvements to the
servicing stack, which is the component that installs
Windows updates. Servicing stack updates (SSU)
makes sure that you have a robust and reliable
servicing stack so that your devices can receive and
install Microsoft updates.

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b56dcd2e-b407-4f4c-84bc-90752e2d3aca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=76cab8f4-6d44-4a73-92a4-6b170850f5f8

2023-08 Security Monthly
Quality Rollup for
Windows Server 2012 R2
for x64-based Systems
(KB5029312)

Last Modified: 8/8/2023

2023-08 Cumulative
Security Update for
Internet Explorer 11 for
Windows Server 2012 R2
for x64-based systems
(KB5029243)

Last Modified: 8/8/2023

2023-08 Security and
Quality Rollup for NET
Framework 3.5, 4.6.2, 4.7,
4.71,4.7.2, 4.8 for
Windows Server 2012 R2
for x64 (KB5029653)
Last Modified: 8/8/2023

Summary KB5029312
Learn more about this cumulative security update,
including improvements, any known issues, and how to
get the update.
Improvements
This cumulative security update includes
improvements that are part of update KB5028228
(released July 11, 2023). This update also makes
improvements for the following issue:
Kerberos constrained delegation (KCD) might fail with
the error message KRB_AP_ERR_MODIFIED on
read/write domain controllers after installing the
November 2022 security updates.
Summary KB5029243
This security update resolves vulnerabilities in Internet
Explorer. To learn more about these vulnerabilities, see
Deployments | Security Update Guide.
KB5029653

Summary

Security Improvements

CVE-2023-36899 - .NET Framework Remote Code
Execution Vulnerability

This security update addresses a vulnerability in
applications on I1IS using their parent application’s
Application Pool which can lead to privilege escalation
or other security bypasses. For more information see
CVE 2023-36899.

CVE-2023-36873 - .NET Framework Spoofing
Vulnerability

This security update addresses a vulnerability where
unauthenticated remote attacker can sign ClickOnce
deployments without a valid code signing certificate.
For more information see CVE-2023-36873.

Quality and Reliability Improvements

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b6daa4ca-9b34-46a5-8679-2bd3a2ee122a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8250709b-5fbd-468e-a2c4-c68ed5ca82b8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=19628595-1268-46be-94f5-e79ff79a96f1

2023-08 Security Only
Update for .NET
Framework 3.5, 4.6.2, 4.7,
471,4.7.2,4.8 for
Windows Server 2012 R2
for x64 (KB5029568)

Last Modified: 8/8/2023

2023-08 Security Only
Quality Update for
Windows Server 2012 R2
for x64-based Systems
(KB5029304)

Last Modified: 8/8/2023

For a list of improvements that were released with this
update, please see the article links in the Additional
Information section of this article.

Summary KB5029568
CVE-2023-36899 - .NET Framework Remote Code

Execution Vulnerability

This security update addresses a vulnerability in

applications on IS using their parent application’s

Application Pool which can lead to privilege escalation

or other security bypasses. For more information see

CVE 2023-36899.

CVE-2023-36873 - .NET Framework Spoofing
Vulnerability

This security update addresses a vulnerability where
unauthenticated remote attacker can sign ClickOnce
deployments without a valid code signing certificate.
For more information see CVE-2023-36873.
Summary

Learn more about this security-only update, including
improvements, any known issues, and how to get the
update.

KB5029304

Improvements
This update makes improvements for the following
issue:

Kerberos constrained delegation (KCD) might fail with
the error message KRB_AP_ERR_MODIFIED on
read/write domain controllers after installing the
November 2022 security updates.

For more information about the resolved security
vulnerabilities, please refer to the Deployments |
Security Update Guide and the August 2023 Security
Updates.

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=52d22f77-ece6-4071-a883-153ca25cd168
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9321aa64-af3f-409a-beed-76cf36f96a12

2023-08 Security Only
Quality Update for
Windows Server 2008 R2
for x64-based Systems
(KB5029307)

Last Modified: 8/8/2023

2023-08 Security Monthly
Quality Rollup for
Windows Server 2008 R2
for x64-based Systems
(KB5029296)

Last Modified: 8/8/2023

2023-08 Cumulative
Security Update for
Internet Explorer 11 for
Windows Server 2008 R2
for x64-based systems
(KB5029243)

Last Modified: 8/8/2023

Summary

Learn more about this security-only update, including
improvements, any known issues, and how to get the
update.

KB5029307

Improvements
This update makes improvements for the following
issue:

Kerberos constrained delegation (KCD) might fail with
the error message KRB_AP_ERR_MODIFIED on
read/write domain controllers after installing the
November 2022 security updates

Summary

Learn more about this cumulative security update,
including improvements, any known issues, and how to
get the update.

KB5029296

Improvements

This cumulative security update contains
improvements that are part of update KB5028240
(released July 11, 2023). This update also makes
improvements for the following issue:

Kerberos constrained delegation (KCD) might fail with
the error message KRB_AP_ERR_MODIFIED on
read/write domain controllers after installing the
November 2022 security updates.
KB5029243
Summary
This security update resolves vulnerabilities in Internet
Explorer. To learn more about these vulnerabilities, see
Deployments | Security Update Guide.

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3bec02c2-d1d5-4e49-9725-a9f0853ffbfa
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8c96035d-0b45-4bf7-871f-b36f58985e16
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eb5ca449-f44d-438b-86c7-82cf415802c7

2023-08 Cumulative
Update for Windows 10
Version 22H2 for x64-
based Systems
(KB5029244)

Last Modified: 8/8/2023

2023-08 Cumulative
Update for .NET
Framework 3.5, 4.8 and
4.8.1 for Windows 10
Version 22H2 for x64
(KB5029649)

Last Modified: 8/8/2023

Improvements

Windows 10 servicing stack update - 19044.3266 and
19045.3266

This update makes quality improvements to the
servicing stack, which is the component that installs
Windows updates. Servicing stack updates (SSU)
ensure that you have a robust and reliable servicing
stack so that your devices can receive and install
Microsoft updates.

Summary KB5029649
This article describes the security and Cumulative
Update for 3.5, 4.8 and 4.8.1 for Windows 10 Version

22H2.
Security Improvements

CVE-2023-36899 - .NET Framework Remote Code
Execution Vulnerability

This security update addresses a vulnerability in
applications on IS using their parent application’s
Application Pool which can lead to privilege escalation
or other security bypasses. For more information see
CVE 2023-36899.

CVE-2023-36873 - .NET Framework Spoofing
Vulnerability

This security update addresses a vulnerability where
unauthenticated remote attacker can sign ClickOnce
deployments without a valid code signing certificate.
For more information see CVE-2023-36873.

Quality and Reliability Improvements
For a list of improvements that were released with this

update, please see the article links in the Additional
Information section of this article.

KB5029244

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c4b11ed2-9021-4299-b7fb-9312b1f70e0a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dfc90837-df3e-4693-b02f-27d3edd25f32

Microsoft .NET
Framework 4.8.1 for
Windows 10 Version
22H2 for x64
(KB5011048)

Last Modified: 8/8/2023

2023-08 Cumulative
Update for Windows
Server 2019 for x64-
based Systems
(KB5029247)

Last Modified: 8/8/2023

KB5011048
Microsoft .NET Framework 4.8.1 for Windows 10
version 21H2, Windows 10 version 22H2, Windows 11
version 21H2, Windows Server 2022 (Desktop, Azure
Editions), Azure Stack 21H2 and Azure Stack 22H2
(KB5011048)
Note: NET Framework 4.8.1 installers have been
refreshed to include the latest servicing updates as of
June 13th, 2023. Apart from the servicing fixes, there
is no change in the .NET Framework 4.8.1 product that
was released originally on August 9th, 2022. If you
have already installed .NET Framework 4.8.1, you do
not need to install this update.

Microsoft .NET Framework 4.8.1 is a highly compatible
and in-place update to .NET Framework 4.8. It includes
native support for the Armé4 architecture (Windows
11+), accessibility improvements as well as other
improvements. For a complete list of improvements
see: NET Framework 4.8.1 release notes.

Microsoft .NET Framework 4.8.1 is available on
Windows Update and Microsoft Update Catalog. It
will be offered as a recommended update on Windows
Update on applicable configurations.

Improvements KB5029247

This security update includes improvements. When you
install this KB:

This update addresses an issue that affects apps that
use DirectX on older Intel graphics drivers. You might
receive an error from apphelp.dll.

This update affects user mode printer drivers. They
unload unexpectedly. This occurs when you print from
multiple print queues to the same printer driver.

This update affects the Windows Kernel Vulnerable
Driver Blocklist, DriverSiPolicy.p7b. It adds drivers that
are at risk for Bring Your Own Vulnerable Driver
(BYOVD) attacks.

This update addresses an issue that affects Kerberos
constrained delegation (KCD). It fails on read-write
domain controllers. The error message is,
“KRB_AP_ERR_MODIFIED.” This occurs after you
install the November 2022 security updates.

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=05f6adb4-c6dc-49f5-8e44-3b163ced42dc
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6d29cb72-8868-470c-933e-4cbbf199f1be

2023-08 Cumulative
Update for .NET
Framework 3.5, 4.7.2 and
4.8 for Windows Server
2019 for x64
(KB5029647)

Last Modified: 8/8/2023

Summary KB5029647
This article describes the security and Cumulative

Update for 3.5, 4.7.2 and 4.8 for Windows 10, version

1809 and Windows Server 2019.

Security Improvements

CVE-2023-36899 - .NET Framework Remote Code
Execution Vulnerability

This security update addresses a vulnerability in
applications on IIS using their parent application’s
Application Pool which can lead to privilege escalation
or other security bypasses. For more information see
CVE 2023-36899.

CVE-2023-36873 - .NET Framework Spoofing
Vulnerability

This security update addresses a vulnerability where
unauthenticated remote attacker can sign ClickOnce
deployments without a valid code signing certificate.
For more information see CVE-2023-36873.

BD, Franklin Lakes, NJ, 07417, U.S.

201.847.6800
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N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ad5fcb6f-e135-4287-b35a-2e7aab86ea9d

Security Patches:

BD Pyxis™ PARx™

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
Windows Malicious Software  Windows Malicious Software Removal Tool KB890830 N/A
Removal Tool x64 - v5.116 (MSRT) 5.116 helps remove malicious software from

computers running Windows11, Windows 10,
Windows 8.1, Windows Server 2012 R2, Windows 8,
Windows Server 2012, Windows 7, or Windows
Server 2008.

2023-08 Cumulative Update The remote Windows host is missing security update  KB5029242 N/A
for Windows 10 Version 5029242. 1t is, therefore, affected by multiple
1607 for x64-based Systems  vulnerabilities
- Microsoft Message Queuing Remote Code
Execution Vulnerability (CVE-2023-35385, CVE-
2023-36910, CVE-2023-36911)
- Microsoft WDAC OLE DB provider for SQL Server
Remote Code Execution Vulnerability (CVE-2023-
36882)
- Windows Bluetooth A2DP driver Elevation of
Privilege Vulnerability (CVE-2023-35387)
Note that Nessus has not tested for these issues but
has instead relied only on the application’s self-
reported version number.


https://www.tenforums.com/windows-10-news/206682-kb890830-windows-malicious-software-removal-tool-5-116-aug-8-a.html
https://www.tenable.com/plugins/nessus/179498

2023-08 Cumulative
Security Update for Internet
Explorer 11 for Windows
Embedded Standard 7 for
x64-based systems

2023-08 Security and
Quality Rollup for .NET
Framework 3.5.1, 4.6.2, 4.7,
471, 4.7.2, 4.8 for Windows
Embedded Standard 7

2023-08 Security Monthly
Quality Rollup for Windows
Embedded Standard 7 for
x86-based Systems

2023-08 Security Only
Quality Update for Windows
Embedded Standard 7 for
x86-based Systems

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft KB5029651
software product that could affect your system. You

can help protect your system by installing this

update from Microsoft. For a complete listing of the

issues that are included in this update, see the

associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your

system.

The Microsoft Security Response Center (MSRC)
investigates all reports of security vulnerabilities
affecting Microsoft products and services, and
provides the information here as part of the ongoing
effort to help you manage security risks and help
keep your systems protected.

KB5029296

The remote Windows host is missing security update
5029307. 1t is, therefore, affected by multiple
vulnerabilities

- Microsoft Message Queuing Remote Code
Execution Vulnerability (CVE-2023-35385, CVE-

KB5029307

KB5029243

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2035d9c3-c3ac-4f15-a0ed-4cb2f8b57bed
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6efe508a-fbe7-4f4b-bbf3-b35836449c7a
https://www.manageengine.com/products/desktop-central/patch-management/Windows-7-Embedded-Standard-Edition/Windows6.1-kb5029296-x86.html
https://www.tenable.com/plugins/nessus/179489

2023-08 Security Only Upda
te for NET Framework 3.5.1,
46.2,47,471,4.7.2,4.8 fo
r Windows Embedded Stand
ard 7

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

bd.com

2023-36910, CVE-2023-36911)

- Microsoft WDAC OLE DB provider for SQL Server
Remote Code Execution Vulnerability (CVE-2023-
36882)

- Windows Fax Service Remote Code Execution
Vulnerability (CVE-2023-35381)

A security issue has been identified in a Microsoft REL S

software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.
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N/A

BD


https://vulners.com/msupdate/MS:628ADAE3-30EB-4F6A-B6B7-A6008183331A

Security Patches:
BD Pyxis™ Tissue & Implant

Management System

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2023-08 Security Monthly  This cumulative security update includes improvements  KB5029312 N/A

Quality Rollup for that are part of update KB5028228 (released July 11,
Windows Server 2012 R2 2023). This update also makes improvements for the
for x64-based Systems following issue:

Kerberos constrained delegation (KCD) might fail with
the error message KRB_AP_ERR_MODIFIED on
read/write domain controllers after installing the
November 2022 security updates.

For more information about the resolved security
vulnerabilities, please refer to the Deployments |
Security Update Guide and the August 2023 Security

Updates.
2023-08 Cumulative The improvements that are included in this Internet KB5029243 N/A
Security Update for Explorer update are also included in the August 2023

Internet Explorer 11 for Monthly Rollup. Installing either this Internet Explorer
Windows Server 2012 R2 update or the Monthly Rollup installs the same

for x64-based systems improvements.

This update is not applicable for installation on a device
on which the Monthly Rollup from August 2023 (or a
later month) is already installed. This is because that
update contains all the same improvements that are
included in this Internet Explorer update.


https://support.microsoft.com/en-us/topic/august-8-2023-kb5029312-monthly-rollup-7075a954-6bc6-420b-878c-c69057ce7cfe#:~:text=Windows%208.1%20reached%20end%20of,service%2C%20and%20supported%20Windows%20release.
https://support.microsoft.com/en-au/topic/kb5029243-cumulative-security-update-for-internet-explorer-august-8-2023-e4fb0aa8-1e64-49d2-a03c-c41f837aeb3d

2023-08 Security and
Quality Rollup for NET
Framework 3.5, 4.6.2, 4.7,
4.71,4.7.2,4.8 for
Windows Server 2012 R2
for x64

If you use update management processes other than
Windows Update and you automatically approve all
security update classifications for deployment, this
update, the August 2023 Security-Only Update, and the
August 2023 Monthly Rollup are deployed. We
recommend that you review your update deployment
rules to make sure that the desired updates are
deployed.

If you install a language pack after you install this
update, you must reinstall this update. Therefore, we
recommend that you install any language packs that
you need before you install this update. For more
information, see Add language packs to Windows.

This security update resolves vulnerabilities in Internet
Explorer. To learn more about these vulnerabilities, see
Deployments | Security Update Guide.

Additionally, see the following articles for more
information about cumulative updates:

Windows Server 2008 SP2 update history

Windows 7 SP1 and Windows Server 2008 R2 SP1
update history

Windows Server 2012 update history

Windows 8.1 and Windows Server 2012 R2 update
history

CVE-2023-36899 - NET Framework Remote Code
Execution Vulnerability

This security update addresses a vulnerability in
applications on IIS using their parent application’s
Application Pool which can lead to privilege escalation
or other security bypasses. For more information see
CVE 2023-36899.

CVE-2023-36873 - NET Framework Spoofing
Vulnerability

This security update addresses a vulnerability where

unauthenticated remote attacker can sign ClickOnce
deployments without a valid code signing certificate.
For more information see CVE-2023-36873.

Quality and Reliability Improvements

KB5029653

N/A


https://support.microsoft.com/en-us/topic/august-8-2023-security-and-quality-rollup-for-net-framework-3-5-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-server-2012-r2-kb5029653-a98faaa4-5d92-4e82-8fd8-ae69b9cb589d

Windows Malicious
Software Removal Tool
x64-v5.115

For a list of improvements that were released with this
update, please see the article links in the Additional
Information section of this article.

The Windows Malicious Software Removal Tool (MSRT)
helps remove malicious software from computers that N/A
are running any of the following operating systems: KB890830

Windows 10

Windows Server 2019
Windows Server 2016
Windows 8.1

Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2
Windows 7

Windows Server 2008

Microsoft releases the MSRT on a monthly cadence as
part of Windows Update or as a standalone tool. Use
this tool to find and remove specific prevalent threats
and reverse the changes they have made (see covered
malware families). For comprehensive malware
detection and removal, consider using Windows
Defender Offline or Microsoft Safety Scanner.

This article contains information about how the tool
differs from an antivirus or antimalware product, how
you can download and run the tool, what happens
when the tool finds malware, and tool release
information. It also includes information for the
administrators and advanced users, including
information about supported command-line switches.


https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

2023-08 Security Only
Update for .NET
Framework 3.5, 4.6.2, 4.7,
471,4.7.2,4.8 for
Windows Server 2012 R2
for x64

2023-08 Security Only
Quality Update for
Windows Server 2012 R2
for x64-based Systems

2023-08 Cumulative
Update for Windows
Server 2016 for x64-based
Systems

CVE-2023-36899 - .NET Framework Remote Code

Execution Vulnerability KB5029568 N/A
This security update addresses a vulnerability in

applications on I1IS using their parent application’s

Application Pool which can lead to privilege escalation

or other security bypasses. For more information see

CVE 2023-36899.

CVE-2023-36873 - .NET Framework Spoofing
Vulnerability

This security update addresses a vulnerability where
unauthenticated remote attacker can sign ClickOnce
deployments without a valid code signing certificate.
For more information see CVE-2023-36873.

This update makes improvements for the following KB5029304 N/A

issue:

Kerberos constrained delegation (KCD) might fail with
the error message KRB_AP_ERR_MODIFIED on
read/write domain controllers after installing the
November 2022 security updates.

For more information about the resolved security
vulnerabilities, please refer to the Deployments |
Security Update Guide and the August 2023 Security
Updates.

N/A
This security update includes quality improvements. KE2029742

When you install this KB:

This update addresses an issue that affects Kerberos
constrained delegation (KCD). It fails on read-write
domain controllers. The error message is,
“KRB_AP_ERR_MODIFIED.” This occurs after you install
the November 2022 security updates.

If you installed earlier updates, only the new updates
contained in this package will be downloaded and
installed on your device.

For more information about security vulnerabilities,
please refer to the new Security Update Guide website
and the August 2023 Security Updates.


https://support.microsoft.com/en-us/topic/august-8-2023-security-only-update-for-net-framework-3-5-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-server-2012-r2-kb5029568-32e695da-75e9-4ae5-b165-d0c4dfe81b0a
https://support.microsoft.com/en-gb/topic/august-8-2023-kb5029304-security-only-update-d67516aa-1a78-412f-9831-d3c15b9ca3e3
https://support.microsoft.com/en-us/topic/august-8-2023-kb5029242-os-build-14393-6167-1faba2e0-792e-4fd1-91df-212a11ad0eda

KB5028952 N/A

2023-08 Cumulative CVE-2023-36899 - .NET Framework Remote Code
Update for .NET Execution Vulnerability

Framework 4.8 for This security update addresses a vulnerability in
Windows Server 2016 for  applications on IIS using their parent application’s
x64 Application Pool which can lead to privilege escalation

or other security bypasses. For more information see
CVE 2023-36899.

CVE-2023-36873 - .NET Framework Spoofing
Vulnerability

This security update addresses a vulnerability where
unauthenticated remote attacker can sign ClickOnce
deployments without a valid code signing certificate.
For more information see CVE-2023-36873.

Quality and Reliability Improvements

WPF - Addresses an issue where XPS documents using
LinkTarget aren't rendering properly.

Networking - Addresses an issue where using proxy with
continuous load may lead to memory leak resulting in
high memory usage, or potentially
OutOfMemoryException.

*Windows Presentation Foundation (WPF)

KB5029368
2023-08 Servicing Stack This update makes quality improvements to the N/A
Update for Windows servicing stack, which is the component that installs
Server 2012 R2 for x64- Windows updates. Servicing stack updates (SSU) makes
based Systems sure that you have a robust and reliable servicing stack
so that your devices can receive and install Microsoft
updates.

BD, Franklin Lakes, NJ, 07417, U.S.
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https://support.microsoft.com/en-au/topic/august-8-2023-kb5028952-cumulative-update-for-net-framework-4-8-for-windows-10-version-1607-and-windows-server-2016-f83c3643-3e78-47ec-8bb3-b3e8954c6fce
https://support.microsoft.com/en-us/topic/kb5029368-servicing-stack-update-for-windows-server-2012-r2-august-8-2023-e02118f8-a3c1-47b0-a817-598a08b2d1da

Security Patches:
BD Pyxis™ Anesthesia Station ES

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2023-08 Security Only
Quality Update for Windows
Embedded Standard 7 for
x86-based Systems

2023-08 Security Only
Update for .NET Framework
351,46.2,4.7,4.7.1,4.7.2,
4.8 for Windows Embedded
Standard 7

Description

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Patch ID Notes

KB5029307 N/A

KB5029566 N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=665b3fee-62dc-4c9f-8e72-dc52f059bc88
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=628adae3-30eb-4f6a-b6b7-a6008183331a

Windows Malicious Software
Removal Tool x64 -v5.116

2023-08 Cumulative
Security Update for Internet
Explorer 11 for Windows
Embedded Standard 7 for
x86-based systems

2023-08 Security and
Quality Rollup for NET
Framework 3.5.1, 4.6.2, 4.7,
47.1,4.7.2, 4.8 for Windows
Embedded Standard 7

2023-08 Security Monthly
Quality Rollup for Windows
Embedded Standard 7 for x86-
based Systems

2023-08 Cumulative Update
for Windows 10 Version 1607
for x64-based Systems

After the download, this tool runs one time to check  KB890830
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool

on your computer, you can download a copy from
the Microsoft Download Center, or you can run an
online version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A security issue has been identified in a Microsoft KB5029243

software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft KB5029651

software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft KB5029296
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5029242
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e406f0e-59fa-432d-bb9a-77d2db6f74ec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d96f14a7-421b-45b3-8b02-48b7cb197a3f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6efe508a-fbe7-4f4b-bbf3-b35836449c7a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cacd4d3f-d075-4ffe-92eb-afe6a0f5de61
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b7a7b576-d3d9-4db3-8998-41f421fec734

2023-08 Cumulative Update
for Windows 10 Version
1809 for x86-based Systems

2023-08 Cumulative Update
for NET Framework 3.5,
4.7.2 and 4.8 for Windows
10 Version 1809 for x64

2023-08 Cumulative Update
for Windows 10 Version 21H2
for x64-based Systems

2023-08 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 21H2 for x64

BD, Franklin Lakes, NJ, 07417, U.S.

201.847.6800

bd.com

A security issue has been identified in a Microsoft KB5029247

software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft KB5029647
software product that could affect your system. You

can help protect your system by installing this

update from Microsoft. For a complete listing of the

issues that are included in this update, see the

associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your

system.

Install this update to resolve issues in Windows. Fora KB5029244
complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

A security issue has been identified in a Microsoft KB5029648
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

BD and the BD Logo are trademarks of Becton, Dickinson and Company

or its affiliates. © 2022 BD. All rights reserved

N/A

N/A

N/A

N/A

8D


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bc0a2ca4-da41-4a8c-be37-8bd7b2d40ba1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c60bba66-aa01-49f8-ad25-cb3aecfa636d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88d004ff-2072-4722-a760-fc3e59fefb63
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0c47291-1e26-4393-b095-ddde8cd43720

Security Patches:

BD Pyxis™ CII Safe ES

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

Windows Malicious Software  After the download, this tool runs one time to check KB890830 N/A

Removal Tool x64 - v5.116 your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

2023-08 Cumulative Update Install this update to resolve issues in Windows. Fora KB5029244 N/A
for Windows 10 Version 21H2 complete listing of the issues that are included in this
for x64-based Systems update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e406f0e-59fa-432d-bb9a-77d2db6f74ec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88d004ff-2072-4722-a760-fc3e59fefb63

2023-08 Cumulative Update A security issue has been identified in a Microsoft KB5029648 N/A
for NET Framework 3.5, 4.8 software product that could affect your system. You
and 6'8'1 for Windows 10 can help protect your system by installing this update
Version 21H2 for x64 from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0c47291-1e26-4393-b095-ddde8cd43720

Security Patches:

BD Pyxis™ Medstation™ ES

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2023-08 Security Only Quality A security issue has been identified in a Microsoft KB5029307

Update for Windows

Description Patch ID

software product that could affect your system. You

Embedded Standard 7 for x86- can help protect your system by installing this update

based Systems

2023-08 Security Only Update A security issue has been identified in a Microsoft KB5029566

for NET Framework 3.5.1,
46.2,4.7,4.71,4.7.2, 4.8 for

from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

software product that could affect your system. You
can help protect your system by installing this update

Windows Embedded Standard from Microsoft. For a complete listing of the issues that

7

are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

Notes

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=665b3fee-62dc-4c9f-8e72-dc52f059bc88
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=628adae3-30eb-4f6a-b6b7-a6008183331a

Windows Malicious Software  After the download, this tool runs one time to check ~ KB890830

Removal Tool x64 - v5.116 your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

2023-08 Cumulative Security A security issue has been identified in a Microsoft KB5029243

Update for Internet Explorer  software product that could affect your system. You

11 for Windows Embedded . help protect your system by installing this update

Standard 7 for x86-based ) - .

systems from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

2023-08 Security and Quality A security issue has been identified in a Microsoft KB5029651

Rollup for .NET Framework  software product that could affect your system. You
3.5.1 ’_4'6'2’ 4.7,4.71,4.7.2,48 o, help protect your system by installing this update
for Windows Embedded ) I :
Standard 7 from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

2023-08 Security Monthly A security issue has been identified in a Microsoft KB5029296
Quality Rollup for Windows software product that could affect your system. You
Embedded Standard 7 for x86- can help protect your system by installing this update
based Systems from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

2023-08 Cumulative Update A security issue has been identified in a Microsoft KB5029242
for Windows 10 Version 1607 software product that could affect your system. You
forx64-based Systems can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e406f0e-59fa-432d-bb9a-77d2db6f74ec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d96f14a7-421b-45b3-8b02-48b7cb197a3f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6efe508a-fbe7-4f4b-bbf3-b35836449c7a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cacd4d3f-d075-4ffe-92eb-afe6a0f5de61
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b7a7b576-d3d9-4db3-8998-41f421fec734

2023-08 Cumulative Update
for NET Framework 4.8 for
Windows 10 Version 1607 for
x64

2023-08 Cumulative Update
for Windows 10 Version 1809
for x86-based Systems

2023-08 Cumulative Update
for NET Framework 3.5, 4.7.2
and 4.8 for Windows 10
Version 1809 for x64

2023-08 Cumulative Update
for Windows 10 Version 21H2
for x64-based Systems

2023-08 Cumulative Update
for NET Framework 3.5, 4.8
and 4.8.1 for Windows 10
Version 21H2 for x64

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800
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A security issue has been identified in a Microsoft KB5028952

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5029247

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5029647
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

Install this update to resolve issues in Windows. Fora KB5029244
complete listing of the issues that are included in this

update, see the associated Microsoft Knowledge Base

article for more information. After you install this item,

you may have to restart your computer.

A security issue has been identified in a Microsoft KB5029648
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

BD and the BD Logo are trademarks of Becton, Dickinson and Company

or its affiliates. © 2022 BD. All rights reserved.

N/A

N/A

N/A

N/A

N/A

\l
€

BD


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=17c4cc14-68d0-46b0-acc6-fc72f939e909
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bc0a2ca4-da41-4a8c-be37-8bd7b2d40ba1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c60bba66-aa01-49f8-ad25-cb3aecfa636d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88d004ff-2072-4722-a760-fc3e59fefb63
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0c47291-1e26-4393-b095-ddde8cd43720

Security Patches:
BD Pyxis™ Enterprise Server

August 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2023-08 Servicing Stack Install this update to resolve issues in Windows. Fora KB5029368 N/A
Update for Windows Server ~ complete listing of the issues that are included in this

2012 R2 for x64-based update, see the associated Microsoft Knowledge Base

Systems article for more information. After you install this item,

you may have to restart your computer.

2023-08 Security Monthly A security issue has been identified in a Microsoft KB5029312 N/A
Quality Rollup for Windows  software product that could affect your system. You
Server 2012 R2 for x64-based can help protect your system by installing this update
Systems from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=76cab8f4-6d44-4a73-92a4-6b170850f5f8
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b6daa4ca-9b34-46a5-8679-2bd3a2ee122a

2023-08 Cumulative Security
Update for Internet Explorer
11 for Windows Server 2008
R2 for x64-based systems

2023-08 Security and Quality
Rollup for .NET Framework 3.5,
4.6.2,4.7,4.7.1,4.7.2, 4.8 for
Windows Server 2012 R2 for
x64

2023-08 Security Only Update
for .NET Framework 3.5, 4.6.2,
4.7,4.7.1,4.7.2, 4.8 for
Windows Server 2012 R2 for
x64

Windows Malicious Software
Removal Tool x64 -v5.116

A security issue has been identified in a Microsoft KB5029243
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5029653

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5029568

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

After the download, this tool runs one time to check ~ KB890830
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eb5ca449-f44d-438b-86c7-82cf415802c7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=19628595-1268-46be-94f5-e79ff79a96f1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=52d22f77-ece6-4071-a883-153ca25cd168
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c2447962-c621-4c2b-903c-bad3e0b8de93

2023-08 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems

2023-08 Security Only Quality
Update for Windows Server
2008 for x86-based Systems

2023-08 Security Monthly
Quality Rollup for Windows
Server 2008 for x64-based
Systems

2023-08 Cumulative Update
for Windows Server 2016 for
x64-based Systems

A security issue has been identified in a Microsoft KB5029304

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5029301

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5029318
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5029242
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9321aa64-af3f-409a-beed-76cf36f96a12
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a1547be5-0202-42de-a84d-fe4f4a84c377
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=586fc22f-f4d7-4e84-90d1-cc39f7bb08bb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b56dcd2e-b407-4f4c-84bc-90752e2d3aca

2023-08 Cumulative Update A security issue has been identified in a Microsoft KB5029247 N/A
for Windows Server 2019 for  software product that could affect your system. You
x64-based Systems can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

2023-08 Cumulative Update A security issue has been identified in a Microsoft KB5029647 N/A
for NET Framework 3.5, 4.7.2 software product that could affect your system. You
and 4.8 for Windows Server  can help protect your system by installing this update
2019 for x64 from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

2021-08 Servicing Stack This update makes quality improvements to the KB5005112 N/A
Update for Windows servicing stack, which is the component that installs

Server 2019 for x64-based  Windows updates. Servicing stack updates (SSU)

makes sure that you have a robust and reliable

servicing stack so that your devices can receive and

install Microsoft updates.

Systems

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6d29cb72-8868-470c-933e-4cbbf199f1be
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ad5fcb6f-e135-4287-b35a-2e7aab86ea9d
https://support.microsoft.com/en-gb/topic/kb5005112-servicing-stack-update-for-windows-10-version-1809-august-10-2021-df6a9e0d-8012-41f4-ae74-b79f1c1940b2

Security Patches:

BD Pyxis™ SupplyStation™

Aug 2023

BD has identified patches from Microsoft® that have been identified as critical or security related for August 2023. These
patches were not found to adversely affect BD products and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the validated patches are installed
on their BD systems as the acting responsible entity in order to maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2023-08 Security This update makes improvements for the following KB5029301 N/A
Only Quality Update  issue:
for Windows Server e Kerberos constrained delegation (KCD) might
2008 for x86-based fail with the error message
Systems KRB_AP_ERR_MODIFIED on read/write domain
(KB5029301) controllers after installing the November 2022
security updates.
For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the August 2023 Security Updates.
2023-08 Security This cumulative security update contains improvements  KB5029318 N/A
Monthly Quality that are part of update KB5028222 (released July 11,
Rollup for Windows ?0”23). This update also makes improvements for the
ollowing issue:
el AR ifelrgEie- e Kerberos constrained delegation (KCD) might
based Systems fail with the error message
(KB5029318) KRB_AP_ERR_MODIFIED on read/write domain
controllers after installing the November 2022
security updates.
For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the August 2023 Security Updates.
2023-08 Security This cumulative security update contains improvements  KB5029296 N/A

Monthly Quality
Rollup for Windows

that are part of update KB5028240 (released July 11,
2023). This update also makes improvements for the
following issue:

Al Sieneerd e Kerberos constrained delegation (KCD) might

7 for x86-based fail with the error message

Systems KRB_AP_ERR_MODIFIED on read/write domain
(KB5029296) controllers after installing the November 2022

security updates.


https://support.microsoft.com/en-gb/topic/august-8-2023-kb5029301-security-only-update-c4a28026-21b8-4f7d-8ffc-dec8338809c4
https://support.microsoft.com/en-gb/topic/august-8-2023-kb5029318-monthly-rollup-daec4592-9875-4e45-a61d-159b86d9959f
https://support.microsoft.com/en-us/topic/august-8-2023-kb5029296-monthly-rollup-141f03b9-1e2c-412c-900f-51586fbaf9ee

2023-08 Security
Only Quality Update
for Windows
Embedded Standard
7 for x86-based
Systems
(KB5029307)

2023-08 Security
Only Update for NET
Framework 3.5.1,
4.6.2,47,4.71,
4.7.2,4.8 for
Windows Embedded
Standard 7
(KB5029566)

2023-08 Security
and Quality Rollup
for NET Framework
3.5.1,46.2,4.7,
4.7.1,4.7.2,4.8 for
Windows Embedded
Standard 7
(KB5029651)

2023-08 Servicing
Stack Update for
Windows Server
2012 R2 for x64-
based Systems
(KB5029368)

For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the August 2023 Security Updates.

This update makes improvements for the following KB5029307
issue:
e Kerberos constrained delegation (KCD) might
fail with the error message
KRB_AP_ERR_MODIFIED on read/write domain
controllers after installing the November 2022
security updates.
For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the August 2023 Security Updates.

CVE-2023-36899 - .NET Framework Remote Code KB5029566
Execution Vulnerability
e This security update addresses a vulnerability in
applications on IIS using their parent
application’s Application Pool which can lead to
privilege escalation or other security bypasses.
For more information see CVE 2023-36899.
CVE-2023-36873 - .NET Framework Spoofing
Vulnerability
e This security update addresses a vulnerability
where unauthenticated remote attacker can
sign ClickOnce deployments without a valid
code signing certificate. For more information
see CVE-2023-36873.

CVE-2023-36899 - .NET Framework Remote Code KB5029651
Execution Vulnerability
e This security update addresses a vulnerability in
applications on IIS using their parent
application’s Application Pool which can lead to
privilege escalation or other security bypasses.
For more information see CVE 2023-36899.
CVE-2023-36873 - .NET Framework Spoofing
Vulnerability
e This security update addresses a vulnerability
where unauthenticated remote attacker can
sign ClickOnce deployments without a valid
code signing certificate. For more information
see CVE-2023-36873.

This update makes quality improvements to the KB5029368
servicing stack, which is the component that installs

Windows updates. Servicing stack updates (SSU) makes

sure that you have a robust and reliable servicing stack

so that your devices can receive and install Microsoft

updates.

N/A

N/A

N/A

N/A


https://support.microsoft.com/en-au/topic/august-8-2023-kb5029307-security-only-update-5eb8d1c4-1927-4d8a-adc4-a6843342a7cf
https://support.microsoft.com/en-gb/topic/august-8-2023-security-only-update-for-net-framework-3-5-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-embedded-7-standard-and-windows-server-2008-r2-sp1-kb5029566-78a99491-022a-44e6-b1a4-be9966c01f2e
https://support.microsoft.com/en-us/topic/august-8-2023-security-and-quality-rollup-for-net-framework-3-5-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-embedded-7-standard-and-windows-server-2008-r2-sp1-kb5029651-a2f55e44-decb-4746-9a62-938b8a67864d
https://support.microsoft.com/en-us/topic/kb5029368-servicing-stack-update-for-windows-server-2012-r2-august-8-2023-e02118f8-a3c1-47b0-a817-598a08b2d1da

2023-08 Security
Monthly Quality
Rollup for Windows
Server 2012 R2 for
x64-based Systems
(KB5029312)

2023-08 Cumulative
Security Update for
Internet Explorer 11
for Windows
Embedded Standard
7 for x86-based
systems
(KB5029243)

2023-08 Cumulative
Security Update for
Internet Explorer 11
for Windows Server
2012 R2 for x64-
based systems
(KB5029243)

2023-08 Security
and Quality Rollup
for .NET Framework
35,46.2,4.7,471,
472, 4.8 for
Windows Server
2012 R2 for x64
(KB5029653)

2023-08 Security
Only Update for .NET
Framework 3.5, 4.6.2,
47,471,47.2,48
for Windows Server
2012 R2 for x64
(KB5029568)

This cumulative security update includes improvements
that are part of update KB5028228 (released July 11,
2023). This update also makes improvements for the
following issue:

e Kerberos constrained delegation (KCD) might
fail with the error message
KRB_AP_ERR_MODIFIED on read/write domain
controllers after installing the November 2022
security updates.

For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the August 2023 Security Updates.

This security update resolves vulnerabilities in Internet
Explorer. To learn more about these vulnerabilities, see
Deployments | Security Update Guide.

This security update resolves vulnerabilities in Internet
Explorer. To learn more about these vulnerabilities, see
Deployments | Security Update Guide.

CVE-2023-36899 - .NET Framework Remote Code
Execution Vulnerability
e This security update addresses a vulnerability in
applications on IIS using their parent
application’s Application Pool which can lead to
privilege escalation or other security bypasses.
For more information see CVE 2023-36899.
CVE-2023-36873 - .NET Framework Spoofing
Vulnerability
e This security update addresses a vulnerability
where unauthenticated remote attacker can
sign ClickOnce deployments without a valid
code signing certificate. For more information
see CVE-2023-36873.

KB5029653

CVE-2023-36899 - .NET Framework Remote Code
Execution Vulnerability
e This security update addresses a vulnerability in

applications on IIS using their parent
application’s Application Pool which can lead to
privilege escalation or other security bypasses.
For more information see CVE 2023-36899.

CVE-2023-36873 - .NET Framework Spoofing

Vulnerability

KB5029568

KB5029312

KB5029243

KB5029243

N/A

N/A

N/A

N/A

N/A


https://support.microsoft.com/en-us/topic/august-8-2023-kb5029312-monthly-rollup-7075a954-6bc6-420b-878c-c69057ce7cfe
https://support.microsoft.com/en-au/topic/kb5029243-cumulative-security-update-for-internet-explorer-august-8-2023-e4fb0aa8-1e64-49d2-a03c-c41f837aeb3d
https://support.microsoft.com/en-au/topic/kb5029243-cumulative-security-update-for-internet-explorer-august-8-2023-e4fb0aa8-1e64-49d2-a03c-c41f837aeb3d
https://support.microsoft.com/en-us/topic/august-8-2023-security-and-quality-rollup-for-net-framework-3-5-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-server-2012-r2-kb5029653-a98faaa4-5d92-4e82-8fd8-ae69b9cb589d
https://support.microsoft.com/en-us/topic/august-8-2023-security-only-update-for-net-framework-3-5-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-server-2012-r2-kb5029568-32e695da-75e9-4ae5-b165-d0c4dfe81b0a

2023-08 Security
Only Quality Update
for Windows Server
2012 R2 for x64-
based Systems
(KB5029304)

2023-08 Cumulative
Update for .NET
Framework 4.8 for
Windows Server
2016 for x64
(KB5028952)

2023-08 Cumulative
Update for Windows
10 Version 1809 for
x64-based Systems
(KB5029247)

e This security update addresses a vulnerability
where unauthenticated remote attacker can
sign ClickOnce deployments without a valid
code signing certificate. For more information
see CVE-2023-36873.

This update makes improvements for the following
issue:

e Kerberos constrained delegation (KCD) might
fail with the error message
KRB_AP_ERR_MODIFIED on read/write domain
controllers after installing the November 2022
security updates.

CVE-2023-36899 - .NET Framework Remote Code
Execution Vulnerability
e This security update addresses a vulnerability in
applications on IIS using their parent
application’s Application Pool which can lead to
privilege escalation or other security bypasses.
For more information see CVE 2023-36899.
CVE-2023-36873 - .NET Framework Spoofing
Vulnerability
e This security update addresses a vulnerability
where unauthenticated remote attacker can
sign ClickOnce deployments without a valid
code signing certificate. For more information
see CVE-2023-36873.
This security update includes improvements. When you KB5029247
install this KB:
e This update addresses an issue that affects
apps that use DirectX on older Intel graphics
drivers. You might receive an error from
apphelp.dil.
e This update affects user mode printer drivers.
They unload unexpectedly. This occurs when
you print from multiple print queues to the
same printer driver.
e This update enhances hinting for some of the
letters of the Verdana Pro font family.
e This update affects the Windows Kernel
Vulnerable Driver Blocklist, DriverSiPolicy.p7b. It
adds drivers that are at risk for Bring Your Own
Vulnerable Driver (BYOVD) attacks.
e This update addresses an issue that affects
Kerberos constrained delegation (KCD). It fails
on read-write domain controllers. The error
message is, “KRB_AP_ERR_MODIFIED.” This
occurs after you install the November 2022
security updates.
e This update addresses an issue that affects the
Windows Management Instrumentation (WMI)
repository. This causes an installation error. The
issue occurs when a device does not shut down

properly.

KB5029304

KB5028952

N/A

N/A

N/A


https://support.microsoft.com/en-gb/topic/august-8-2023-kb5029304-security-only-update-d67516aa-1a78-412f-9831-d3c15b9ca3e3
https://support.microsoft.com/en-au/topic/august-8-2023-kb5028952-cumulative-update-for-net-framework-4-8-for-windows-10-version-1607-and-windows-server-2016-f83c3643-3e78-47ec-8bb3-b3e8954c6fce
https://support.microsoft.com/en-us/topic/august-8-2023-kb5029247-os-build-17763-4737-9f99a6da-ef38-4744-aef2-df38365f9203

This update addresses an issue that affects
Event Forwarding Subscriptions. When you add
an Event Channel to the subscription, it
forwards events you do not need.

This update addresses a deadlock in Internet
Protocol Security (IPsec). When you configure
servers with IPsec rules, they stop responding.
This issue affects virtual and physical servers.
This update addresses an issue that affects
Active Directory Federation Services (AD FS). It
might take several attempts to signin to AD FS
successfully. This is because the time
calculation for the expiration of a single sign on
cookie is wrong.

This update addresses an issue that affects AD
Domains and Trusts snap-ins. They fail to
enumerate domain trusts. The error message is,
"The parameter is incorrect.”



2023-08 Cumulative
Update for NET
Framework 3.5, 4.7.2
and 4.8 for Windows
10 Version 1809 for
x64 (KB5029647)

2023-08 Cumulative
Update for Windows
Server 2019 for x64-
based Systems
(KB5029247)

CVE-2023-36899 - .NET Framework Remote Code KB5029647
Execution Vulnerability
e This security update addresses a vulnerability in
applications on IIS using their parent
application’s Application Pool which can lead to
privilege escalation or other security bypasses.
For more information see CVE 2023-36899.
CVE-2023-36873 - .NET Framework Spoofing
Vulnerability
e This security update addresses a vulnerability
where unauthenticated remote attacker can
sign ClickOnce deployments without a valid
code signing certificate. For more information
see CVE-2023-36873.
This security update includes improvements. When you KB5029247

install this KB:

e This update addresses an issue that affects
apps that use DirectX on older Intel graphics
drivers. You might receive an error from
apphelp.dil.

e This update affects user mode printer drivers.
They unload unexpectedly. This occurs when
you print from multiple print queues to the
same printer driver.

e This update enhances hinting for some of the
letters of the Verdana Pro font family.

e This update affects the Windows Kernel
Vulnerable Driver Blocklist, DriverSiPolicy.p7b. It
adds drivers that are at risk for Bring Your Own
Vulnerable Driver (BYOVD) attacks.

e This update addresses an issue that affects
Kerberos constrained delegation (KCD). It fails
on read-write domain controllers. The error
message is, “KRB_AP_ERR_MODIFIED.” This
occurs after you install the November 2022
security updates.

e This update addresses an issue that affects the
Windows Management Instrumentation (WMI)
repository. This causes an installation error. The
issue occurs when a device does not shut down
properly.

e This update addresses an issue that affects
Event Forwarding Subscriptions. When you add
an Event Channel to the subscription, it
forwards events you do not need.

e This update addresses a deadlock in Internet
Protocol Security (IPsec). When you configure
servers with IPsec rules, they stop responding.
This issue affects virtual and physical servers.

e This update addresses an issue that affects
Active Directory Federation Services (AD FS). It
might take several attempts to signin to AD FS
successfully. This is because the time
calculation for the expiration of a single sign on
cookie is wrong.

e This update addresses an issue that affects AD
Domains and Trusts snap-ins. They fail to

N/A

N/A


https://support.microsoft.com/en-gb/topic/august-8-2023-kb5029647-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-2019-2a1c389c-1a1b-46a7-8550-b7486b98116e
https://support.microsoft.com/en-us/topic/august-8-2023-kb5029247-os-build-17763-4737-9f99a6da-ef38-4744-aef2-df38365f9203

2023-08 Cumulative
Update for .NET
Framework 3.5, 4.7.2
and 4.8 for Windows
Server 2019 for x64
(KB5029647)

2021-08 Servicing
Stack Update for
Windows Server
2019 for x64-based
Systems
(KB5005112)

Windows Malicious
Software Removal
Tool x64 -v5.115

enumerate domain trusts. The error message is,
"The parameter is incorrect.”

CVE-2023-36899 - .NET Framework Remote Code
Execution Vulnerability
e This security update addresses a vulnerability in
applications on IIS using their parent
application’s Application Pool which can lead to
privilege escalation or other security bypasses.
For more information see CVE 2023-36899.
CVE-2023-36873 - .NET Framework Spoofing
Vulnerability
e This security update addresses a vulnerability
where unauthenticated remote attacker can
sign ClickOnce deployments without a valid
code signing certificate. For more information
see CVE-2023-36873.

This update makes quality improvements to the
servicing stack, which is the component that installs
Windows updates. Servicing stack updates (SSU) makes
sure that you have a robust and reliable servicing stack
so that your devices can receive and install Microsoft
updates.

The Windows Malicious Software Removal Tool (MSRT)
helps remove malicious software from computers.
Microsoft releases the MSRT on a monthly cadence as
part of Windows Update or as a standalone tool. Use
this tool to find and remove specific prevalent threats
and reverse the changes they have made.

BD, Franklin Lakes, NJ, 07417, U.S

201.847.6800

bd.com

BD and the BD Logo are trademarks of Becton, Dickinson and Company
or its affiliates. © 2022 BD. All rights reserved.

KB5029647

KB5005112

KB890830

N/A

N/A

N/A

<BD


https://support.microsoft.com/en-gb/topic/august-8-2023-kb5029647-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-2019-2a1c389c-1a1b-46a7-8550-b7486b98116e
https://support.microsoft.com/en-gb/topic/kb5005112-servicing-stack-update-for-windows-10-version-1809-august-10-2021-df6a9e0d-8012-41f4-ae74-b79f1c1940b2
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

