
 

 

BD Product Name: BD Pyxis™ IV Prep 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

2021-02 Security and 

Quality Rollup for .NET 

Framework 3.5, 4.5.2, 

4.6, 4.6.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Server 2012 R2 

for x64 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, 

KB4603004 None 

 

2021-02 Security 

Monthly Quality Rollup 

for Windows Server 2012 

R2 for x64-based 

Systems 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update 

KB4601384 

 

None 

 

Windows Malicious 

Software Removal Tool 

x64 - v5.85  

After the download, this tool 

runs one time to check your 

computer for infection by 

specific, prevalent malicious 

software (including Blaster, 

Sasser, and Mydoom) and 

helps remove any infection 

that is found. If an infection 

is found, the tool will display 

a status report the next time 

that you start your computer. 

 

 

KB890830 None 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0537c979-51e1-4953-9dd9-0607d5caa370
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ef207451-9013-49d4-a5b9-af0f87c6e4e2
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-ba51b71f-39cd-cdec-73eb-61979b0661e0


 

 

2021-02 Security Only 

Update for .NET 

Framework 4.6, 4.6.1, 

4.6.2, 4.7, 4.7.1, 4.7.2, 

4.8 for Windows Server 

2012 R2 for x64 

TA security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update 

KB4602960 None 

 

2021-02 Security and 

Quality Rollup for .NET 

Framework 4.8 for 

Windows Server 2012 R2 

for x64 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update 

KB4601058 

 

None 

 

2021-02 Security Only 

Quality Update for 

Windows Server 2012 R2 

for x64-based Systems 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update 

KB4601349 None 

 

2021-02 Security Only 

Update for .NET 

Framework 4.8 for 

Windows Server 2012 R2 

for x64 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update 

KB4601092 None 

 

 

2021-02 Servicing Stack 

Update for Windows 

Server 2016 for x64-

based Systems 

Install this update to resolve 

issues in Windows. For a 

complete listing of the issues 

that are included in this 

update, see the associated 

Microsoft Knowledge Base 

article for more information. 

 

 

KB5001078 None 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9c2e51ff-53e8-43fb-a067-b73c364cc038
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=facfd51e-6f87-4b0f-b9e1-219668c30a94
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ed05cd9f-2c0a-4c01-a63e-ebd2f2406024
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1515a12f-76e1-4663-bf99-54170a37c730
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=99e788ad-3a4d-4d49-a4d5-802bfa4b593c


 

 

2021-02 Servicing Stack 

Update for Windows 

Server 2016 for x64-

based Systems 

Install this update to resolve 

issues in Windows. For a 

complete listing of the issues 

that are included in this 

update 

KB5001078 None 

 

2021-02 Cumulative 

Update for Windows 

Server 2016 for x64-

based Systems 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update 

KB4601318 None 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=99e788ad-3a4d-4d49-a4d5-802bfa4b593c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c9f46838-f8fd-4cf9-9d56-a7908273fb6b


 

 

BD Product Name: BD Pyxis™ Supply 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

2021-02 Security 

Monthly Quality Rollup 

for Windows Server 2012 

R2 for x64-based 

Systems  

This security update includes 

improvements and fixes that 

were a part of update 

KB4598285 (released January 

12, 2021) and addresses the 

following issues: 

Addresses historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

Addresses an issue with 

German translations of 

Central European Time. 

Security updates to Windows 

App Platform and 

Frameworks, Windows Hybrid 

Cloud. 

KB4601384 None 

Windows Malicious 

Software Removal Tool 

x64 - v5.85  

The Windows Malicious 

Software Removal Tool 

(MSRT) helps remove 

malicious software from 

computers that are running 

any of the following operating 

systems: 

Windows 10 

Windows Server 2019 

Windows Server 2016 

Windows 8.1 

Windows Server 2012 R2 

Windows Server 2012 

Windows 7 

Windows Server 2008 R2 for 

x64-based Systems 

KB890830 None 

https://support.microsoft.com/en-us/topic/february-9-2021-kb4601384-monthly-rollup-16bdbb75-dd4b-2910-abc5-7891c9756b96
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-ba51b71f-39cd-cdec-73eb-61979b0661e0


 

 

2021-02 Security and 

Quality Rollup for .NET 

Framework 3.5, 4.5.2, 

4.6, 4.6.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Server 2012 R2 

for x64  

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. 

 

KB4603004 None 

2021-02 Security Only 

Quality Update for 

Windows Server 2012 R2 

for x64-based Systems  

This security update includes 

quality improvements. Key 

changes include: 

 

Adds historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

 

Addresses an issue with 

German translations of 

Central European Time. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Hybrid 

Cloud Networking, and 

Windows Core Networking. 

KB4601349 None 

Security Only Update for 

.NET Framework 4.6, 

4.6.1, 4.6.2, 4.7, 4.7.1, 

4.7.2, 4.8 for Windows 

8.1 and Windows Server 

2012 R2  

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework 

KB4602960 

 

None 

Security and Quality 

Rollup for .NET 

Framework 4.6, 4.6.1, 

4.6.2, 4.7, 4.7.1, 4.7.2 

for Windows 8.1, RT 8.1, 

and Windows Server 

2012 R2  

 

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. 

KB4601048 None 

Security Only Update for 

.NET Framework 4.6, 

4.6.1, 4.6.2, 4.7, 4.7.1, 

4.7.2 for Windows 8.1 

and Windows Server 

2012 R2  

 

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. 

KB4601094 None 

https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb4603004-3aa9b61c-3a8f-37fd-4724-01d96dbbcb64
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601349-security-only-update-6de503d8-2aa2-589f-fd75-c5e308f488f6
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-and-windows-server-2012-r2-kb4602960-2d27dd82-935a-79f6-d82e-1453952dcf02
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-and-windows-server-2012-r2-kb4602960-2d27dd82-935a-79f6-d82e-1453952dcf02
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb4601048-b9f34042-d309-655f-b027-a4a358649f0d
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb4601094-84c0c3e5-19a2-f3a3-d91c-81ed839fd0ea


 

 

2021-02 Security 

Monthly Quality Rollup 

for Windows Embedded 

Standard 7 for x86-

based Systems  

This security update includes 

improvements and fixes that 

were a part of update 

KB4598279 (released 

January 12, 2021) and 

addresses the following 

issues: 

Adds historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

Addresses an issue with 

German translations of 

Central European Time. 

Security updates to Windows 

App Platform and 

Frameworks, Windows Hybrid 

Cloud Networking, and 

Windows Core Networking. 

KB4601347 

 

None 

2021-02 Cumulative 

Update for Windows 

Server 2016 for x64-

based Systems  

This security update includes 

quality improvements. Key 

changes include: 

Enables administrators to 

disable standalone Internet 

Explorer using a Group Policy 

while continuing to use 

Microsoft Edge's IE Mode. 

 

Updates Internet Explorer’s 

About dialog to use the 

standard modern dialog. 

 

Addresses an issue with a 

Service Host (svchost.exe) 

process that causes excessive 

CPU usage in some Input 

Method Editor (IME) language 

environments, such as 

Traditional Chinese. This 

issue occurs when you try to 

add an input method in 

Control Panel. 

 

Corrects historical daylight 

savings time (DST) 

information for the 

Palestinian Authority. 

 

KB4601318 None 

https://support.microsoft.com/en-us/topic/february-9-2021-kb4601347-monthly-rollup-c0ae9599-f93d-68ee-7542-0aa3564f3190
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601347-monthly-rollup-c0ae9599-f93d-68ee-7542-0aa3564f3190
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601318-os-build-14393-4225-c5e3de6c-e3e6-ffb5-6197-48b9ce16446e


 

 

Addresses an issue with 

German translations of 

Central European Time. 

 

Addresses an issue that 

causes LSASS.exe to stop 

working because of a race 

condition that results in a 

double free error in Schannel. 

The exception code is 

c0000374, and the Event Log 

displays Schannel event 

36888, fatal error code 20, 

and error state 960. This 

issue occurs after installing 

Windows updates from 

September 2020 and later. 

 

Addresses an issue that 

might cause systems that use 

BitLocker to stop working and 

display the error 0x120 

(BITLOCKER_FATAL_ERROR). 

 

Addresses an issue that 

prevents scheduled tasks that 

have multiple actions from 

running again if you have 

previously disabled them 

while they were running. 

 

Addresses an issue that fails 

to log events 4732 and 4733 

for Domain-Local group 

membership changes in 

certain scenarios. This occurs 

when you use the 

“Permissive Modify” control; 

for example, the Active 

Directory (AD) PowerShell 

modules use this control. 

 

Addresses an issue that 

incorrectly reports that 

Lightweight Directory Access 

Protocol (LDAP) sessions are 

unsecure in Event ID 2889. 

This occurs when the LDAP 

session is authenticated and 

sealed with a Simple 



 

 

Authentication and Security 

Layer (SASL) method. 

 

Addresses an issue with 

Server Message Block (SMB). 

This issue incorrectly logs the 

Microsoft-Windows-SMBClient 

31013 event in the Microsoft-

Windows-SMBClient or 

Security event log of an SMB 

client when an SMB server 

returns 

STATUS_USER_SESSION_DE

LETED. This issue occurs 

when SMB client users or 

applications open multiple 

SMB sessions using the same 

set of Transmission Control 

Protocol (TCP) connections on 

the same SMB Server. This 

issue most likely occurs on 

Remote Desktop Servers. 

 

Addresses an issue that 

causes the LanmanServer 

service to stop unexpectedly. 

This issue occurs if the 

OptionalNames registry value 

is set and the service 

restarts. 

Addresses an issue that 

causes stop error 0x54 in 

SRV2.SYS. 

Security updates to Windows 

App Platform and 

Frameworks, Windows Apps, 

Windows Cloud 

Infrastructure, Windows 

Authentication, Windows 

Fundamentals, Windows 

Virtualization, Windows Core 

Networking, and Windows 

Hybrid Cloud Networking. 

 

 

 

 



 

 

2021-02 Servicing Stack 

Update for Windows 

Server 2016 for x64-

based Systems  

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack 

so that your devices can 

receive and install Microsoft 

updates. 

KB5001078 None 

2021-02 Cumulative 

Update for .NET 

Framework 3.5, 4.7.2 

and 4.8 for Windows 10 

Version 1809  

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. 

KB4601887 None 

2021-02 Servicing Stack 

Update for Windows 10 

Version 1809 for x86-

based Systems  

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack 

so that your devices can 

receive and install Microsoft 

updates. 

Additionally, this update 

enables a single package 

design that incorporates the 

servicing stack update (SSU) 

into the latest cumulative 

update (LCU). Combining the 

SSU and LCU update into a 

single package provides a 

more seamless deployment 

and installation experience. 

KB4601393 None 

2021-02 Cumulative 

Update for Windows 10 

Version 1809 for x86-

based Systems  

Updates to improve security 

when using input devices 

such as a mouse, keyboard, 

or pen. 

Updates for verifying 

usernames and passwords. 

Addresses a possible 

elevation of privilege 

vulnerability in the win32k 

component. 

 

Security updates to Windows 

App Platform and 

KB4601345 None 

https://support.microsoft.com/en-us/topic/kb5001078-servicing-stack-update-for-windows-10-version-1607-february-12-2021-3e19bfd1-7711-48a8-978b-ce3620ec6362
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601887-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-version-2019-3bc7f63e-6563-ff89-f499-cb3ffd9fb0cb
https://support.microsoft.com/en-us/topic/kb4601393-servicing-stack-update-for-windows-10-version-1809-february-9-2021-15c3c770-b230-cadd-75ae-f27bbb2e52b3
https://support.microsoft.com/en-us/office/february-9-2021%E2%80%94kb4601345-os-build-17763-1757-c38b7b85-0d84-d979-1a29-e4ba97b82042


 

 

Frameworks, Windows Apps, 

Windows Input and 

Composition, Windows Cloud 

Infrastructure, Windows 

Management, Windows 

Authentication, Windows 

Fundamentals, Windows 

Cryptography, Windows 

Virtualization, and Windows 

Core Networking. 

 

Cumulative Update for 

.NET Framework 3.5 and 

4.7.2 for Windows 10, 

version 1809 and 

Windows Server, version 

2019 

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. 

KB4601060 None 

2021-KB4601050 

Cumulative Update for 

.NET Framework 3.5 and 

4.8 for Windows 10, 

version 2004, Windows 

Server, version 2004, 

Windows 10, version 

20H2, and Windows 

Server, version 20H2  

 

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. 

KB4601050 None 

2021-02 Cumulative 

Update for Windows 10 

Version 2004 for x64-

based Systems.  

 

Updates to improve security 

when using input devices 

such as a mouse, keyboard, 

or pen. 

Updates for verifying 

usernames and passwords. 

KB4601319 None 

Security intelligence 

updates for Microsoft 

Defender Antivirus and 

other Microsoft 

antimalware  

 

Microsoft continually updates 

security intelligence in 

antimalware products to 

cover the latest threats and 

to constantly tweak detection 

logic, enhancing the ability of 

Microsoft Defender Antivirus 

and other Microsoft 

antimalware solutions to 

accurately identify threats. 

This security intelligence 

works directly with cloud-

based protection to deliver 

fast and powerful AI-

enhanced, next-generation 

protection. 

KB2267602 None 

https://support.microsoft.com/en-us/topic/february-9-2021-kb4601060-cumulative-update-for-net-framework-3-5-and-4-7-2-for-windows-10-version-1809-and-windows-server-version-2019-b240d07e-639f-d708-98c9-0cbe443176aa
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601050-cumulative-update-for-net-framework-3-5-and-4-8-for-windows-10-version-2004-windows-server-version-2004-windows-10-version-20h2-and-windows-server-version-20h2-7d61f856-72ce-7f4c-7e43-76f8aadf2aca
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601319-os-builds-19041-804-and-19042-804-87fc8417-4a81-0ebb-5baa-40cfab2fbfde
https://www.microsoft.com/en-us/wdsi/defenderupdates


 

 

Cumulative Update 

Preview for .NET 

Framework 3.5 and 4.8 

for Windows 10, version 

2004, Windows Server, 

version 2004, Windows 

10, version 20H2, and 

Windows Server, version 

20H2  

 

The February 2, 2021 update 

for Windows 10, version 

2004, Windows Server, 

version 2004, Windows 10, 

version 20H2, and Windows 

Server, version 20H2 

includes cumulative reliability 

improvements in .NET 

Framework 3.5 and 4.8. We 

recommend that you apply 

this update as part of your 

regular maintenance 

routines. 

KB4598299 None 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/february-2-2021-kb4598299-cumulative-update-preview-for-net-framework-3-5-and-4-8-for-windows-10-version-2004-windows-server-version-2004-windows-10-version-20h2-and-windows-server-version-20h2-3456c8e5-d401-ea0e-e8ad-9a4482daa61c


 

 

 

BD Product Name: BD Pyxis™ Security Module 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

2021-02 Security and 

Quality Rollup for .NET 

Framework 3.5, 4.5.2, 

4.6, 4.6.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Server 2012 R2 

for x64 

This update is included in the 

Security and Quality Rollup 

that's dated February 9, 

2021. Parts of this update 

were previously released in 

the rollup that's dated 

October 13, 2020. 

KB4603004 None 

Windows Malicious 

Software Removal Tool 

x64 - v5.86 

The Windows Malicious 

Software Removal Tool 

(MSRT) helps remove 

malicious software from 

computers that are running 

any of the following operating 

systems: 

Windows 10 

Windows Server 2019 

Windows Server 2016 

Windows 8.1 

Windows Server 2012 R2 

Windows Server 2012 

Windows 7 

Windows Server 2008 R2 for 

x64-based Systems 

KB890830 None 

2021-02 Security Only 

Quality Update for 

Windows Server 2012 R2 

for x64-based Systems 

This security update includes 

quality improvements. Key 

changes include: 

 

Adds historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

KB4601349 None 

https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb4603004-3aa9b61c-3a8f-37fd-4724-01d96dbbcb64
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601349-security-only-update-6de503d8-2aa2-589f-fd75-c5e308f488f6


 

 

 

Addresses an issue with 

German translations of 

Central European Time. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Hybrid 

Cloud Networking, and 

Windows Core Networking. 

2021-02 Security Only 

Update for .NET 

Framework 4.6, 4.6.1, 

4.6.2, 4.7, 4.7.1, 4.7.2, 

4.8 for Windows Server 

2012 R2 for x64 

This security updates .NET 

Framework 3.5 for Windows 

8.1 and Windows Server 

2012 R2 should only be 

applied on systems where 

.NET Framework 3.5 is 

present and enabled.  

KB4602960 None 

2021-02 Security 

Monthly Quality Rollup 

for Windows Server 2012 

R2 for x64-based 

Systems 

 

This security update includes 

improvements and fixes that 

were a part of update 

KB4598285 (released January 

12, 2021) 

 

KB4601384 

 

None 

2021-02 Security and 

Quality Rollup for .NET 

Framework 4.6, 4.6.1, 

4.6.2, 4.7, 4.7.1, 4.7.2 

for Windows Server 2012 

R2 for x64 

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. All updates for 

Windows 8.1, Windows RT 

8.1, and Windows Server 

2012 R2 require that update 

KB 2919355 is installed. 

KB4601048 None 

2021-02 Security Only 

Update for .NET 

Framework 4.6, 4.6.1, 

4.6.2, 4.7, 4.7.1, 4.7.2 

for Windows Server 2012 

R2 for x64 

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. All updates for 

Windows 8.1, Windows RT 

8.1, and Windows Server 

2012 R2 require that update 

KB 2919355 is installed. 

KB4601094 None 

 

 

 

 

https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-and-windows-server-2012-r2-kb4602960-2d27dd82-935a-79f6-d82e-1453952dcf02
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601384-monthly-rollup-16bdbb75-dd4b-2910-abc5-7891c9756b96
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb4601048-b9f34042-d309-655f-b027-a4a358649f0d
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-for-windows-8-1-and-windows-server-2012-r2-kb4601094-84c0c3e5-19a2-f3a3-d91c-81ed839fd0ea


 

 

 

BD Product Name: BD Pyxis® PARx 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft/Zebra that have been identified as critical or 

security related for February 2021. These patches were not found to adversely affect BD 

products and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

Malicious Software 

Removal Tool - 

KB890830(Version 

5.86) 

Microsoft Patch KB890830 is a 

"Malicious Software Removal 

Tool" that was released to 

provide an immediate solution 

for computers infected with the 

Blaster, Sasser and MyDoom 

viruses 

 

KB890830  

 

None 

2021-01 Cumulative 

Update for Windows 10 

Version 1607 for x64-

based Systems 

(KB4598243) 

This security update is to 

improve security when using 

Microsoft Office products. Also 

to improve security when using 

external devices, such as game 

controllers, printers, and web 

cameras. 

KB4598243 1* 

Security Update for 

Windows 10 Version 

1607 for x64-based 

Systems (KB4535680) 

 

This security update 

makes improvements to Secure 

Boot DBX 

 
 
 

KB4535680 1* 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dc36f2e7-e42a-450c-81a0-680ae3a385f7
https://support.microsoft.com/en-us/topic/january-12-2021-kb4598243-os-build-14393-4169-dcdf6b2a-eab7-ea12-f956-b16cc9e75b8d
https://support.microsoft.com/en-us/topic/security-update-for-secure-boot-dbx-january-12-2021-f08c6b00-a850-e595-6147-d0c32ead81e2


 

 

2020-09 Servicing 

Stack Update for 

Windows 10 Version 

1607 for x64-based 

Systems (KB4576750) 

This update makes quality 

improvements to the servicing 

stack, which is the component 

that installs Windows updates. 

Servicing stack updates (SSU) 

makes sure that you have a 

robust and reliable servicing 

stack so that your devices can 

receive and install Microsoft 

updates. 

KB4576750 1* 

2020-10 Security 

Update for Adobe Flash 

Player for Windows 10 

Version 1607 for x64-

based Systems 

(KB4580325) 

This security update resolves 

vulnerabilities in Adobe Flash 

Player that is installed on any of 

the Windows operating systems 

KB4580325 1* 

HE_DELTA_UPDATE_01

-30-04.00-OG-U15-

STD.zip 

LG Package Update: 

    

This LG patch is applicable for 

01-30-04.00-OG-U00-STD BSP 

version. 

The LG Patch includes the 

following updated components. 

• DataWedge 8.2.48 

• StageNow 5.0.0.1 

• EMDK 8.2.4.2804 

• MXMF: 10.2.0.25/ OSX: 

QCT.81.8.25.20 

LifeGuard 

Update 

15(October 

2020) 

1* 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/servicing-stack-update-for-windows-10-version-1607-september-8-2020-45d09e4d-f1b7-f7ce-03e0-5d806c0fd8e9
https://support.microsoft.com/en-us/topic/security-update-for-adobe-flash-player-october-13-2020-7b2b9a1d-1e84-be87-f444-cb37bc777ee8
https://www.zebra.com/content/dam/zebra_new_ia/en-us/software/operating-system/helios/HE_DELTA_UPDATE_01-30-04.00-OG-U15-STD.pdf
https://www.zebra.com/content/dam/zebra_new_ia/en-us/software/operating-system/helios/HE_DELTA_UPDATE_01-30-04.00-OG-U15-STD.pdf
https://www.zebra.com/content/dam/zebra_new_ia/en-us/software/operating-system/helios/HE_DELTA_UPDATE_01-30-04.00-OG-U15-STD.pdf
https://www.zebra.com/content/dam/zebra_new_ia/en-us/software/operating-system/helios/HE_DELTA_UPDATE_01-30-04.00-OG-U15-STD.pdf


 

 

BD Product Name: BD Pyxis™ MedStation™ ES 

Date of Critical or Security Patches - February 2021 

Abstract: Critical or Security Patches - February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

2021-02 Cumulative 

Update for .NET 

Framework 4.8 for 

Windows Server 2016 for 

x64 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. 

After you install this update, 

you may have to restart 

your system. 

KB4601051 

 

None 

2021-02 Cumulative 

Update for Windows 10 

Version 1809 for x64-

based Systems  

Updates to improve security 

when using input devices 

such as a mouse, keyboard, 

or pen. 

Updates for verifying 

usernames and passwords. 

Addresses a possible 

elevation of privilege 

vulnerability in the win32k 

component. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Apps, 

Windows Input and 

Composition, Windows Cloud 

Infrastructure, Windows 

Management, Windows 

Authentication, Windows 

KB4601345 None 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2f8909ba-a081-4d70-89d7-2efa714b8e70
https://support.microsoft.com/en-us/office/february-9-2021%E2%80%94kb4601345-os-build-17763-1757-c38b7b85-0d84-d979-1a29-e4ba97b82042


 

 

Fundamentals, Windows 

Cryptography, Windows 

Virtualization, and Windows 

Core Networking. 

 

SQL Server 2016 Service 

Pack 2 Cumulative 

Update (CU) 16 

CU16 for SQL Server 2016 

Service Pack 2 upgraded all 

SQL Server 2016 Service 

Pack 2 instances and 

components installed 

through the SQL Server 

setup. CU16 can upgrade all 

editions and servicing levels 

of SQL Server 2016 Service 

Pack 2 to the CU16 level. 

KB5000645 None 

2021-02 Servicing Stack 

Update for Windows 10 

Version 1809 for x64-

based Systems  

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack 

so that your devices can 

receive and install Microsoft 

updates. 

Additionally, this update 

enables a single package 

design that incorporates the 

servicing stack update (SSU) 

into the latest cumulative 

update (LCU). Combining 

the SSU and LCU update into 

a single package provides a 

more seamless deployment 

and installation experience. 

 

KB4601393 None 

https://support.microsoft.com/en-us/topic/january-12-2021-kb4598275-security-only-update-9add3fe3-ab8b-26bb-7980-4d8730ea7073
https://support.microsoft.com/en-us/topic/kb4601393-servicing-stack-update-for-windows-10-version-1809-february-9-2021-15c3c770-b230-cadd-75ae-f27bbb2e52b3


 

 

2021-02 Security 

Monthly Quality Rollup 

for Windows Server 2012 

R2 for x64-based 

Systems 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. 

After you install this update, 

you may have to restart 

your system 

KB4601384 

 

None 

2021-02 Security Only 

Quality Update for 

Windows Server 2012 R2 

for x64-based Systems 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. 

After you install this update, 

you may have to restart 

your system. 

KB4601349 None 

Windows Malicious 

Software Removal Tool - 

v5.84 

After the download, this tool 

runs one time to check your 

computer for infection by 

specific, prevalent malicious 

software (including Blaster, 

Sasser, and Mydoom) and 

helps remove any infection 

that is found. If an infection 

is found, the tool will display 

a status report the next time 

that you start your 

computer. A new version of 

the tool will be offered every 

month. If you want to 

manually run the tool on 

your computer, you can 

download a copy from the 

Microsoft Download Center, 

or you can run an online 

version from microsoft.com. 

This tool is not a 

KB890830 None 

https://support.microsoft.com/en-us/topic/security-update-for-secure-boot-dbx-january-12-2021-f08c6b00-a850-e595-6147-d0c32ead81e2
https://support.microsoft.com/en-us/topic/kb4583461-description-of-the-security-update-for-sql-server-2016-sp2-cu15-january-12-2021-f36acdc4-f016-aeb1-e954-16a4494eaed6
https://support.microsoft.com/en-us/help/4592484/windows-8-1-update


 

 

replacement for an antivirus 

product. To help protect 

your computer, you should 

use an antivirus product. 

 

 

2021-02 Security and 

Quality Rollup for .NET 

Framework 3.5, 4.5.2, 

4.6, 4.6.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Server 2012 R2 

for x64  

This security update 

addresses a denial-of-

service vulnerability in .NET 

Framework. 

 

KB4603004 None 

Security Only Update for 

.NET Framework 4.6, 

4.6.1, 4.6.2, 4.7, 4.7.1, 

4.7.2, 4.8 for Windows 

8.1 and Windows Server 

2012 R2  

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework 

KB4602960 

 

None 

2021-02 Security 

Monthly Quality Rollup 

for Windows Embedded 

Standard 7 for x86-

based Systems  

This security update includes 

improvements and fixes that 

were a part of update 

KB4598279 (released 

January 12, 2021) and 

addresses the following 

issues: 

Adds historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

Addresses an issue with 

German translations of 

Central European Time. 

Security updates to Windows 

App Platform and 

Frameworks, Windows 

Hybrid Cloud Networking, 

and Windows Core 

Networking. 

KB4601347 

 

None 

2021-02 Servicing Stack 

Update for Windows 

Server 2016 for x64-

based Systems  

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack 

so that your devices can 

receive and install Microsoft 

updates. 

KB5001078 None 

https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb4603004-3aa9b61c-3a8f-37fd-4724-01d96dbbcb64
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-and-windows-server-2012-r2-kb4602960-2d27dd82-935a-79f6-d82e-1453952dcf02
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-and-windows-server-2012-r2-kb4602960-2d27dd82-935a-79f6-d82e-1453952dcf02
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601347-monthly-rollup-c0ae9599-f93d-68ee-7542-0aa3564f3190
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601347-monthly-rollup-c0ae9599-f93d-68ee-7542-0aa3564f3190
https://support.microsoft.com/en-us/topic/kb5001078-servicing-stack-update-for-windows-10-version-1607-february-12-2021-3e19bfd1-7711-48a8-978b-ce3620ec6362


 

 

2021-02 Security Only 

Update for .NET 

Framework 4.6, 4.6.1, 

4.6.2, 4.7, 4.7.1, 4.7.2, 

4.8 for Windows Server 

2008 R2 for x64 

This security update 

addresses a denial-of-

service vulnerability in .NET 

Framework. 

KB4602958 None 

2021-02 Servicing Stack 

Update for Windows 10 

Version 1607 for x64-

based Systems  

 

The Microsoft Security 

Response Center (MSRC) 

investigates all reports of 

security vulnerabilities 

affecting Microsoft products 

and services, and provides 

the information here as part 

of the ongoing effort to help 

you manage security risks 

and help keep your systems 

protected. 

KB4601392

  

None 

2021-02 Security and 

Quality Rollup for .NET 

Framework 3.5.1, 4.5.2, 

4.6, 4.6.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Embedded 

Standard 7  

This security update 

addresses a denial-of-

service vulnerability in .NET 

Framework. 

KB4603002 None 

2021-02 Cumulative 

Update for Windows 10 

Version 1607 for x64-

based Systems  

This security update includes 

quality improvements. Key 

changes include: 

Enables administrators to 

disable standalone Internet 

Explorer using a Group 

Policy while continuing to 

use Microsoft Edge's IE 

Mode. 

KB4601318 None 

2021-02 Cumulative 

Update for .NET 

Framework 3.5, 4.7.2 

and 4.8 for Windows 10 

Version 1809 for x64-

based Systems 

This security update 

addresses a denial-of-

service vulnerability in .NET 

Framework. 

KB4601887 None 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb4602958-bb44050f-a2e1-db1d-6fe0-2b3fb5c87f50
https://manageengine.co.uk/products/desktop-central/patch-management/Windows-10-Version-1607-(x64)/Windows10.0-kb4601392-x64-1607.html
https://manageengine.co.uk/products/desktop-central/patch-management/Windows-10-Version-1607-(x64)/Windows10.0-kb4601392-x64-1607.html
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb4603002-30a6fdf1-50da-dffe-16a7-44ae9afcbd54
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601318-os-build-14393-4225-c5e3de6c-e3e6-ffb5-6197-48b9ce16446e
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601887-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-version-2019-3bc7f63e-6563-ff89-f499-cb3ffd9fb0cb


 

 

 

BD Product Name: BD Pyxis™ MedStation™ 4000 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

2021-02 Servicing Stack 

Update for Windows 10 

Version 1607 for x64-

based Systems 

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack so 

that your devices can receive 

and install Microsoft updates. 

KB5001078 None 

2021-02 Cumulative 

Update for Windows 10 

Version 1607 for x64-

based Systems 

This security update includes 

quality improvements. 

Enables administrators to 

disable standalone Internet 

Explorer using a Group Policy 

while continuing to use 

Microsoft Edge's IE Mode. 

 

Updates Internet Explorer’s 

About dialog to use the 

standard modern dialog. 

KB4601318 None 

2021-02 Servicing Stack 

Update for Windows 10 

Version 1607 for x64-

based Systems 

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack so 

that your devices can receive 

and install Microsoft updates. 

KB4601392 None 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=15f69535-877f-4372-9abb-a96bd43b8fa0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dfe12b9f-0ab7-4452-9678-c5e92b4f6329
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=15f69535-877f-4372-9abb-a96bd43b8fa0


 

 

Windows Malicious 

Software Removal Tool 

x64 - v5.86 

The Windows Malicious 

Software Removal Tool 

(MSRT) helps remove 

malicious software from 

computers that are running 

KB890830 None 

2021-02 Security 

Monthly Quality Rollup 

for Windows Embedded 

Standard 7 for x86-

based Systems 

This security update includes 

improvements and fixes that 

were a part of update 

KB4598279 (released January 

12, 2021) and addresses the 

following issues: 

 

Adds historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

 

Addresses an issue with 

German translations of 

Central European Time. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Hybrid 

Cloud Networking, and 

Windows Core Networking. 

KB4601347 None 

Windows Malicious 

Software Removal Tool - 

v5.86 

The Windows Malicious 

Software Removal Tool 

(MSRT) helps remove 

malicious software from 

computers that are running. 

KB890830 None 

 

 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7fc75501-1b97-4df1-932e-55c7451a14aa
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4845fd6b-01a3-4ed9-a8d7-6ff75c045e30
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e4a68e8b-97aa-48ca-8a33-409875d2c6da


 

 

BD Product Name: BD Pyxis™ MedStation™ 3500 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

Windows Malicious 

Software Removal Tool - 

v5.86 

The Windows Malicious 

Software Removal Tool 

(MSRT) helps remove 

malicious software from 

computers that are running. 

KB890830 None 

2021-02 Security 

Monthly Quality Rollup 

for Windows Embedded 

Standard 7 for x86-

based Systems 

This security update includes 

improvements and fixes that 

were a part of update 

KB4598279 (released January 

12, 2021) and addresses the 

following issues: 

 

Adds historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

 

Addresses an issue with 

German translations of 

Central European Time. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Hybrid 

Cloud Networking, and 

Windows Core Networking. 

KB4601347 None  

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e4a68e8b-97aa-48ca-8a33-409875d2c6da
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4845fd6b-01a3-4ed9-a8d7-6ff75c045e30


 

 

 

BD Product Name: BD Pyxis™ Pharmogistics™ 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

Windows Malicious 

Software Removal Tool 

x64 - v5.85  

The Windows Malicious 

Software Removal Tool 

(MSRT) helps remove 

malicious software from 

computers that are running 

any of the following operating 

systems: 

Windows 10 

Windows Server 2019 

Windows Server 2016 

Windows 8.1 

Windows Server 2012 R2 

Windows Server 2012 

Windows 7 

Windows Server 2008 R2 for 

x64-based Systems 

KB890830 None 

Update for Microsoft 

Office  

2010 (KB4493180) 64-

Bit Edition 

Description: Microsoft has 

released an update for 

Microsoft Office 2010 64-Bit 

Edition. This update provides 

the latest fixes to Microsoft 

Office 2010 64-Bit Edition. 

Additionally, this update 

contains stability and 

performance improvements.  

 

KB4493180 None 

2021-02 Security 

Monthly Quality Rollup 

for Windows Server 2012 

R2 for x64-based 

Systems (KB4601384) 

This security update includes 

improvements and fixes that 

were a part of 

update KB4598285 (released 

January 12, 2021) and 

KB4601384 None 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=473fc33d-3f8c-48b7-9a7a-971ed0f477ac
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e5ff0a2-da77-49f7-a582-b3d51834d321
https://support.microsoft.com/help/4598285
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ef207451-9013-49d4-a5b9-af0f87c6e4e2


 

 

addresses the following 

issues:  

• Addresses historical 

daylight saving time 

(DST) updates and 

corrections for the 

Palestinian Authority. 

• Addresses an issue 

with German 

translations of Central 

European Time. 

• Updates the Netlogon 

Elevation of Privilege 

Vulnerability (CVE-

2020-1472) to enable 

Enforcement mode. 

For more details, 

see CVE-2020-

1472 and How to 

manage the changes 

in Netlogon secure 

channel connections 

associated with CVE-

2020-1472. 

• Security updates to 

Windows App Platform 

and Frameworks, 

Windows Hybrid Cloud 

Networking, and 

Windows Core 

Networking. 

2021-02 Security and 

Quality Rollup for .NET 

Framework 3.5, 4.5.2, 

4.6, 4.6.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Server 2012 R2 

for x64 (KB4603004) 

Security Improvements  

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. For more 

information please see CVE-

2021-24111. 

Quality Improvements:   

For a list of improvements 

that were released with this 

update, please see the article 

links in the Additional 

Information section of this 

article. 

 

KB4603004 

 

None 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24111
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24111
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0537c979-51e1-4953-9dd9-0607d5caa370


 

 

2021-02 Security Only 

Quality Update for 

Windows Server 2012 R2 

for x64-based Systems 

(KB4601349) 

Improvements and fixes 

This security update includes 

quality improvements. Key 

changes include: 

• Adds historical 

daylight saving time 

(DST) updates and 

corrections for the 

Palestinian Authority. 

• Addresses an issue 

with German 

translations of Central 

European Time. 

• Updates the Netlogon 

Elevation of Privilege 

Vulnerability (CVE-

2020-1472) to enable 

Enforcement mode. 

For more details, 

see CVE-2020-

1472 and How to 

manage the changes 

in Netlogon secure 

channel connections 

associated with CVE-

2020-1472. 

• Security updates to 

Windows App Platform 

and Frameworks, 

Windows Hybrid Cloud 

Networking, and 

Windows Core 

Networking. 

 

KB4601349  

None 

2021-02 Security Only 

Update for .NET 

Framework 4.6, 4.6.1, 

4.6.2, 4.7, 4.7.1, 4.7.2, 

4.8 for Windows Server 

2012 R2 for x64 

(KB4602960) 

Description: A security issue 

has been identified in a 

Microsoft software product 

that could affect your system. 

You can help protect your 

system by installing this 

update from Microsoft. For a 

complete listing of the issues 

that are included in this 

update, see the associated 

Microsoft Knowledge Base 

article. After you install this 

KB4602960  

None 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1472
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://support.microsoft.com/kb/4557222
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ed05cd9f-2c0a-4c01-a63e-ebd2f2406024
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9c2e51ff-53e8-43fb-a067-b73c364cc038


 

 

update, you may have to 

restart your system.  

Summary 

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. For more 

information please see CVE-

2021-24111. 

 

2021-02 Cumulative 

Update for Windows 10 

Version 1607 for x64-

based Systems 

(KB4601318) 

Description: A security issue 

has been identified in a 

Microsoft software product 

that could affect your system. 

You can help protect your 

system by installing this 

update from Microsoft. For a 

complete listing of the issues 

that are included in this 

update, see the associated 

Microsoft Knowledge Base 

article. After you install this 

update, you may have to 

restart your system.  

 

Summary 

• Updates for verifying 

usernames and 

passwords.  

• Corrects historical 

daylight savings time 

(DST) information for 

the Palestinian 

Authority. 

• Updates an issue with 

German translations of 

Central European 

Time. 

 

KB4601318 None 

 

 

 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24111
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24111
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c9f46838-f8fd-4cf9-9d56-a7908273fb6b


 

 

 

BD Product Name: BD Pyxis™ CUBIE™ Replenishment System 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

2021-02 Security 

Monthly Quality Rollup 

for Windows Embedded 

Standard 7 for x86-

based Systems 

This security update includes 

improvements and fixes that 

were a part of update 

KB4598279 (released January 

12, 2021) and addresses the 

following issues: 

 

Adds historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

 

Addresses an issue with 

German translations of 

Central European Time. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Hybrid 

Cloud Networking, and 

Windows Core Networking. 

KB4601347 
 

None 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4845fd6b-01a3-4ed9-a8d7-6ff75c045e30


 

 

BD Product Name: BD Pyxis™ CIISafe™ 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

Security Update for 

Microsoft Excel 2013  

64-Bit Edition 

 

This security update is a 

security vulnerability exists in 

Microsoft Excel 2013 32-Bit 

Edition that could allow 

arbitrary code to run when a 

maliciously modified file is 

opened. This update resolves 

that vulnerability. 

KB4493211 None 

Update for Windows 7 

for x64-based Systems 

(KB3138612) 

 Install this update to resolve 

issues in Windows. For a 

complete listing of the issues 

that are included in this 

update, see the associated 

Microsoft Knowledge Base 

article for more information. 

After you install this item, 

you may have to restart your 

computer. 

KB3138612 None 

Security Update for 

Windows 8  

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB2868038 None 

http://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2f96f980-87ad-4c2b-b6bc-ba7e08f04aa6
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e6518baf-afc0-4ef6-a7b7-f73f3a3ad145
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4fab4d2b-ec32-4687-9c02-ec5a0b8b3887


 

 

Windows Malicious 

Software Removal Tool 

x64 - v5.85 

The Windows Malicious 

Software Removal Tool 

(MSRT) helps remove 

malicious software from 

computers that are running 

any of the following operating 

systems: 

Windows 10 

Windows Server 2019 

Windows Server 2016 

Windows 8.1 

Windows Server 2012 R2 

Windows Server 2012 

Windows 7 

Windows Server 2008 R2 for 

x64-based Systems 

KB890830 None 

2021-02 Cumulative 

Update for Windows 

Server 2016 for x64-

based Systems  

 A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB4601318 None 

2021-02 Cumulative 

Update for .NET 

Framework 4.8 for 

Windows 10 Version 

1607 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB4601051 

 

None 

https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c9f46838-f8fd-4cf9-9d56-a7908273fb6b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2f8909ba-a081-4d70-89d7-2efa714b8e70


 

 

Update for Microsoft 

Office 2013 , 32-Bit 

Edition 

Microsoft has released an 

update for Microsoft Office 

2013 32-Bit Edition. This 

update provides the latest 

fixes to Microsoft Office 2013 

32-Bit Edition. Additionally, 

this update contains stability 

and performance 

improvements. 

KB3085587 None 

Update for Microsoft 

Office 2013 32-Bit 

Edition 

 Microsoft has released an 

update for Microsoft Office 

2013 32-Bit Edition. This 

update provides the latest 

fixes to Microsoft Office 2013 

32-Bit Edition. Additionally, 

this update contains stability 

and performance 

improvements 

KB3055007 

 

None 

Security Update for 

Microsoft Office 

2013 ,32-Bit Edition 

A security vulnerability exists 

in Microsoft Office 2013 32-

Bit Edition that could allow 

arbitrary code to run when a 

maliciously modified file is 

opened. This update resolves 

that vulnerability. 

KB3039794 

 

None 

Update for Microsoft 

Office 2013 ,  64-Bit 

Edition 

Microsoft has released an 

update for Microsoft Office 

2013 64-Bit Edition. This 

update provides the latest 

fixes to Microsoft Office 2013 

64-Bit Edition. Additionally, 

this update contains stability 

and performance 

improvements. 

KB3039756 

 

None 

Critical Updates KB3039

778 

Critical Updates KB3039778 -

- Microsoft has released an update for Microsoft Office 2013  

32-Bit Edition. This update provides 

 the latest fixes to Microsoft Office  

2013 32-Bit Edition.  

Additionally, this update contains 

 stability and performance 

 improvements. 
 

KB3039778 

 

None 

Update for Microsoft 

Office 2013  64-Bit 

Edition 

Microsoft has released an 

update for Microsoft Office 

2013 64-Bit Edition. This 

update provides the latest 

fixes to Microsoft Office 2013 

64-Bit Edition. Additionally, 

this update contains stability 

KB3039701 

 

None 

https://www.catalog.update.microsoft.com/ScopedViewGeneric.aspx?updateid=5a83e1c6-b679-4ba1-ad7a-b037ae664831
https://www.catalog.update.microsoft.com/ScopedViewGeneric.aspx?updateid=2fbeae78-8147-4c78-a535-d4e4ef59df1e
https://www.microsoft.com/en-us/download/details.aspx?id=50526
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e198c719-8bff-456a-b7b6-ebb963da9ad2
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=830b5610-67db-4c36-849f-ad754dedafdb
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b9f8ec00-f263-4bae-822b-e4e25b4136a8


 

 

and performance 

improvements 

2021-02 Security and 

Quality Rollup for .NET 

Framework 3.5.1, 4.5.2, 

4.6, 4.6.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows 7  

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB4603002 

 

None 

2021-02 Security Only 

Update for .NET 

Framework 4.6, 4.6.1, 

4.6.2, 4.7, 4.7.1, 4.7.2, 

4.8 for Windows 

Embedded Standard 7  

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB4602958 

 

None 

2021-02 Security 

Monthly Quality Rollup 

for Windows 7 for x64-

based Systems  

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB4601347 

 

None 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64958a93-a9a0-4023-ad39-ed5de52a29a0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2be7f5ae-473f-408f-8279-1cfacbe5a835
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bfa167bd-cf2c-4b99-b92d-232d90ff4a6f


 

 

Security Update for 

Microsoft Excel 2010 , 

32-Bit Edition 

A security vulnerability exists 

in Microsoft Excel 2010 32-Bit 

Edition that could allow 

arbitrary code to run when a 

maliciously modified file is 

opened. This update resolves 

that vulnerability. 

KB4493222 

 

None 

Security Update for 

Windows Vista  

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB3010788 

 

None 

Security Update for 

Microsoft .NET 

Framework 3.5.1 on 

Windows 7 and Windows 

Server 2008 R2 SP1 for 

x64-based Systems  

A security issue has been 

identified that could allow an 

unauthenticated remote 

attacker to compromise your 

system and gain control over 

it. 

KB3097989 None 

Security update for 

the .NET Framework 

3.5.1 on Windows 7 

Service Pack 1 and 

Windows Server 2008 R2 

Service Pack 1 

This update resolves 

vulnerabilities in the 

Microsoft .NET Framework 

that could allow elevation of 

privilege if a user runs a 

specially crafted .NET 

Framework application.  

KB3074543 

 

None 

Security Update for 

Windows 7 for x64-

based Systems  

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB3060716 

 

None 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38a6c43e-8a36-4ec2-97ce-3f1ba235cbba
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=67a473b9-cc91-4cc8-ad66-ff5af9d45f46
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0e9f26e3-c341-4b63-82ae-682f4f5bcf04
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=acc223cc-0b05-44d2-a257-d75d4deab38c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=18aa2089-2b2d-4eed-8c39-35e361ed93a7


 

 

Microsoft Security 

Advisory 

The update added additional 

cipher suites to the default 

list on affected systems and 

improved cipher suite priority 

ordering. 

KB3042058 

 

None 

Windows 7 and Windows 

Server 2008 R2 October 

2020 Security Update 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB4580345 

 

None 

Security Update for 

Windows Server 2008 

x64 Edition 

 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB3046017 

 

None 

Security Update for 

Windows Server 2008 R2 

x64 Edition 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB3045685 

 

None 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8df979b8-ae53-4bba-afff-f71c5f0f1cf5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e24b9ba2-0781-4287-8084-76c72671ba00
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f228d683-f458-4448-8435-6bcac97ddc05
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=274c7598-5e06-4538-8f76-f1fca2286c03


 

 

Security Update for 

Windows Server 2008 R2 

x64 Edition  

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB3030377 

 

None 

Security Update for 

Windows Server 2008  

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB3067903 

 

None 

Security Update for 

Windows Server 2012 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB3059317 

 

None 

Security Update for 

Windows 7 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

KB3061518 

 

None 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c76903df-8ea4-4b2f-9a5e-9d4738fb5219
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a007aed5-6caa-442a-ab96-7f8695cc4e31
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=262f81da-4d52-4641-add2-f558014826c4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=262f81da-4d52-4641-add2-f558014826c4


 

 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

Windows 7 Home 

premium sp 1, 64-bit 

version. 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB3046269 

 

None 

Security Update for 

Microsoft .NET 

Framework 3.5.1 on 

Windows Server 2008 R2 

SP1 for Itanium-based 

Systems 

 A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB3037574 

 

None 

 

 

 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=76a2496e-5916-47d7-926b-c122d750d586
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b9d30936-8e3b-4728-988e-78cc39aec684


 

 

 

BD Product Name: BD Pyxis™ CII Safe MedStation™ ES 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

Patch Name Description Patch ID Notes 

2021-02 Cumulative 

Update for .NET 

Framework 3.5, 

4.7.2 and 4.8 for 

Windows 10 Version 

1809 for x64-based 

Systems 

This security update 

addresses a denial-of-service 

vulnerability in .NET 

Framework. 

KB4601887 None 

2021-02 Cumulative 

Update for Windows 

10 Version 1809 for 

x64-based Systems  

Updates to improve security 

when using input devices 

such as a mouse, keyboard, 

or pen. 

Updates for verifying 

usernames and passwords. 

Addresses a possible 

elevation of privilege 

vulnerability in the win32k 

component. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Apps, 

Windows Input and 

Composition, Windows Cloud 

Infrastructure, Windows 

Management, Windows 

Authentication, Windows 

Fundamentals, Windows 

Cryptography, Windows 

 

KB4601345 

None 

https://support.microsoft.com/en-us/topic/february-9-2021-kb4601887-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-version-2019-3bc7f63e-6563-ff89-f499-cb3ffd9fb0cb
https://support.microsoft.com/en-us/office/february-9-2021%E2%80%94kb4601345-os-build-17763-1757-c38b7b85-0d84-d979-1a29-e4ba97b82042


 

 

Virtualization, and Windows 

Core Networking. 

 

2021-02 Servicing 

Stack Update for 

Windows 10 Version 

1809 for x64-based 

Systems  

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack 

so that your devices can 

receive and install Microsoft 

updates. 

Additionally, this update 

enables a single package 

design that incorporates the 

servicing stack update (SSU) 

into the latest cumulative 

update (LCU). Combining the 

SSU and LCU update into a 

single package provides a 

more seamless deployment 

and installation experience. 

 

KB4601393 None 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/kb4601393-servicing-stack-update-for-windows-10-version-1809-february-9-2021-15c3c770-b230-cadd-75ae-f27bbb2e52b3


 

 

BD Product Name: BD Pyxis™ CII Safe ES 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

Patch Name Description Patch ID Notes 

2021-02 Cumulative 

Update for Windows 

10 Version 1809 for 

x64-based Systems  

Updates to improve security 

when using input devices 

such as a mouse, keyboard, 

or pen. 

Updates for verifying 

usernames and passwords. 

Addresses a possible 

elevation of privilege 

vulnerability in the win32k 

component. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Apps, 

Windows Input and 

Composition, Windows Cloud 

Infrastructure, Windows 

Management, Windows 

Authentication, Windows 

Fundamentals, Windows 

Cryptography, Windows 

Virtualization, and Windows 

Core Networking. 

 

 

KB4601345 

None 

 

 

 

 

https://support.microsoft.com/en-us/office/february-9-2021%E2%80%94kb4601345-os-build-17763-1757-c38b7b85-0d84-d979-1a29-e4ba97b82042


 

 

 

BD Product Name: BD Pyxis™ CII Safe Anesthesia Station ES 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

Patch Name Description Patch ID Notes 

2021-02 Cumulative 

Update for .NET 

Framework 3.5, 

4.7.2 and 4.8 for 

Windows 10 Version 

1809 for x64-based 

Systems 

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. 

KB4601887 None 

2021-02 Cumulative 

Update for Windows 

10 Version 1809 for 

x64-based Systems  

Updates to improve security 

when using input devices 

such as a mouse, keyboard, 

or pen. 

Updates for verifying 

usernames and passwords. 

Addresses a possible 

elevation of privilege 

vulnerability in the win32k 

component. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Apps, 

Windows Input and 

Composition, Windows Cloud 

Infrastructure, Windows 

Management, Windows 

Authentication, Windows 

Fundamentals, Windows 

Cryptography, Windows 

 

KB4601345 

None 

https://support.microsoft.com/en-us/topic/february-9-2021-kb4601887-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-version-2019-3bc7f63e-6563-ff89-f499-cb3ffd9fb0cb
https://support.microsoft.com/en-us/office/february-9-2021%E2%80%94kb4601345-os-build-17763-1757-c38b7b85-0d84-d979-1a29-e4ba97b82042


 

 

Virtualization, and Windows 

Core Networking. 

 

2021-02 Servicing 

Stack Update for 

Windows 10 Version 

1809 for x64-based 

Systems  

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack 

so that your devices can 

receive and install Microsoft 

updates. 

Additionally, this update 

enables a single package 

design that incorporates the 

servicing stack update (SSU) 

into the latest cumulative 

update (LCU). Combining the 

SSU and LCU update into a 

single package provides a 

more seamless deployment 

and installation experience. 

 

KB4601393 None 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/kb4601393-servicing-stack-update-for-windows-10-version-1809-february-9-2021-15c3c770-b230-cadd-75ae-f27bbb2e52b3


 

 

 

BD Product Name: BD Pyxis™ Anesthesia System 3500 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

2021-02 Security 

Monthly Quality Rollup 

for Windows Embedded 

Standard 7 for x86-

based Systems 

This security update includes 

improvements and fixes that 

were a part of update 

KB4598279 (released January 

12, 2021) and addresses the 

following issues: 

 

Adds historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

 

Addresses an issue with 

German translations of 

Central European Time. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Hybrid 

Cloud Networking, and 

Windows Core Networking. 

KB4601347 

 

None 

 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4845fd6b-01a3-4ed9-a8d7-6ff75c045e30


 

 

 

BD Product Name: BD Pyxis™ Anesthesia Station ES 

Date of Critical or Security Patches: February 2021 

Abstract: Critical or Security Patches – February 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for February 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

 

Patch Name Description Patch ID Notes 

2021-02 Security Monthly 

Quality Rollup for 

Windows Embedded 

Standard 7 for x86-based 

Systems  

This security update includes 

improvements and fixes that 

were a part of update 

KB4598279 (released January 

12, 2021) and addresses the 

following issues: 

Adds historical daylight 

saving time (DST) updates 

and corrections for the 

Palestinian Authority. 

Addresses an issue with 

German translations of 

Central European Time. 

Security updates to Windows 

App Platform and 

Frameworks, Windows Hybrid 

Cloud Networking, and 

Windows Core Networking. 

KB4601347 

 

None 

2021-02 Security and 

Quality Rollup for .NET 

Framework 3.5.1, 4.5.2, 

4.6, 4.6.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Embedded 

Standard 7  

This security update 

addresses a denial-of-service 

vulnerability in .NET 

Framework. 

KB4603002 None 

https://support.microsoft.com/en-us/topic/february-9-2021-kb4601347-monthly-rollup-c0ae9599-f93d-68ee-7542-0aa3564f3190
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601347-monthly-rollup-c0ae9599-f93d-68ee-7542-0aa3564f3190
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb4603002-30a6fdf1-50da-dffe-16a7-44ae9afcbd54


 

 

2021-02 Security Only 

Update for .NET 

Framework 4.6, 4.6.1, 

4.6.2, 4.7, 4.7.1, 4.7.2, 

4.8 for Windows 

Embedded Standard 7  

This security update 

addresses a denial-of-service 

vulnerability in .NET 

Framework. 

KB4602958 None 

2021-02 Servicing Stack 

Update for Windows 10 

Version 1607 for x64-

based Systems  

 

The Microsoft Security 

Response Center (MSRC) 

investigates all reports of 

security vulnerabilities 

affecting Microsoft products 

and services, and provides 

the information here as part 

of the ongoing effort to help 

you manage security risks 

and help keep your systems 

protected. 

KB4601392

  

None 

2021-02 Cumulative 

Update for Windows 10 

Version 1607 for x64-

based Systems  

This security update includes 

quality improvements. Key 

changes include: 

Enables administrators to 

disable standalone Internet 

Explorer using a Group Policy 

while continuing to use 

Microsoft Edge's IE Mode. 

KB4601318 None 

Windows Malicious 

Software Removal Tool - 

v5.86 

After the download, this tool 

runs one time to check your 

computer for infection by 

specific, prevalent malicious 

software (including Blaster, 

Sasser, and Mydoom) and 

helps remove any infection 

that is found. If an infection is 

found, the tool will display a 

status report the next time 

that you start your computer. 

A new version of the tool will 

be offered every month. If 

you want to manually run the 

tool on your computer, you 

can download a copy from the 

Microsoft Download Center, 

or you can run an online 

version from microsoft.com. 

This tool is not a replacement 

for an antivirus product. To 

help protect your computer, 

you should use an antivirus 

product. 

KB890830 None 

https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-1-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-7-sp1-and-windows-server-2008-r2-sp1-kb4602958-bb44050f-a2e1-db1d-6fe0-2b3fb5c87f50
https://manageengine.co.uk/products/desktop-central/patch-management/Windows-10-Version-1607-(x64)/Windows10.0-kb4601392-x64-1607.html
https://manageengine.co.uk/products/desktop-central/patch-management/Windows-10-Version-1607-(x64)/Windows10.0-kb4601392-x64-1607.html
https://support.microsoft.com/en-us/topic/february-9-2021-kb4601318-os-build-14393-4225-c5e3de6c-e3e6-ffb5-6197-48b9ce16446e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=473fc33d-3f8c-48b7-9a7a-971ed0f477ac


 

 

SQL Server 2016 Service 

Pack 2 Cumulative 

Update (CU) 16 

CU16 for SQL Server 2016 

Service Pack 2 upgraded all 

SQL Server 2016 Service 

Pack 2 instances and 

components installed through 

the SQL Server setup. CU16 

can upgrade all editions and 

servicing levels of SQL Server 

2016 Service Pack 2 to the 

CU16 level. 

KB5000645 None 

2021-02 Servicing Stack 

Update for Windows 

Windows 10 Version 1607 

for x64-based Systems 

  

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack so 

that your devices can receive 

and install Microsoft updates. 

This update applies to the 

following: 

 

Windows 10 Version 1607 for 

32-bit Systems 

 

Windows 10 Version 1607 for 

x64-based Systems 

 

Windows Server 2016 

 

Windows Server 2016 (Server 

Core installation) 

KB5001078 None 

2021-02 Cumulative 

Update for .NET 

Framework 4.8 for 

Windows 10 Version 1607 

for x64-based Systems 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB4601051 

 

None 

https://support.microsoft.com/en-us/topic/january-12-2021-kb4598275-security-only-update-9add3fe3-ab8b-26bb-7980-4d8730ea7073
https://support.microsoft.com/en-us/topic/kb5001078-servicing-stack-update-for-windows-10-version-1607-february-12-2021-3e19bfd1-7711-48a8-978b-ce3620ec6362
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2f8909ba-a081-4d70-89d7-2efa714b8e70


 

 

 

 

Patch Name Description Patch ID Notes 

2021-02 Cumulative 

Update for .NET 

Framework 3.5, 

4.7.2 and 4.8 for 

Windows 10 Version 

1809 for x64-based 

Systems 

This security update 

addresses a denial of service 

vulnerability in .NET 

Framework. 

KB4601887 None 

2021-02 Cumulative 

Update for Windows 

10 Version 1809 for 

x64-based Systems  

Updates to improve security 

when using input devices 

such as a mouse, keyboard, 

or pen. 

Updates for verifying 

usernames and passwords. 

Addresses a possible 

elevation of privilege 

vulnerability in the win32k 

component. 

 

Security updates to Windows 

App Platform and 

Frameworks, Windows Apps, 

Windows Input and 

Composition, Windows Cloud 

Infrastructure, Windows 

Management, Windows 

Authentication, Windows 

Fundamentals, Windows 

Cryptography, Windows 

Virtualization, and Windows 

Core Networking. 

 

 

KB4601345 

None 

2021-02 Servicing 

Stack Update for 

Windows 10 Version 

1809 for x64-based 

Systems  

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. Servicing 

stack updates (SSU) makes 

sure that you have a robust 

and reliable servicing stack 

so that your devices can 

receive and install Microsoft 

updates. 

Additionally, this update 

enables a single package 

KB4601393 None 

https://support.microsoft.com/en-us/topic/february-9-2021-kb4601887-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-version-2019-3bc7f63e-6563-ff89-f499-cb3ffd9fb0cb
https://support.microsoft.com/en-us/office/february-9-2021%E2%80%94kb4601345-os-build-17763-1757-c38b7b85-0d84-d979-1a29-e4ba97b82042
https://support.microsoft.com/en-us/topic/kb4601393-servicing-stack-update-for-windows-10-version-1809-february-9-2021-15c3c770-b230-cadd-75ae-f27bbb2e52b3


 

 

design that incorporates the 

servicing stack update (SSU) 

into the latest cumulative 

update (LCU). Combining the 

SSU and LCU update into a 

single package provides a 

more seamless deployment 

and installation experience. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


