Security Patches:

BD Pyxis™ Anesthesia Station 4000

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
Windows Malicious The Windows Malicious Software Removal Tool (MSRT) KB890830 N/A
Software Removal Tool helpS remove malicious software from Computers.

x64-v5.115

2023-07 Cumulative This update addresses an issue that affects Microsoft Edge KB5028169 N/A
Update for Windows 10 IE mode. The text on the status bar is not always visible.

Version 1607 for x64- This update addresses an issue that affects Microsoft Edge

IE mode. Pop-up windows open in the background instead of
in the foreground.

The update addresses an issue that affects a site that is in
Microsoft Edge IE mode. The site does not transition out of
IE mode when it is expected.

based Systems

2023-07 Servicing Stack  This update makes quality improvements to the servicing KB5028264 N/A
Update for Windows stack, which is the component that installs Windows

Embedded Standard 7 for UPdates. Servicing stack updates (SSU) makes sure that you

have a robust and reliable servicing stack so that your

x86-based Systems devices can receive and install Microsoft updates.

2023-07 Security Monthly This cumulative security update contains improvements that KB5028240 N/A
Quality Rollup for are part of update KB5027275 (released June 13, 2023).
Windows Embedded This update also contains miscellaneous security

improvements to internal Windows OS functionality. No

Standard 7 for x64-based specific issues are documented for this release.

Systems


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f317195-66f6-45a2-8356-511da511cfd0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d50cb724-3fd4-487f-961a-ff38ce018841
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7f2b0139-e2ff-4225-bd8a-7678ec6fc162
https://support.microsoft.com/help/5027275
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=44e2f1b6-5d39-4faa-a645-cd3a7c5a3e99

2023-07 Cumulative This security update resolves vulnerabilities in Internet KB5028167 N/A
Security Update for Explorer.

Internet Explorer 11 for

Windows Embedded

Standard 7 for x86-based

systems

2023-07 Security Only This update contains miscellaneous security improvements KB5028224 N/A
Quality Update for to internal Windows OS functionality. No additional issues

Windows Embedded were documented for this release.

Standard 7 for x86-based

Systems
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b43a2b7e-1151-4435-99a6-0e196e9b76b7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a45a0c2a-3356-47eb-9939-b40a5e0b1623

Security Patches:

BD Pyxis™ C"Safe

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2023-07 Security A security issue has been identified in a Microsoft software product KB5028224 N/A

Only Quality that could affect your system. You can help protect your system by
Update for installing this update from Microsoft. For a complete listing of the
Windows issues that are included in this update, see the associated Microsoft
Embedded Knowledge Base article. After you install this update, you may have to

Standard 7 for x86-  restart your system.
based Systems

(KB5028224)

2023-07 A security issue has been identified in a Microsoft software product KB5028167 N/A
Cumulative that could affect your system. You can help protect your system by

Security Update for installing this update from Microsoft. For a complete listing of the

issues that are included in this update, see the associated Microsoft

) Knowledge Base article. After you install this update, you may have to
11 for Windows restart your system

Embedded

Standard 7 for x86-

based systems

Internet Explorer

(KB5028167)

2023-07 Security A security issue has been identified in a Microsoft software product KB5028240 N/A
Monthly Quality that could affect your system. You can help protect your system by

Rollup for Windows installing this update from Microsoft. For a complete listing of the

Embedded issues that are included in this update, see the associated Microsoft

Standard 7 for x86-  Knowledge Base article. After you install this update, you may have to

based Systems restart your system.

(KB5028240)


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a45a0c2a-3356-47eb-9939-b40a5e0b1623
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b43a2b7e-1151-4435-99a6-0e196e9b76b7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e29a181-9c1e-4e7d-93d7-603bc3af4e51

2023-07 Servicing
Stack Update for
Windows
Embedded
Standard 7 for x86-
based Systems
(KB5028264)

2023-07 Security
and Quality Rollup
for NET Framework
3.5.1,4.6.2, 47,
4.71,4.7.2, 4.8 for
Windows
Embedded
Standard 7
(KB5028939)

2023-07
Cumulative Update
for Windows 10
Version 1607 for
x64-based Systems
(KB5028169)

2023-07
Cumulative Update
for .NET Framework
4.8 for Windows 10
Version 1607 for
x64 (KB5028854)

Install this update to resolve issues in Windows. For a complete listing
of the issues that are included in this update, see the associated
Microsoft Knowledge Base article for more information. After you
install this item, you may have to restart your computer.

Install this update to resolve issues in Windows. For a complete listing
of the issues that are included in this update, see the associated
Microsoft Knowledge Base article for more information. After you
install this item, you may have to restart your computer.

A security issue has been identified in a Microsoft software product
that could affect your system. You can help protect your system by
installing this update from Microsoft. For a complete listing of the
issues that are included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you may have to
restart your system.

Install this update to resolve issues in Windows. For a complete listing
of the issues that are included in this update, see the associated
Microsoft Knowledge Base article for more information. After you
install this item, you may have to restart your computer.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7f2b0139-e2ff-4225-bd8a-7678ec6fc162
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0064cbb6-e52e-463b-bb9f-3127777bbb37
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d50cb724-3fd4-487f-961a-ff38ce018841
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2ce91164-0d7f-4148-903e-1815ff9341f7

Security Patches:

BD Pyxis™ MedStation™ 4000

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

Windows Malicious  The Windows Malicious Software Removal Tool (MSRT) helps remove ~ KB890830 N/A
Software Removal  malicious software from computers.
Tool x64 -v5.115

2023-07 Cumulative  This update addresses an issue that affects Microsoft Edge IE mode. KB5028169 N/A
Update for Windows ~ The text on the status bar is not always visible.

Server 2016 for x64- 1 Nis updqte addresses'an issue that affec.ts Mlcrosoft Edge IE mode.

Pop-up windows open in the background instead of in the foreground.

The update addresses an issue that affects a site that is in Microsoft

Edge IE mode. The site does not transition out of IE mode when it is

expected.

based Systems

2023-07 Security A security issue has been identified in a Microsoft software product KB5028226 N/A
Only Quality Update  that could affect your system. You can help protect your system by
for Windows Server  installing this update from Microsoft. For a complete listing of the
2008 for x86-based issues that are included in this update, see the associated Microsoft
Knowledge Base article. After you install this update, you may have to
Systems restart your system.

Windows Malicious The Windows Malicious Software Removal Tool (MSRT) helps remove ~ KB890830 N/A
Software Removal malicious software from computers.

Tool -v5.115


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f317195-66f6-45a2-8356-511da511cfd0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9db95304-8fab-4e60-bd3a-fa5b5a2508f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2415aca4-06a8-45b8-86b5-471621f88a0c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd2e6457-4813-4569-ad61-f4c1b2941f04

2023-07 Cumulative
Update for Windows 10
Version 1607 for x64-
based Systems

2023-07 Servicing Stack
Update for Windows
Embedded Standard 7
for x86-based Systems

2023-07 Security
Monthly Quality Rollup
for Windows Embedded
Standard 7 for x64-
based Systems

2023-07 Security
Monthly Quality Rollup
for Windows Server
2008 for x86-based
Systems

2023-07 Cumulative
Security Update for
Internet Explorer 11 for
Windows Embedded
Standard 7 for x86-
based systems

2023-07 Security Only
Quality Update for
Windows Embedded
Standard 7 for x86-
based Systems

This update addresses an issue that affects Microsoft Edge IE KB5028169 N/A
mode. The text on the status bar is not always visible.

This update addresses an issue that affects Microsoft Edge IE

mode. Pop-up windows open in the background instead of in the

foreground.

The update addresses an issue that affects a site that is in

Microsoft Edge IE mode. The site does not transition out of IE

mode when it is expected.

This update makes quality improvements to the servicing stack, KB5028264 N/A
which is the component that installs Windows updates. Servicing

stack updates (SSU) makes sure that you have a robust and

reliable servicing stack so that your devices can receive and install

Microsoft updates.

This cumulative security update contains improvements that are KB5028240 N/A
part of update KB5027275 (released June 13, 2023). This update

also contains miscellaneous security improvements to internal

Windows OS functionality. No specific issues are documented for

this release.

This cumulative security update contains improvements that are KB5028222 N/A
part of update KB5027279 (released June 13, 2023). This update

contains miscellaneous security improvements to internal

Windows OS functionality. No specific issues are documented for

this release.

This security update resolves vulnerabilities in Internet Explorer. KB5028167 N/A

This update contains miscellaneous security improvements to KB5028224 N/A
internal Windows OS functionality. No additional issues were

documented for this release.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d50cb724-3fd4-487f-961a-ff38ce018841
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7f2b0139-e2ff-4225-bd8a-7678ec6fc162
https://support.microsoft.com/help/5027275
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=44e2f1b6-5d39-4faa-a645-cd3a7c5a3e99
https://support.microsoft.com/help/5027279
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=108fc011-ec70-4b51-a12d-82e6962b844a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b43a2b7e-1151-4435-99a6-0e196e9b76b7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a45a0c2a-3356-47eb-9939-b40a5e0b1623

Security Patches:

Security Module

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

Windows Malicious
Software Removal Tool
x64-v5.115
(KB890830)

2023-07 Cumulative
Security Update for
Internet Explorer 11 for
Windows Server 2012
R2 for x64-based
systems (KB5028167)

2023-07 Security
Monthly Quality Rollup
for Windows Server
2012 R2 for x64-based
Systems (KB5028228)

2023-07 Security Only
Quality Update for
Windows Server 2012
R2 for x64-based
Systems (KB5028223)

Description Patch ID

After the download, this tool runs one time to check the computer for KB890830
infection by specific, prevalent malicious software (including Blaster,

Sasser, and Mydoom) and helps remove any infection that is found. If an

infection is found, the tool will display a status report the next time

computer is started. A new version of the tool will be offered every month.

This tool is not a replacement for an antivirus product.

This security update resolves vulnerabilities in Internet Explorer, could KB5028167
affect user’s system.

This cumulative security update includes improvements that are part of KB5028228
update KB5027271 (released June 13, 2023). This update also includes
the following:
e Starting with this release, event logs will be logged from July 11,
2023, to October 10, 2023, to notify customers of the end of
support (EOS) for Windows Server 2012 R2 on October 10, 2023.

This update contains miscellaneous security improvements to internal KB5028223
Windows OS functionality. This update also includes the following:
e Starting with this release, event logs will be logged from July 11,
2023,to October 10, 2023, to notify customers of the end of
support (EOS) for Windows Server 2012 R2 on October 10, 2023.

Notes

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f317195-66f6-45a2-8356-511da511cfd0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38284baf-46d3-429c-86d4-d955649374ea
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=83167ccd-c20a-459f-bb78-b0ed1a690a1c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5613bd08-49b7-4dff-a116-a0643bd5ed17

2023-07 Cumulative This security update includes following improvements: KB5028169 N/A

Update for Windows e This update improves several simplified Chinese fonts and the
Server 2016 for x64- Microsoft Pinyin Input Method Editor (IME). They now support
based Systems GB18030-2022. Characters in the Standard Chinese Characters
(KB5028169) List (GB18030-2022 implementation level 2) are available in

Microsoft Yahei (regular, light, and bold), Dengxian (optional
font: reqular, light, and bold), and Simsun. The Simsun Ext-B font
(GB18030-2022 implementation level 3) now supports Unicode
CJK Unified Ideographs Extensions E and F.

e This update affects the Desktop Window Manager (DWM). It
improves its reliability.

e This update addresses an issue that affects all the registry
settings under the Policies paths. They might be deleted. This
occurs when you do not rename the local temporary user policy
file during Group Policy processing.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9db95304-8fab-4e60-bd3a-fa5b5a2508f3

Security Patches:

BD Pyxis™ IV Prep

June 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2023-07 Cumulative Update A security issue has been identified in a Microsoft KB5028169 N/A
for Windows Server 2016 for  software product that could affect your system. You
can help protect your system by installing this

x64-based Systems
v update from Microsoft. For a complete listing of the

(KB5028169) issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.
Windows Malicious Software After the download, this tool runs one time to check ~ KB890830 N/A
Removal Tool x64 - v5.114 your computer for infection by specific, prevalent
(KB890830) malicious software (including Blaster, Sasser, and

Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9db95304-8fab-4e60-bd3a-fa5b5a2508f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ae6f301e-970b-4519-a83f-64ab18c10842

2023-07 Security Only
Quality Update for Windows
Server 2012 R2 for x64-
based Systems
(KB5028223)

2023-07 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-
based Systems
(KB5028228)

2023-07 Cumulative
Security Update for Internet
Explorer 11 for Windows
Server 2012 R2 for x64-
based systems (KB5028167)

Security Update for SQL
Server 2014 Service Pack 3
GDR (KB5021037)

2023-07 Security and
Quality Rollup for .NET
Framework 3.5, 4.6.2, 4.7,
4.71,4.7.2,4.8 for Windows
Server 2012 R2 for x64
(KB5028941)

2023-07 Security and
Quality Rollup for .NET
Framework 4.8 for Windows
Server 2012 R2 for x64
(KB5028859)

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Security issues have been identified in the SQL Server
2014 Service Pack 3 GDR that could allow an
attacker to compromise your system and gain
control over it. You can help protect your computer
by installing this update from Microsoft. After you
install this item, you may have to restart your
computer.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

KB5028223

KB5028228

KB5028167

KB5021037

KB5028941

KB5028859

N/A

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5613bd08-49b7-4dff-a116-a0643bd5ed17
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=accbad78-9e26-425a-a3ae-df3977c005c9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38284baf-46d3-429c-86d4-d955649374ea
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3c92a76c-54f2-4233-b816-f6fb1920e0e1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c522e1b2-f589-41d9-aafd-58a0d519e3c9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cc7a86a9-2382-4f5f-a67f-dc6f14efde87

2023-07 Security and
Quality Rollup for NET
Framework 3.5 for Windows
Server 2012 R2 for x64
(KB5028872)

BD, Franklin Lakes, NJ, 07417, U.S.
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Install this update to resolve issues in Windows. For a
complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bca75cb9-9244-4a9b-a1eb-134c9568f3b3

Security Patches:

BD Pyxis™ Connect

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2023-07 Security Only Quality | This update contains miscellaneous security improvements to KB5028223 N/A
Update for Windows Server internal Windows OS functionality. This update also includes the

2012 R2 for x64-based following:

Systems (KB5028223) . . ) . o
e Starting with this release, we will log event logs beginning

July 11, 2023, and ending on October 10, 2023, to notify
customers of the end of support (EOS) for Windows Server
2012 R2 on October 10, 2023

2023-07 Security Monthly This cumulative security update includes improvements that are KB5028228 N/A
Quality Rollup for Windows part of update KB5027271 (released June 13, 2023). This update
Server 2012 R2 for x64-based | also includes the following:

Systems (KB5028228)
e Starting with this release, we will log event logs beginning

July 11, 2023, and ending on October 10, 2023, to notify
customers of the end of support (EOS) for Windows Server
2012 R2 on October 10, 2023.

Windows Malicious Software Windows Malicious Software Removal Tool (MSRT) helps keep KB890830 N/A
Removal Tool x64 - v5.115 Windows computers free from prevalent malware. MSRT finds and
(KB890830) removes threats and reverses the changes made by these threats.

MSRT is generally released monthly as part of Windows Update or
as a standalone tool.



https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5613bd08-49b7-4dff-a116-a0643bd5ed17
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=accbad78-9e26-425a-a3ae-df3977c005c9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e4325734-d8b7-4c85-bd29-cc0080af2abd
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e4325734-d8b7-4c85-bd29-cc0080af2abd

2023-07 Cumulative Security | This security update resolves vulnerabilities in Internet Explorer. This | KB5028167 N/A
Update for Internet Explorer update applies to the following:
11 for Windows Server 2012 )
R2 for x64-based systems e Internet Explorer 11 on Windows Server 2012 R2
(KB5028167) e Internet Explorer 11 on Windows Server 2012
e Internet Explorer 11 on Windows Server 2008 R2 SP1
e Internet Explorer 9 on Windows Server 2008 SP2
2023-07 Security and Quality | This update is cumulative and contains all previously released KB5028941 N/A
Rollup for .NET Framework security improvements.
35,4.6.2,4.7,4.7.1,4.7.2,4.8
for Windows Server 2012 R2
for x64 (KB5028941)
2023-07 Cumulative Update This update describes the Cumulative Update for 3.5, 4.8 and 4.8.1 KB5028937 N/A
for NET Framework 3.5, 4.8 for Windows 10 Version 22H2.
and 4.8.1 for Windows 10
Version 22H2 for x64
(KB5028937)
2023-07 Cumulative Update This update addresses security issues for your Windows operating KB5028166 N/A
for Windows 10 Version 22H2 | system.
for x64 based systems
(KB5028166)
2023-07 Cumulative Update This update includes the following: KB5028169
for Windows Server 2016 for
e This update addresses an issue that affects Microsoft Edge
x64-based Systems ) o
(KB5028169) IE mode. The text on the status bar is not always visible.
e This update addresses an issue that affects Microsoft Edge
IE mode. Pop-up windows open in the background instead
of in the foreground.
e The update addresses an issue that affects a site that is in
Microsoft Edge IE mode. The site does not transition out of
IE mode when it is expected.
2023-07 Cumulative Update This update is cumulative and contains all previously released KB5028854
for NET Framework 4.8 for security improvements.
Windows Server 2016 for x64
(KB5028854)
BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800 "
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38284baf-46d3-429c-86d4-d955649374ea
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c522e1b2-f589-41d9-aafd-58a0d519e3c9
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4464e7aa-da58-43d2-b5a0-e7d99072b076
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8a7f414e-2085-428a-871d-00c29fe79461
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9db95304-8fab-4e60-bd3a-fa5b5a2508f3
https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a648e7b5-0d02-49f1-8462-f9888abfd30a

Security Patches:

BD Pyxis™ Logistics

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security related for July 2023.
These patches were not found to adversely affect BD Pharmogistics products and will be applied according to
customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the validated patches
are installed on their BD systems as the acting responsible entity in order to maintain the correct security posture

of the system(s).

Microsoft® patches

Patch name

Windows Malicious
Software Removal Tool
x64

Description

After the download, this tool runs one time to check
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

Patch ID Notes

KB890830 N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc

2023-07 Cumulative
Update for Windows
Server 2016 for x64-
based Systems
(KB5028169)

Last Modified: 7/11/2023

2023-07 Cumulative
Security Update for
Internet Explorer 11 for
Windows Server 2012 for
x64-based systems
(KB5028167)

Last Modified: 7/11/2023

This security update includes quality improvements.
When you install this KB:

New! This update improves several simplified Chinese
fonts and the Microsoft Pinyin Input Method Editor
(IME). They now support GB18030-2022. Characters in
the Standard Chinese Characters List (GB18030-2022
implementation level 2) are available in Microsoft
Yahei (regular, light, and bold), Dengxian (optional
font: regular, light, and bold), and Simsun. The Simsun
Ext-B font (GB18030-2022 implementation level 3)
now supports Unicode CJK Unified Ideographs
Extensions E and F.

This update affects the Desktop Window Manager
(DWM). It improves its reliability.

This update addresses an issue that affects all the
registry settings under the Policies paths. They might
be deleted. This occurs when you do not rename the
local temporary user policy file during Group Policy
processing.

Summary KB5028167

This security update resolves vulnerabilities in Internet
Explorer. To learn more about these vulnerabilities, see
Deployments | Security Update Guide.

Additionally, see the following articles for more
information about cumulative updates:

Windows Server 2008 SP2 update history

Windows 7 SP1 and Windows Server 2008 R2 SP1
update history

Windows Server 2012 update history

Windows 8.1 and Windows Server 2012 R2 update
history

KB5028169

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9db95304-8fab-4e60-bd3a-fa5b5a2508f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=91113cc6-5c80-4b19-b217-ed76304d39b0

2023-07 Security Monthly
Quality Rollup for
Windows Server 2012 R2
for x64-based Systems
(KB5028228)

Last Modified: 7/11/2023

2023-07 Security Only
Quality Update for
Windows Server 2012 R2
for x64-based Systems
(KB5028223)

Last Modified: 7/11/2023

2023-07 Servicing Stack
Update for Windows
Server 2008 R2 for x64-
based Systems
(KB5028264)

Last Modified: 7/11/2023

Improvements KB5028228

This cumulative security update includes
improvements that are part of update KB5027271
(released June 13, 2023). This update also includes the
following:

Starting with this release, we will log event logs
beginning July 11, 2023, and ending on October 10,
2023, to notify customers of the end of support (EOS)
for Windows Server 2012 R2 on October 10, 2023.

For more information about the resolved security
vulnerabilities, please refer to the Deployments |
Security Update Guide and the July 2023 Security
Updates.

Improvements

This update contains miscellaneous security
improvements to internal Windows OS functionality.
This update also includes the following:

Starting with this release, we will log event logs
beginning July 11, 2023, and ending on October 10,
2023, to notify customers of the end of support (EOS)
for Windows Server 2012 R2 on October 10, 2023.
For more information about the resolved security
vulnerabilities, please refer to the Deployments |
Security Update Guide and the July 2023 Security
Updates.

KB5028223

Summary

This update makes quality improvements to the
servicing stack, which is the component that installs
Windows updates. Servicing stack updates (SSU)
makes sure that you have a robust and reliable
servicing stack so that your devices can receive and
install Microsoft updates.

KB5028264

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=accbad78-9e26-425a-a3ae-df3977c005c9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5613bd08-49b7-4dff-a116-a0643bd5ed17
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=298a1725-f89c-4759-a722-e6befc97c060

2023-07 Security Monthly
Quality Rollup for
Windows Server 2008 R2
for x64-based Systems
(KB5028240)

Last Modified: 7/11/2023

2023-07 Security Only
Quality Update for
Windows Server 2008 R2
for x64-based Systems
(KB5028224)

Last Modified: 7/11/2023

2023-07 Cumulative
Security Update for
Internet Explorer 11 for
Windows Server 2008 R2
for x64-based systems
(KB5028167)

Last Modified: 7/11/2023

Improvements

This cumulative security update contains
improvements that are part of update KB5027275
(released June 13, 2023). This update also contains
miscellaneous security improvements to internal
Windows OS functionality. No specific issues are
documented for this release.

For more information about the resolved security
vulnerabilities, please refer to the Deployments |
Security Update Guide and the July 2023 Security
Updates.

KB5028240

Improvements

This update contains miscellaneous security
improvements to internal Windows OS functionality.
No additional issues were documented for this release.
For more information about the resolved security
vulnerabilities, please refer to the Deployments |
Security Update Guide and the July 2023 Security
Updates.

KB5028224

Summary

This security update resolves vulnerabilities in Internet
Explorer. To learn more about these vulnerabilities, see
Deployments | Security Update Guide.

Additionally, see the following articles for more
information about cumulative updates:

Windows Server 2008 SP2 update history

Windows 7 SP1 and Windows Server 2008 R2 SP1
update history

Windows Server 2012 update history

Windows 8.1 and Windows Server 2012 R2 update
history

KB5028167

BD, Franklin Lakes, NJ, 07417, U.S.
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N/A

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f2e4f5ce-9617-4fe6-8d42-32ece4cbf57e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2e96cc2b-4c83-488b-8b9c-70778b8aa096
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8d577a16-3d5a-4033-9484-5ee81b5c86c7

Security Patches:

BD Pyxis™ PARx™

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
Windows Malicious Software  Windows Malicious Software Removal Tool KB890830 N/A
Removal Tool x64 - v5.115 (MSRT) 5.115 helps remove malicious software from

computers running Windows11, Windows 10,
Windows 8.1, Windows Server 2012 R2, Windows 8,
Windows Server 2012, Windows 7, or Windows
Server 2008.

2023-07 Cumulative Update The remote Windows host is missing security update  KB5028169 N/A
for Windows 10 Version 5028169. It is, therefore, affected by multiple
1607 for x64-based Systems  vulnerabilities
- Windows Routing and Remote Access Service
(RRAS) Remote Code Execution Vulnerability (CVE-
2023-35365, CVE-2023-35366, CVE-2023-35367)
- Windows Netlogon Information Disclosure
Vulnerability (CVE-2023-21526)
- Windows Win32k Elevation of Privilege
Vulnerability (CVE-2023-21756)
Note that Nessus has not tested for these issues but
has instead relied only on the application's self-
reported version number.


https://www.tenforums.com/windows-10-news/206062-kb890830-windows-malicious-software-removal-tool-5-115-july-11-a.html#post2553500
https://www.tenable.com/plugins/nessus/178152

2023-07 Cumulative
Security Update for Internet
Explorer 11 for Windows
Server 2012 R2 for x64-
based systems

Windows 2007 / Windows
Server 2008 R2 Security
Update

2023-07 Security Monthly
Quality Rollup for Windows
Server 2008 R2 for x64-
based Systems

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

The remote Windows host is missing security update
5028224. 1t is, therefore, affected by multiple
vulnerabilities

- Windows Routing and Remote Access Service
(RRAS) Remote Code Execution Vulnerability (CVE-
2023-35365, CVE-2023-35366, CVE-2023-35367)

- Windows Netlogon Information Disclosure
Vulnerability (CVE-2023-21526)

- Microsoft Failover Cluster Remote Code Execution
Vulnerability (CVE-2023-32033)

Note that Nessus has not tested for these issues but
has instead relied only on the application’s self-
reported version number.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

KB5028167

KB5028224

KB5028240

N/A

N/A

N/A


https://vulners.com/msupdate/MS:38284BAF-46D3-429C-86D4-D955649374EA
https://www.tenable.com/plugins/nessus/178168
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f2e4f5ce-9617-4fe6-8d42-32ece4cbf57e

2023-07 Servicing Stack
Update for Windows
Embedded Standard 7 for
x86-based Systems

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

bd.com

Install this update to resolve issues in Windows. For
a complete listing of the issues that are included in
this update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

BD and the BD Logo are trademarks of Becton, Dickinson and Company

or its affiliates. © 2022 BD. All rights reserved.

KB5028264

N/A


https://vulners.com/msupdate/MS:7F2B0139-E2FF-4225-BD8A-7678EC6FC162

Security Patches:
BD Pyxis™ Tissue & Implant

Management System

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2023-07 Security Monthly  This cumulative security update includes improvements  KB5028228 N/A
Quality Rollup for that are part of update KB5027271 (released June 13,
Windows Server 2012 R2 2023). This update also includes the following:

for x64-based Systems . . . .
Starting with this release, we will log event logs

beginning July 11, 2023, and ending on October 10,
2023, to notify customers of the end of support (EOS)
for Windows Server 2012 R2 on October 10, 2023.

For more information about the resolved security
vulnerabilities, please refer to the Deployments |
Security Update Guide and the July 2023 Security

Updates.
. N/A
2023-07 Cumulative This security update resolves vulnerabilities in Internet ~ KB5028167
Security Update for Explorer. To learn more about these vulnerabilities, see

Internet Explorer 11 for Deployments | Security Update Guide.
Windows Server 2012 R2

for x64-based systems Additionally, see the following articles for more

information about cumulative updates:
Windows Server 2008 SP2 update history

Windows 7 SP1 and Windows Server 2008 R2 SP1
update history

Windows Server 2012 update history


https://support.microsoft.com/en-us/topic/july-11-2023-kb5028228-monthly-rollup-b7ee35a2-91ab-4e36-8e46-7c616d1bd4e4
https://support.microsoft.com/en-gb/topic/kb5028167-cumulative-security-update-for-internet-explorer-july-11-2023-a86939d2-8d42-4998-8e6b-0ab27505999f

Windows Malicious
Software Removal Tool
x64 -v5.115

Windows 8.1 and Windows Server 2012 R2 update
history

This update applies to the following:

Internet Explorer 11 on Windows Server 2012 R2
Internet Explorer 11 on Windows Server 2012
Internet Explorer 11 on Windows Server 2008 R2 SP1

Internet Explorer 9 on Windows Server 2008 SP2

The Windows Malicious Software Removal Tool (MSRT)  «Bg90830
helps remove malicious software from computers that
are running any of the following operating systems:

N/A

Windows 10

Windows Server 2019
Windows Server 2016
Windows 8.1

Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2
Windows 7

Windows Server 2008

Microsoft releases the MSRT on a monthly cadence as
part of Windows Update or as a standalone tool. Use
this tool to find and remove specific prevalent threats
and reverse the changes they have made (see covered
malware families). For comprehensive malware
detection and removal, consider using Windows
Defender Offline or Microsoft Safety Scanner.

This article contains information about how the tool
differs from an antivirus or antimalware product, how
you can download and run the tool, what happens
when the tool finds malware, and tool release
information. It also includes information for the
administrators and advanced users, including
information about supported command-line switches.


https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

2023-07 Security Only
Quality Update for
Windows Server 2012 R2
for x64-based Systems

2023-07 Cumulative
Update for Windows
Server 2016 for x64-based
Systems

2023-07 Cumulative
Update for .NET
Framework 4.8 for
Windows Server 2016 for
x64

This update contains miscellaneous security KB5028223

improvements to internal Windows OS functionality.
This update also includes the following:

Starting with this release, we will log event logs
beginning July 11, 2023, and ending on October 10,
2023, to notify customers of the end of support (EOS)
for Windows Server 2012 R2 on October 10, 2023.

For more information about the resolved security
vulnerabilities, please refer to the Deployments |
Security Update Guide and the July 2023 Security
Updates.

This security update includes quality improvements. KB5028169

When you install this KB:

New! This update improves several simplified Chinese
fonts and the Microsoft Pinyin Input Method Editor
(IME). They now support GB18030-2022. Characters in
the Standard Chinese Characters List (GB18030-2022
implementation level 2) are available in Microsoft Yahei
(regular, light, and bold), Dengxian (optional font:
regular, light, and bold), and Simsun. The Simsun Ext-B
font (GB18030-2022 implementation level 3) now
supports Unicode CJK Unified Ideographs Extensions E
and F.

This update affects the Desktop Window Manager
(DWM). It improves its reliability.

This update addresses an issue that affects all the
registry settings under the Policies paths. They might be
deleted. This occurs when you do not rename the local
temporary user policy file during Group Policy
processing.

If you installed earlier updates, only the new updates
contained in this package will be downloaded and
installed on your device.

There are no new security improvements in this release.
This update is cumulative and contains all previously
released security improvements.

Quality and Reliability Improvements

CLR1 This update addresses a change that affects how
you use the X509Certificate, X509Certificate2, or

KB5028854

N/A

N/A

N/A


https://support.microsoft.com/en-us/topic/july-11-2023-kb5028223-security-only-update-be9f12d1-3394-46ef-83fb-ebe84a25510a
https://support.microsoft.com/en-gb/topic/july-11-2023-kb5028169-os-build-14393-6085-fa5b6c30-1ac8-4b99-b58b-9c434d8a8b98
https://support.microsoft.com/en-us/topic/july-11-2023-kb5028854-cumulative-update-for-net-framework-4-8-for-windows-10-version-1607-and-windows-server-2016-b63cbdd4-8286-48c1-8b02-141c1eea64d3

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

bd.com

X509Certificate2Collection classes. When you use them
to import a PKCS#12 blob that contains a private key,
the calling application might get an exception. The
exception message is,

“System.Security.Cryptography.CryptographicException:

PKCS12 (PFX) without a supplied password has
exceeded maximum allowed iterations. See
https://go.microsoft.com/fwlink/?linkid=2233907 for
more information.” To learn more, seeKB5028608.

BD and the BD Logo are trademarks of Becton, Dickinson and Company

or its affiliates. © 2022 BD. All rights reserved.
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Security Patches:
BD Pyxis™ Anesthesia Station ES

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2023-07 Servicing Stack
Update for Windows
Embedded Standard 7 for
x86-based Systems

2023-07 Security Monthly
Quality Rollup for Windows
Embedded Standard 7 for
x86-based Systems

Description

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Patch ID Notes

KB5028264 N/A

KB5028240 N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7f2b0139-e2ff-4225-bd8a-7678ec6fc162
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e29a181-9c1e-4e7d-93d7-603bc3af4e51

Windows Malicious Software
Removal Tool x64 -v5.115

2023-07 Cumulative
Security Update for Internet
Explorer 11 for Windows
Embedded Standard 7 for
x86-based systems

2023-07 Security Only
Quality Update for Windows
Embedded Standard 7 for
x86-based Systems

2023-07 Cumulative Update
for Windows 10 Version 1607
for x64-based Systems

After the download, this tool runs one time to check ~ KB890830
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool

on your computer, you can download a copy from
the Microsoft Download Center, or you can run an
online version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A security issue has been identified in a Microsoft KB5028167

software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

A security issue has been identified in a Microsoft KB5028224
software product that could affect your system. You

can help protect your system by installing this

update from Microsoft. For a complete listing of the

issues that are included in this update, see the

associated Microsoft Knowledge Base article. After

you install this update, you may have to restart your

system.

A security issue has been identified in a Microsoft KB5028169
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f317195-66f6-45a2-8356-511da511cfd0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b43a2b7e-1151-4435-99a6-0e196e9b76b7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a45a0c2a-3356-47eb-9939-b40a5e0b1623
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d50cb724-3fd4-487f-961a-ff38ce018841

2023-07 Cumulative Update A security issue has been identified in a Microsoft KB5028168
for Windows 10 Version 1809  software product that could affect your system. You
for x86-based Systems can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

2023-07 Security and Quality Install this update to resolve issues in Windows. Fora KB5028939
Rollup for .NET Framework  complete listing of the issues that are included in this
3.5.1 ’,1"6'2’ 4.7,4.71,4.7.2, 4.8 update, see the associated Microsoft Knowledge Base
for Windows Embedded . . . . -
Standard 7 article for more information. After you install this item,

you may have to restart your computer.

2023-07 Cumulative Update A security issue has been identified in a Microsoft KB5028168

for Windows 10 Version software product that could affect your system. You

1809 for x64-based Systems  can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

2023-07 Cumulative Update Install this update to resolve issues in Windows. For ~ KB5028166

for Windows 10 Version a complete listing of the issues that are included in
21H2 for x64-based this update, see the associated Microsoft Knowledge
Systems Base article for more information. After you install

this item, you may have to restart your computer.

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

bd.com
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N/A

N/A

N/A

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=159e7972-e20b-4dc6-aa40-ecdc6f2d66d0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0064cbb6-e52e-463b-bb9f-3127777bbb37
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=52f969b6-8c74-4698-9f43-2f49dc38847a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4b29f9a9-7d7d-4840-a366-48e07b2d4a5b

Security Patches:

BD Pyxis™ CII Safe ES

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2023-07 Cumulative Update
for Windows 10 Version
1809 for x64-based Systems

2023-07 Cumulative Update
for Windows 10 Version
21H2 for x64-based
Systems

Description

A security issue has been identified in a Microsoft
software product that could affect your system. You
can help protect your system by installing this
update from Microsoft. For a complete listing of the
issues that are included in this update, see the
associated Microsoft Knowledge Base article. After
you install this update, you may have to restart your
system.

Install this update to resolve issues in Windows. For
a complete listing of the issues that are included in
this update, see the associated Microsoft Knowledge
Base article for more information. After you install
this item, you may have to restart your computer.

Patch ID

KB5028168

KB5028166

Notes

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=52f969b6-8c74-4698-9f43-2f49dc38847a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4b29f9a9-7d7d-4840-a366-48e07b2d4a5b

Windows Malicious Software  After the download, this tool runs one time to check ~ KB890830 N/A

Removal Tool x64 - v5.115 your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool
on your computer, you can download a copy from
the Microsoft Download Center, or you can run an
online version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f317195-66f6-45a2-8356-511da511cfd0

Security Patches:

BD Pyxis™ Medstation™ ES

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
2023-07 Servicing Stack A security issue has been identified in a Microsoft KB5028264 N/A
Update for Windows software product that could affect your system. You

Embedded Standard 7 for x86- can help protect your system by installing this update

based Systems from Microsoft. For a complete listing of the issues that

are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

2023-07 Security Monthly A security issue has been identified in a Microsoft KB5028240 N/A
Quality Rollup for Windows  software product that could affect your system. You
Embedded Standard 7 for x86- can help protect your system by installing this update
based Systems from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7f2b0139-e2ff-4225-bd8a-7678ec6fc162
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e29a181-9c1e-4e7d-93d7-603bc3af4e51

Windows Malicious Software
Removal Tool x64 -v5.115

2023-07 Cumulative Security
Update for Internet Explorer
11 for Windows Embedded
Standard 7 for x86-based
systems

2023-07 Security Only Quality
Update for Windows
Embedded Standard 7 for x86-
based Systems

2023-07 Cumulative Update
for Windows 10 Version 1607
for x64-based Systems

2023-07 Cumulative Update
for Windows 10 Version 1809
for x86-based Systems

After the download, this tool runs one time to check ~ KB890830
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product.

A security issue has been identified in a Microsoft KB5028167

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5028224
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5028169
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5028168
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

N/A

N/A

N/A

N/A

N/A


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f317195-66f6-45a2-8356-511da511cfd0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b43a2b7e-1151-4435-99a6-0e196e9b76b7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a45a0c2a-3356-47eb-9939-b40a5e0b1623
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d50cb724-3fd4-487f-961a-ff38ce018841
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=159e7972-e20b-4dc6-aa40-ecdc6f2d66d0

2023-07 Cumulative Update Install this update to resolve issues in Windows. Fora KB5028166

for Windows 10 Version 21H2 complete listing of the issues that are included in this

for x64-based Systems update, see the associated Microsoft Knowledge Base
article for more information. After you install this item,
you may have to restart your computer.

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4b29f9a9-7d7d-4840-a366-48e07b2d4a5b

Security Patches:
BD Pyxis™ Enterprise Server

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for July 2023. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

2023-07 Cumulative Security IA security issue has been identified in a Microsoft KB5028167 N/A
Update for Internet Explorer  software product that could affect your system. You
11 for Windows Server 2012 can help protect your system by installing this update
R2 for x64-based systems from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

2023-07 Security Monthly A security issue has been identified in a Microsoft KB5028228 N/A
Quality Rollup for Windows  software product that could affect your system. You
Server 2012 R2 for x64-based can help protect your system by installing this update
Systems from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38284baf-46d3-429c-86d4-d955649374ea
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=accbad78-9e26-425a-a3ae-df3977c005c9

2023-07 Security Only Quality
Update for Windows Server
2012 R2 for x64-based
Systems

2023-07 Security Monthly
Quality Rollup for Windows
Server 2008 for x64-based
Systems

2023-07 Security Only Quality
Update for Windows Server
2008 for x86-based Systems

Windows Malicious Software
Removal Tool x64 -v5.115

A security issue has been identified in a Microsoft KB5028223 N/A
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5028222 N/A
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5028226 N/A
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

After the download, this tool runs one time to check ~ KB890830 N/A
your computer for infection by specific, prevalent
malicious software (including Blaster, Sasser, and
Mydoom) and helps remove any infection that is
found. If an infection is found, the tool will display a
status report the next time that you start your
computer. A new version of the tool will be offered
every month. If you want to manually run the tool on
your computer, you can download a copy from the
Microsoft Download Center, or you can run an online
version from microsoft.com. This tool is not a
replacement for an antivirus product. To help protect
your computer, you should use an antivirus product


https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5613bd08-49b7-4dff-a116-a0643bd5ed17
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7e368ede-4284-4cad-b467-0110ac5dfbef
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2415aca4-06a8-45b8-86b5-471621f88a0c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0f317195-66f6-45a2-8356-511da511cfd0

2023-07 Cumulative Update
for Windows Server 2019 for
x64-based Systems

2023-07 Cumulative Update
for Windows Server 2016 for
x64-based Systems

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

bd.com

A security issue has been identified in a Microsoft KB5028168

software product that could affect your system. You
can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that
are included in this update, see the associated
Microsoft Knowledge Base article. After you install this
update, you may have to restart your system.

A security issue has been identified in a Microsoft KB5028169
software product that could affect your system. You

can help protect your system by installing this update

from Microsoft. For a complete listing of the issues that

are included in this update, see the associated

Microsoft Knowledge Base article. After you install this

update, you may have to restart your system.

BD and the BD Logo are trademarks of Becton, Dickinson and Company

or its affiliates. © 2022 BD. All rights reserved.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d6c3908e-fb9f-4d86-a049-33a2cff6b97a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9db95304-8fab-4e60-bd3a-fa5b5a2508f3

Security Patches:
BD Pyxis™ SupplyStation™

July 2023

BD has identified patches from Microsoft® that have been identified as critical or security related for July 2023. These
patches were not found to adversely affect BD products and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the validated patches are installed
on their BD systems as the acting responsible entity in order to maintain the correct security posture of the system(s).

Microsoft® patches

Patch name

2023-07 Security
Monthly Quality
Rollup for Windows
Server 2008 for x86-
based Systems
(KB5028222)

2023-07 Security
Only Quality Update
for Windows Server
2008 for x86-based
Systems
(KB5028226)

2023-07 Security
Monthly Quality
Rollup for Windows
Embedded Standard
7 for x86-based
Systems
(KB5028240)

Description Patch ID

This cumulative security update contains improvements ~ KB5028222
that are part of update KB5027279 (released June 13,

2023). This update contains miscellaneous security

improvements to internal Windows OS functionality. No

specific issues are documented for this release.

For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the July 2023 Security Updates.

This update contains miscellaneous security
improvements to internal Windows OS functionality. No
additional issues were documented for this release.

For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the July 2023 Security Updates.

This cumulative security update contains improvements ~ KB5028240

that are part of update KB5027275 (released June 13,
2023). This update also contains miscellaneous security
improvements to internal Windows OS functionality. No
specific issues are documented for this release.

For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the July 2023 Security Updates.

KB5028226

Notes

N/A

N/A

N/A


https://support.microsoft.com/en-gb/topic/july-11-2023-kb5028222-monthly-rollup-f120c6c0-ed30-47bf-ad0f-4e7e0cc638d2
https://support.microsoft.com/en-us/topic/july-11-2023-kb5028226-security-only-update-654b1780-6ab2-459a-a8bb-80c32b6b0a66
https://support.microsoft.com/en-au/topic/july-11-2023-kb5028240-monthly-rollup-c18eadac-8378-4076-92af-a9aed10e7fd7

2023-07 Security
Only Quality Update
for Windows
Embedded Standard
7 for x86-based
Systems
(KB5028224)

2023-07 Servicing
Stack Update for
Windows Embedded
Standard 7 for x86-
based Systems
(KB5028264)

2023-07 Security
Monthly Quality
Rollup for Windows
Server 2012 R2 for
x64-based Systems
(KB5028228)

2023-07 Cumulative
Security Update for
Internet Explorer 11
for Windows Server
2012 R2 for x64-
based systems
(KB5028167)

2023-07 Cumulative
Security Update for
Internet Explorer 11
for Windows
Embedded Standard
7 for x86-based
systems
(KB5028167)

This update contains miscellaneous security
improvements to internal Windows OS functionality. No
additional issues were documented for this release.

For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the July 2023 Security Updates

This update makes quality improvements to the
servicing stack, which is the component that installs
Windows updates. Servicing stack updates (SSU) makes
sure that you have a robust and reliable servicing stack
so that your devices can receive and install Microsoft
updates.

This cumulative security update includes improvements
that are part of update KB5027271 (released June 13,
2023). This update also includes the following:
e Starting with this release, we will log event logs
beginning July 11, 2023, and ending on October
10, 2023, to notify customers of the end of
support (EOS) for Windows Server 2012 R2 on
October 10, 2023.
For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the July 2023 Security Updates.

This security update resolves vulnerabilities in Internet
Explorer. To learn more about these vulnerabilities, see
Deployments | Security Update Guide.

This security update resolves vulnerabilities in Internet
Explorer. To learn more about these vulnerabilities, see
Deployments | Security Update Guide.

KB5028224

KB5028264

KB5028228

KB5028167

KB5028167

N/A

N/A

N/A

N/A

N/A


https://support.microsoft.com/en-gb/topic/july-11-2023-kb5028224-security-only-update-eee97447-1fd6-41a3-9757-995e978f77c5
https://support.microsoft.com/en-gb/topic/kb5028264-servicing-stack-update-for-windows-server-2008-r2-sp1-july-11-2023-e845ef0e-f4cc-4338-ac40-426f12dbb894
https://support.microsoft.com/en-us/topic/july-11-2023-kb5028228-monthly-rollup-b7ee35a2-91ab-4e36-8e46-7c616d1bd4e4
https://support.microsoft.com/en-gb/topic/kb5028167-cumulative-security-update-for-internet-explorer-july-11-2023-a86939d2-8d42-4998-8e6b-0ab27505999f
https://support.microsoft.com/en-gb/topic/kb5028167-cumulative-security-update-for-internet-explorer-july-11-2023-a86939d2-8d42-4998-8e6b-0ab27505999f

2023-07 Security
Only Quality Update
for Windows Server
2012 R2 for x64-
based Systems
(KB5028223)

2023-07 Cumulative
Update for Windows
Server 2016 for x64-
based Systems
(KB5028169)

2023-07 Cumulative
Update for .NET
Framework 4.8 for
Windows Server
2016 for x64
(KB5028854)

This update contains miscellaneous security KB5028223
improvements to internal Windows OS functionality.
This update also includes the following:
e Starting with this release, we will log event logs
beginning July 11, 2023, and ending on October
10, 2023, to notify customers of the end of
support (EOS) for Windows Server 2012 R2 on
October 10, 2023.
For more information about the resolved security
vulnerabilities, please refer to the Deployments | Security
Update Guide and the July 2023 Security Updates.
This security update includes quality improvements. KB5028169
When you install this KB:
e New! This update improves several simplified
Chinese fonts and the Microsoft Pinyin Input
Method Editor (IME). They now support
GB18030-2022. Characters in the Standard
Chinese Characters List (GB18030-2022
implementation level 2) are available in
Microsoft Yahei (regular, light, and bold),
Dengxian (optional font: reqular, light, and
bold), and Simsun. The Simsun Ext-B font
(GB18030-2022 implementation level 3) now
supports Unicode CJK Unified Ideographs
Extensions E and F.
e This update affects the Desktop Window
Manager (DWM). It improves its reliability.
e This update addresses an issue that affects all
the registry settings under the Policies paths.
They might be deleted. This occurs when you do
not rename the local temporary user policy file
during Group Policy processing.
If you installed earlier updates, only the new updates
contained in this package will be downloaded and
installed on your device.
For more information about security vulnerabilities,
please refer to the new Security Update Guide website
and the July 2023 Security Updates.
There are no new security improvements in this release. ~ KB5028854

This update is cumulative and contains all previously
released security improvements.

N/A

N/A

N/A


https://support.microsoft.com/en-us/topic/july-11-2023-kb5028223-security-only-update-be9f12d1-3394-46ef-83fb-ebe84a25510a
https://support.microsoft.com/en-us/topic/july-11-2023-kb5028169-os-build-14393-6085-fa5b6c30-1ac8-4b99-b58b-9c434d8a8b98
https://support.microsoft.com/en-us/topic/july-11-2023-kb5028854-cumulative-update-for-net-framework-4-8-for-windows-10-version-1607-and-windows-server-2016-b63cbdd4-8286-48c1-8b02-141c1eea64d3

2023-07 Cumulative
Update for Windows
Server 2019 for x64-
based Systems
(KB5028168)

2023-07 Cumulative
Update for Windows
10 Version 1809 for
xb64-based Systems
(KB5028168)

Windows Malicious
Software Removal
Tool x64 -v5.115

The update addresses an issue that affects a site that is
in Microsoft Edge IE mode. The site does not transition
out of IE mode when it is expected.

This update addresses an issue that affects Microsoft
Edge IE mode. The text on the status bar is not always
visible.

The update addresses an intermittent issue that affects
an audio stream. The issue disrupts the stream.

The update addresses an issue that affects a site that is
in Microsoft Edge IE mode. The site does not transition
out of IE mode when it is expected.

This update addresses an issue that affects Microsoft
Edge IE mode. The text on the status bar is not always
visible.

The update addresses an intermittent issue that affects
an audio stream. The issue disrupts the stream.

The Windows Malicious Software Removal Tool (MSRT)
helps remove malicious software from computers.
Microsoft releases the MSRT on a monthly cadence as
part of Windows Update or as a standalone tool. Use
this tool to find and remove specific prevalent threats
and reverse the changes they have made.

BD, Franklin Lakes, NJ, 07417, U.S.

201.847.6800
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KB5028168

KB5028168

KB890830
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https://support.microsoft.com/en-gb/topic/july-11-2023-kb5028168-os-build-17763-4645-eff2d1e1-5f91-4d9a-aef1-ae26bdf51321
https://support.microsoft.com/en-gb/topic/july-11-2023-kb5028168-os-build-17763-4645-eff2d1e1-5f91-4d9a-aef1-ae26bdf51321
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

