
 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e6fb690-1fd2-455c-888c-685b363516e4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0425d5c4-9574-44f7-bf74-748a455fd950


 

  
 

 
   
 

▪ 

▪ 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b097495-dc96-4e08-9f29-b64a46eb4517


 

 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64c6d1b2-22d7-4cbc-ba74-1adcd1743e8e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1939638e-47ce-449d-8205-bc052cba0f71
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e6fb690-1fd2-455c-888c-685b363516e4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b097495-dc96-4e08-9f29-b64a46eb4517


 

  
 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0425d5c4-9574-44f7-bf74-748a455fd950


 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for November 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-11 Security Monthly 

Quality Rollup for Windows 

Embedded Standard 7 for x64-

based Systems 

 

 

2022-11 Security and Quality 

Rollup for .NET Framework 3.5.1, 

4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for 

Windows Embedded Standard 7 

 

 

2022-11 Cumulative Security 

Update for Internet Explorer 11 

for Windows 7 for x64-based 

systems 

A security issue has been identified in a Microsoft software 

product that could affect your system. You can help protect 

your system by installing this update from Microsoft. For a 

complete listing of the issues that are included in this 

update, see the associated Microsoft Knowledge Base 

article. After you install this update, you may have to restart 

your system. 

A security issue has been identified in a Microsoft software 

product that could affect your system. You can help protect 

your system by installing this update from Microsoft. For a 

complete listing of the issues that are included in this 

update, see the associated Microsoft Knowledge Base 

article. After you install this update, you may have to restart 

your system. 

 

A security issue has been identified in a Microsoft software 

product that could affect your system. You can help protect 

your system by installing this update from Microsoft. For a 

complete listing of the issues that are included in this 

update, see the associated Microsoft Knowledge Base 

article. After you install this update, you may have to restart 

your system 

KB 5020000 

 

 

 

 

KB5020688 

 

 

 

 

 

KB5019958    

Applicable to CIISafe 

device. 

 

 

 

Applicable to CIISafe 

device. 

 

 

 

 

 

Applicable to CIISafe 

device 

 
Security Patches: 

BD Pyxis CIISafe 

 
November 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=902a2744-9a38-4a4c-8caf-f0ea5dc1b130
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f2e9f391-00ac-4d04-a2e1-c50a9ea33fd9
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=78a241f1-79ba-4a7e-9f52-6b765e4bd20d
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2022-11 Cumulative Update for 

Windows Server 2016 for x64-

based Systems. 

 

 

 

2022-11 Cumulative Update for 

.NET Framework 4.8 for 

Windows 10 Version 1607 for 

x64 

A security issue has been identified in a Microsoft software 

product that could affect your system. You can help protect 

your system by installing this update from Microsoft. For a 

complete listing of the issues that are included in this 

update, see the associated Microsoft Knowledge Base 

article. After you install this update, you may have to restart 

your system. 

 

A security issue has been identified in a Microsoft software 

product that could affect your system. You can help protect 

your system by installing this update from Microsoft. For a 

complete listing of the issues that are included in this 

update, see the associated Microsoft Knowledge Base 

article. After you install this update, you may have to restart 

your system. 

 

 

 

 

KB5019964 

 

 

 

 

 

KB5020614 

Applicable to CIISafe 

device. 

 

 

 

 

Applicable to CIISafe 

device 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=357b6552-69cc-45a5-a693-16211ea3b799


  

 

 
 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b44b6ae3-f9c6-434d-836a-ece458585469
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=670196c5-8508-4fcb-9436-0542ee944fd4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d5c68f1b-d815-4f7d-acb4-5cc9cc0ba108
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e6fb690-1fd2-455c-888c-685b363516e4


 

 
 

 
   

 

▪ 

▪ 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0425d5c4-9574-44f7-bf74-748a455fd950
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b097495-dc96-4e08-9f29-b64a46eb4517


 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64c6d1b2-22d7-4cbc-ba74-1adcd1743e8e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b44b6ae3-f9c6-434d-836a-ece458585469
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1939638e-47ce-449d-8205-bc052cba0f71
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e6fb690-1fd2-455c-888c-685b363516e4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b097495-dc96-4e08-9f29-b64a46eb4517
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0425d5c4-9574-44f7-bf74-748a455fd950
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=670196c5-8508-4fcb-9436-0542ee944fd4


 

 
 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d5c68f1b-d815-4f7d-acb4-5cc9cc0ba108


 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for November 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name                   Description Patch ID Notes 

Windows Malicious 
Software Removal Tool 
x64 - v5.105 (KB890830) 
 

After the download, this tool runs one time to check your computer for 

infection by specific, prevalent malicious software (including Blaster, Sasser, 

and Mydoom) and helps remove any infection that is found. If an infection 

is found, the tool will display a status report the next time that you start 

your computer. A new version of the tool will be offered every month. If 

you want to manually run the tool on your computer, you can download a 

copy from the Microsoft Download Center, or you can run an online version 

from microsoft.com. 

KB890830 Applicable on 
Security 
Module 
devices. 

    

2022-11 Cumulative 
Security Update for 
Internet Explorer 11 for 
Windows Server 2012 R2 
for x64-based systems 
(KB5019958) 
 
 

If you use update management processes other than Windows Update and 

you automatically approve all security update classifications for 

deployment, this update, the November 2022 Security Only Quality Update, 

and the November 2022 Security Monthly Quality Rollup are deployed. We 

recommend that you review your update deployment rules to make sure 

that the desired updates are deployed 

KB5019958 Applicable on 
Security 
Module 
devices. 

2022-11 Security 
Monthly Quality Rollup 
for Windows Server 
2012 R2 for x64-based 
Systems (KB5020023) 

This cumulative security update includes improvements that are part of 
update KB5018474 (released October 11, 2022) and includes key changes 
for the following: 

• Addresses a Distributed Component Object Model (DCOM) 
authentication hardening issue to automatically raise 
authentication level for all non-anonymous activation requests 
from DCOM clients. This will occur if the authentication level is less 
than RPC_C_AUTHN_LEVEL_PKT_INTEGRITY. 

 

KB5020023 Applicable on 
Security 
Module 
devices. 

 Security Patches: 

Security Module 

November 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a774116b-bc5e-40a0-9ab3-47dbb8b881f3
https://support.microsoft.com/help/5018474
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8790a569-7638-4e38-af09-1dfa02c5cb69
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2022-11 Security Only 
Quality Update for 
Windows Server 2012 R2 
for x64-based Systems 
(KB5020010) 

This security-only update includes key changes for the following: 

• Updates the daylight-saving time (DST) for Jordan to prevent 
moving the clock back 1 hour on October 28, 2022. Additionally, 
changes the display name of Jordan standard time from 
“(UTC+02:00) Amman” to “(UTC+03:00) Amman”. 

• Addresses an issue where, after installing the January 11, 2022 or 
later update, the Forest Trust creation process fails to populate the 
DNS name suffixes into the trust information attributes. 

 

KB5020010 Applicable on 
Security 
Module 
devices. 

2022-11 Security and 
Quality Rollup for .NET 
Framework 3.5, 4.6.2, 
4.7, 4.7.1, 4.7.2, 4.8 for 
Windows Server 2012 R2 
for x64 (KB5020690) 

This security update addresses a vulnerability which exists in 
System.Data.SqlClient and Microsoft.Data.SqlClient libraries where a 
timeout occurring under high load can cause incorrect data to be returned 
as the result of an asynchronously executed query or command.  

KB5020690 Applicable on 
Security 
Module 
devices. 

 
2022-11 Security Only 
Update for .NET 
Framework 4.6.2, 4.7, 
4.7.1, 4.7.2, 4.8 for 
Windows Server 2012 R2 
for x64 (KB5020680) 
 

This security update addresses a vulnerability which exists in 
System.Data.SqlClient and Microsoft.Data.SqlClient libraries where a 
timeout occurring under high load can cause incorrect data to be returned 
as the result of an asynchronously executed query or command.  

KB5020680 Applicable on 
Security 
Module 
devices. 

2022-11 Security and 
Quality Rollup for .NET 
Framework 4.6.2, 4.7, 
4.7.1, 4.7.2 for Windows 
Server 2012 R2 for x64 
(KB5020629) 
 

This security update addresses a vulnerability which exists in 
System.Data.SqlClient and Microsoft.Data.SqlClient libraries where a 
timeout occurring under high load can cause incorrect data to be returned 
as the result of an asynchronously executed query or command. 

KB5020629 Applicable on 
Security 
Module 
devices. 

    

2022-11 Cumulative 
Update for Windows 
Server 2016 for x64-
based Systems 
(KB5019964) 

This security update includes quality improvements. When you install this 
KB:  

• It stops the start of daylight saving time in Jordan at the end of 
October 2022. The Jordan time zone will permanently shift to the 
UTC + 3 time zone. 

• It address an issue that affects the Microsoft Azure Active 
Directory (AAD) Application Proxy connector. It cannot retrieve a 
Kerberos ticket on behalf of the user. The error message is, “The 
handle specified is invalid (0x80090301).” 

 

KB5019964 Applicable on 
Security 
Module 
devices. 

    
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8498ea58-efe7-417c-9821-4a34784fbb63
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c7adcf3d-7417-448a-886e-7f2c81401d62
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1a85cd21-df71-4801-ad42-a396c6f00383
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ef6f0f4e-1b41-4a89-929d-d89df4f4ea4d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27


 

 

 

 

 

 
 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1a85cd21-df71-4801-ad42-a396c6f00383


 

  
 

 
   

KB5020690 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c7adcf3d-7417-448a-886e-7f2c81401d62
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8498ea58-efe7-417c-9821-4a34784fbb63
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8790a569-7638-4e38-af09-1dfa02c5cb69
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a774116b-bc5e-40a0-9ab3-47dbb8b881f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27


 

 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for November 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-11 Cumulative Update for 

Windows Server 2016 for x64-

based Systems (KB5019964) 

This security update includes quality improvements. When you install 

this KB:  

• It addresses an issue that affects Distributed Component 

Object Model (DCOM) authentication hardening. We will 

automatically raise the authentication level for all non-

anonymous activation requests from DCOM clients to 

RPC_C_AUTHN_LEVEL_PKT_INTEGRITY. This occurs if the 

authentication level is below Packet Integrity. 

• It stops the start of daylight-saving time in Jordan at the end 

of October 2022. The Jordan time zone will permanently shift 

to the UTC + 3 time zone. 

• It addresses an issue that affects the Microsoft Azure Active 

Directory (AAD) Application Proxy connector. It cannot 

retrieve a Kerberos ticket on behalf of the user. The error 

message is, “The handle specified is invalid (0x80090301).” 

• It addresses an issue that affects the Forest Trust creation 

process. It fails to add the Domain Name System (DNS) name 

suffixes to the trust information attributes. This occurs after 

you install the January 11, 2022, or later updates. 

• It addresses an issue that affects a domain controller (DC). 

The DC writes Key Distribution Center (KDC) event 21 in the 

System event log. This occurs when the KDC successfully 

processes a Kerberos Public Key Cryptography for Initial 

Authentication (PKINIT) authentication request using a self-

KB5019964 N/A 

 
Security Patches: 

BD Pyxis Connect 

 
November 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27


 

  

signed certificate for key trust scenarios. This includes 

Windows Hello for Business and Device Authentication. 

• It addresses an issue that affects the Microsoft Visual C++ 

Redistributable Runtime. It does not load into the Local 

Security Authority Server Service (LSASS) when you enable 

Protected Process Light (PPL). 

• It addresses security vulnerabilities in the Kerberos and 

Netlogon protocols. 

2022-11 Cumulative Update for 

.NET Framework 4.8 for 

Windows Server 2016 for x64 

(KB5020614) 

 This security update addresses a vulnerability which exists in 

System.Data.SqlClient and Microsoft.Data.SqlClient libraries where a 

timeout occurring under high load can cause incorrect data to be 

returned as the result of an asynchronously executed query or 

command. 

KB5020614 N/A 

Windows Malicious Software 

Removal Tool x64 - v5.107 

(KB890830) 

Windows Malicious Software Removal Tool (MSRT) helps keep 

Windows computers free from prevalent malware. MSRT finds and 

removes threats and reverses the changes made by these threats. 

MSRT is generally released monthly as part of Windows Update or as 

a standalone tool. 

KB890830 

 

 

 

 

N/A 

 

 

 

 

 

 

 

2022-11 Cumulative Security 

Update for Internet Explorer 11 

for Windows Server 2012 R2 

for x64-based systems 

(KB5019958) 

This security update resolves vulnerabilities in Internet Explorer. This 

update applies to the following: 

• Internet Explorer 11 on Windows Server 2012 R2 

• Internet Explorer 11 on Windows 8.1 

• Internet Explorer 11 on Windows Server 2012 

• Internet Explorer 11 on Windows Server 2008 R2 SP1 

• Internet Explorer 11 on Windows 7 SP1 

KB5019958 N/A 

https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d973c80c-8187-4583-bd59-3cae8826e0e1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6f5f88a6-de78-4c92-883d-a6bf40b325d1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a774116b-bc5e-40a0-9ab3-47dbb8b881f3


 

  

 

2022-11 Security Monthly 

Quality Rollup for Windows 

Server 2012 R2 for x64-based 

Systems (KB5020023) 

 

This cumulative security update includes following improvements: 

• Addresses a Distributed Component Object Model (DCOM) 

authentication hardening issue to automatically raise 

authentication level for all non-anonymous activation 

requests from DCOM clients. This will occur if the 

authentication level is less than 

RPC_C_AUTHN_LEVEL_PKT_INTEGRITY. 

• Updates the daylight-saving time (DST) for Jordan to prevent 

moving the clock back 1 hour on October 28, 2022. 

Additionally, changes the display name of Jordan standard 

time from “(UTC+02:00) Amman” to “(UTC+03:00) Amman”. 

• Addresses an issue where Microsoft Azure Active Directory 

(AAD) Application Proxy Connector cannot retrieve a 

Kerberos ticket on behalf of the user because of the 

following general API error: “The handle specified is invalid 

(0x80090301).” 

• Addresses an issue where, after installing the January 11, 

2022 or later update, the Forest Trust creation process fails 

to populate the DNS name suffixes into the trust information 

attributes. 

• Addresses an issue where the Microsoft Visual C++ 

Redistributable Runtime does not load into the Local Security 

Authority Server Service (LSASS) when Protected Process 

Light (PPL) is enabled. 

• Addresses security vulnerabilities in the Kerberos and 

Netlogon protocols. 

KB5020023 N/A 

2022-11 Security Only Quality 

Update for Windows Server 

2012 R2 for x64-based Systems 

(KB5020010) 

This security-only update includes key changes for the following: 

• Updates the daylight-saving time (DST) for Jordan to prevent 

moving the clock back 1 hour on October 28, 2022. 

Additionally, changes the display name of Jordan standard 

time from “(UTC+02:00) Amman” to “(UTC+03:00) Amman”. 

• Addresses an issue where, after installing the January 11, 

2022 or later update, the Forest Trust creation process fails 

to populate the DNS name suffixes into the trust information 

attributes. 

• Addresses security vulnerabilities in the Kerberos and 

Netlogon protocols. 

KB5020010 N/A 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8790a569-7638-4e38-af09-1dfa02c5cb69
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8498ea58-efe7-417c-9821-4a34784fbb63


 

  

2022-11 Security and Quality 

Rollup for .NET Framework 3.5, 

4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for 

Windows Server 2012 R2 for 

x64 (KB5020690) 

This security update addresses a vulnerability which exists in 

System.Data.SqlClient and Microsoft.Data.SqlClient libraries where a 

timeout occurring under high load can cause incorrect data to be 

returned as the result of an asynchronously executed query or 

command. 

KB5020690 N/A 

2022-11 Security Only Update 

for .NET Framework 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for Windows 

Server 2012 R2 for x64 

(KB5020680) 

This security update addresses a vulnerability which exists in 

System.Data.SqlClient and Microsoft.Data.SqlClient libraries where a 

timeout occurring under high load can cause incorrect data to be 

returned as the result of an asynchronously executed query or 

command. 

KB5020680 N/A 

2022-11 Cumulative Update for 

Windows 10 Version 22H2 for 

x64-based Systems 

(KB5019959) 

It addresses security issues for your Windows operating system. KB5019959 N/A 

2022-11 Cumulative Update for 

.NET Framework 3.5, 4.8 and 

4.8.1 for Windows 10 Version 

22H2 (KB5020694) 

This security update addresses a vulnerability which exists in 

System.Data.SqlClient and Microsoft.Data.SqlClient libraries where a 

timeout occurring under high load can cause incorrect data to be 

returned as the result of an asynchronously executed query or 

command.  

 

KB5020694 N/A 
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https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0a8d3b8-fc43-4db9-a7c6-83699f6825df


   

 

 

BD has identified patches from Microsoft® that have been identified as critical or security related for November 

2022. These patches were not found to adversely affect BD Pharmogistics products and will be applied according to 

customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the validated patches are 

installed on their BD systems as the acting responsible entity in order to maintain the correct security posture of the 

system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

Windows Malicious 

Software Removal Tool 

x64   

After the download, this tool runs one time to check 

your computer for infection by specific, prevalent 

malicious software (including Blaster, Sasser, and 

Mydoom) and helps remove any infection that is found. 

If an infection is found, the tool will display a status 

report the next time that you start your computer. A 

new version of the tool will be offered every month. If 

you want to manually run the tool on your computer, 

you can download a copy from the Microsoft Download 

Center, or you can run an online version from 

microsoft.com. This tool is not a replacement for an 

antivirus product. To help protect your computer, you 

should use an antivirus product. 

KB890830 Applicable on 

PLX, CII Safe 

and Infusion. 

2022-10 Security and 

Quality Rollup for .NET 

Framework 3.5, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Server 2012 R2 

for x64  

The following articles contain additional information 

about this update as it relates to individual product 

versions. 

5016268 Description of the Security and Quality Rollup 

for .NET Framework 3.5 for Windows 8.1, RT 8.1, and 

Windows Server 2012 R2 (KB5016268) 

5018523 Description of the Security and Quality Rollup 

for .NET Framework 4.6.2, 4.7, 4.7.1, 4.7.2 for Windows 

8.1, RT 8.1, and Windows Server 2012 R2 (KB5018523) 

KB5018549 N/A 

 
Security Patches: 

BD Pharmogistics 

 
November  2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=32122e8c-88bd-464e-9193-dc7884355679


 

   

5018519 Description of the Security and Quality Rollup 

for .NET Framework 4.8 for Windows 8.1, RT 8.1, and 

Windows Server 2012 R2 (KB5018519) 

2022-11 Security Monthly 
Quality Rollup for 
Windows Server 2012 R2 
for x64-based Systems 
(KB5020023) 

Last Modified: 11/8/2022 

 

Addresses a Distributed Component Object Model 

(DCOM) authentication hardening issue to automatically 

raise authentication level for all non-anonymous 

activation requests from DCOM clients. This will occur if 

the authentication level is less than 

RPC_C_AUTHN_LEVEL_PKT_INTEGRITY. 

Updates the daylight-saving time (DST) for Jordan to 

prevent moving the clock back 1 hour on October 28, 

2022. Additionally, changes the display name of Jordan 

standard time from “(UTC+02:00) Amman” to 

“(UTC+03:00) Amman”. 

Addresses an issue where Microsoft Azure Active 

Directory (AAD) Application Proxy Connector cannot 

retrieve a Kerberos ticket on behalf of the user because 

of the following general API error: “The handle specified 

is invalid (0x80090301).” 

KB5020023 N/A 

2022-11 Security and 

Quality Rollup for .NET 

Framework 3.5, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Server 2012 R2 

for x64 (KB5020690) 

Last Modified: 11/8/2022 

 

The November 8, 2022 update for Windows 8.1, RT 8.1, 

and Windows Server 2012 R2 includes Security and 

Quality Rollup improvements. We recommend that you 

apply this update as part of your regular maintenance 

routines. 

Security Improvements 

This security update addresses a vulnerability which 

exists in System.Data.SqlClient and 

Microsoft.Data.SqlClient libraries where a timeout 

occurring under high load can cause incorrect data to be 

returned as the result of an asynchronously executed 

KB5020690 N/A 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8790a569-7638-4e38-af09-1dfa02c5cb69
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c7adcf3d-7417-448a-886e-7f2c81401d62


 

   

query or command. For more information please see 

CVE-2022-41064. 

2022-11 Security Only 

Update for .NET 

Framework 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows Server 2008 R2 

for x64 (KB5020678) 

Last Modified: 11/8/2022 

 

This security update addresses a vulnerability which 

exists in System.Data.SqlClient and 

Microsoft.Data.SqlClient libraries where a timeout 

occurring under high load can cause incorrect data to be 

returned as the result of an asynchronously executed 

query or command. For more information please see 

CVE-2022-41064. 

KB5020678 N/A 

2022-11 Security and 

Quality Rollup for .NET 

Framework 3.5.1, 4.6.2, 

4.7, 4.7.1, 4.7.2, 4.8 for 

Windows Server 2008 R2 

for x64 (KB5020688) 

Last Modified: 11/8/2022 

 

The November 8, 2022 update for Windows 7 SP1 and 

Windows Server 2008 R2 SP1 includes Security and 

Quality Rollup improvements. We recommend that you 

apply this update as part of your regular maintenance 

routines. 

Security Improvements 

This security update addresses a vulnerability which 

exists in System.Data.SqlClient and 

Microsoft.Data.SqlClient libraries where a timeout 

occurring under high load can cause incorrect data to be 

returned as the result of an asynchronously executed 

query or command. For more information please see 

CVE-2022-41064. 

KB5020688 N/A 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ec9ca09c-d415-4944-9cf4-b2951b602344
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=807af407-eb1f-4dd9-a764-58fbd5092266


 

   

2022-11 Security Monthly 

Quality Rollup for 

Windows Server 2008 R2 

for x64-based Systems 

(KB5020000) 

Last Modified: 11/8/2022 

 

This cumulative security update contains improvements 

that are part of update KB5017361 (released October 

11, 2022) and includes key changes for the following: 

Addresses a Distributed Component Object Model 

(DCOM) authentication hardening issue to automatically 

raise authentication level for all non-anonymous 

activation requests from DCOM clients. This will occur if 

the authentication level is less than 

RPC_C_AUTHN_LEVEL_PKT_INTEGRITY. 

Updates the daylight-saving time (DST) for Jordan to 

prevent moving the clock back 1 hour on October 28, 

2022. Additionally, changes the display name of Jordan 

standard time from “(UTC+02:00) Amman” to 

“(UTC+03:00) Amman”. 

 

KB5020000 N/A 

2022-11 Cumulative 

Update for .NET 

Framework 3.5, 4.8 and 

4.8.1 for Windows 10 

Version 21H2 for x64 

(KB5020687) 

Last Modified: 11/8/2022 

 

This article describes the Cumulative Update for 3.5, 4.8 

and 4.8.1 for Windows 10 Version 21H2. 

Security Improvements 

This security update addresses a vulnerability which 

exists in System.Data.SqlClient and 

Microsoft.Data.SqlClient libraries where a timeout 

occurring under high load can cause incorrect data to be 

returned as the result of an asynchronously executed 

query or command. For more information please see 

CVE-2022-41064. 

KB5020687 N/A 

2022-11 Dynamic 

Cumulative Update for 

Windows 10 Version 21H2 

for x64-based Systems 

(KB5019959) 

Last Modified: 11/8/2022 

 

Windows 10 servicing stack update - 19042.2180, 

19043.2180, 19044.2180, and 19045.2180 

This update makes quality improvements to the 

servicing stack, which is the component that installs 

Windows updates. Servicing stack updates (SSU) ensure 

that you have a robust and reliable servicing stack so 

that your devices can receive and install Microsoft 

updates. 

KB5019959 N/A 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e4142d42-a190-4fc8-a495-b125a70cb454
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3ad26ff3-0383-4728-80dc-f0c049141b97
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ad7ecc7b-dd32-4b06-8c62-c9132008697b


 

   

2022-11 Cumulative 

Update for Windows 

Server 2016 for x64-based 

Systems (KB5019964) 

Last Modified: 11/8/2022 

 

This security update includes quality improvements. 

When you install this KB:  

It addresses an issue that affects Distributed Component 

Object Model (DCOM) authentication hardening. We 

will automatically raise the authentication level for all 

non-anonymous activation requests from DCOM clients 

to RPC_C_AUTHN_LEVEL_PKT_INTEGRITY. This occurs if 

the authentication level is below Packet Integrity. 

It stops the start of daylight saving time in Jordan at the 

end of October 2022. The Jordan time zone will 

permanently shift to the UTC + 3 time zone. 

It address an issue that affects the Microsoft Azure 

Active Directory (AAD) Application Proxy connector. It 

cannot retrieve a Kerberos ticket on behalf of the user. 

The error message is, “The handle specified is invalid 

(0x80090301).” 

KB5019964 N/A 
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27


 

 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for Nov 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

Windows Malicious Software 

Removal Tool x64 - v5.107 

Windows Malicious Software Removal Tool 

(MSRT) 5.83 helps remove malicious software from 

computers running Windows 10, Windows 8.1, 

Windows Server 2012 R2, Windows 8, Windows 

Server 2012, Windows 7, or Windows Server 2008. 

KB890830 

 

Applicable on ParX 

2022-11 Cumulative Update 

for Windows 10 Version 1607 

for x64-based Systems 

This security update includes quality improvements. 
When you install this KB: 
It addresses an issue that affects Distributed 
Component Object Model (DCOM) authentication 
hardening. We will automatically raise the 
authentication level for all non-anonymous activation 
requests from DCOM clients to 
RPC_C_AUTHN_LEVEL_PKT_INTEGRITY. This occurs if 
the authentication level is below Packet Integrity. 
It stops the start of daylight saving time in Jordan at 
the end of October 2022. The Jordan time zone will 
permanently shift to the UTC + 3 time zone. 
It address an issue that affects the Microsoft Azure 
Active Directory (AAD) Application Proxy connector. It 
cannot retrieve a Kerberos ticket on behalf of the 

KB5019964 Applicable on ParX 

 
Security Patches: 

PARx 

Nov 2022 

https://www.tenforums.com/windows-10-news/164053-kb890830-update-windows-malicious-software-removal-tool-5-83-sept-8-a.html
https://support.microsoft.com/en-us/topic/november-8-2022-kb5019964-os-build-14393-5501-5c195bd1-91d5-402e-a973-813373ba4357
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user. The error message is, “The handle specified is 
invalid (0x80090301).” 
It addresses an issue that affects the Forest Trust 
creation process. It fails to add the Domain Name 
System (DNS) name suffixes to the trust information 
attributes. This occurs after you install the January 11, 
2022, or later updates. 
It addresses an issue that affects a domain controller 
(DC). The DC writes Key Distribution Center (KDC) 
event 21 in the System event log. This occurs when 
the KDC successfully processes a Kerberos Public Key 
Cryptography for Initial Authentication (PKINIT) 
authentication request using a self-signed certificate 
for key trust scenarios. This includes Windows Hello 
for Business and Device Authentication. 
It addresses an issue that affects the Microsoft Visual 
C++ Redistributable Runtime. It does not load into the 
Local Security Authority Server Service (LSASS) when 
you enable Protected Process Light (PPL). 
It addresses security vulnerabilities in the Kerberos 
and Netlogon protocols as outlined in CVE-2022-
38023, CVE-2022-37966, and CVE-2022-37967. For 
deployment guidance, see the following: 
KB5020805: How to manage the Kerberos Protocol 
changes related to CVE-2022-37967 
KB5021130: How to manage Netlogon Protocol 
changes related to CVE-2022-38023 
KB5021131: How to manage the Kerberos Protocol 
changes related to CVE-2022-37966 
If you installed earlier updates, only the new updates 
contained in this package will be downloaded and 
installed on your device.  
For more information about security vulnerabilities, 
please refer to the new Security Update Guide 
website and the November 2022 Security Updates. 
 

 



 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for Nov 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-11 Cumulative Update 

for Windows Server 2016 for 

x64-based Systems  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This security update includes quality improvements. 

When you install this KB:  

It addresses an issue that affects Distributed 

Component Object Model (DCOM) authentication 

hardening. We will automatically raise the 

authentication level for all non-anonymous activation 

requests from DCOM clients to 

RPC_C_AUTHN_LEVEL_PKT_INTEGRITY. This occurs if 

the authentication level is below Packet Integrity. 

It stops the start of daylight saving time in Jordan at 

the end of October 2022. The Jordan time zone will 

permanently shift to the UTC + 3 time zone. 

It address an issue that affects the Microsoft Azure 

Active Directory (AAD) Application Proxy connector. It 

cannot retrieve a Kerberos ticket on behalf of the 

user. The error message is, “The handle specified is 

invalid (0x80090301).” 

It addresses an issue that affects the Forest Trust 

creation process. It fails to add the Domain Name 

System (DNS) name suffixes to the trust information 

attributes. This occurs after you install the January 11, 

2022, or later updates. 

KB5019964 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Applicable on TIM. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Security Patches: 

TIM 

Nov 2022 

https://support.microsoft.com/en-us/topic/november-8-2022-kb5019964-os-build-14393-5501-5c195bd1-91d5-402e-a973-813373ba4357


 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Windows Malicious Software 

Removal Tool x64 - v5.107 

 

 

 

It addresses an issue that affects a domain controller 

(DC). The DC writes Key Distribution Center (KDC) 

event 21 in the System event log. This occurs when 

the KDC successfully processes a Kerberos Public Key 

Cryptography for Initial Authentication (PKINIT) 

authentication request using a self-signed certificate 

for key trust scenarios. This includes Windows Hello 

for Business and Device Authentication. 

It addresses an issue that affects the Microsoft Visual 

C++ Redistributable Runtime. It does not load into the 

Local Security Authority Server Service (LSASS) when 

you enable Protected Process Light (PPL). 

It addresses security vulnerabilities in the Kerberos 

and Netlogon protocols as outlined in CVE-2022-

38023, CVE-2022-37966, and CVE-2022-37967. For 

deployment guidance, see the following: 

KB5020805: How to manage the Kerberos Protocol 

changes related to CVE-2022-37967 

KB5021130: How to manage Netlogon Protocol 

changes related to CVE-2022-38023 

KB5021131: How to manage the Kerberos Protocol 

changes related to CVE-2022-37966 

If you installed earlier updates, only the new updates 

contained in this package will be downloaded and 

installed on your device.   

 

 

 

The Windows Malicious Software Removal Tool 

(MSRT) helps remove malicious software from 

computers that are running any of the following 

operating systems:   

Windows 10 

Windows Server 2019 

Windows Server 2016 

Windows 8.1 

Windows Server 2012 R2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

KB890830 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Applicable on TIM. 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0


 
Windows Server 2012 

Windows Server 2008 R2 

Windows 7 

Windows Server 2008 

 

Microsoft releases the MSRT on a monthly cadence as 

part of Windows Update or as a standalone tool. Use 

this tool to find and remove specific prevalent threats 

and reverse the changes they have made (see covered 

malware families). For comprehensive malware 

detection and removal, consider using Windows 

Defender Offline or Microsoft Safety Scanner. 

 

This article contains information about how the tool 

differs from an antivirus or antimalware product, how 

you can download and run the tool, what happens 

when the tool finds malware, and tool release 

information. It also includes information for the 

administrators and advanced users, including 

information about supported command-line switches. 

 

Notes:  

In compliance with the Microsoft Support Lifecycle 

policy, the MSRT is no longer supported on Windows 

Vista or earlier platforms. For more information, go to 

Microsoft Support Lifecycle. 

If you are having problems in regards to an MSRT 

update within Windows Update, see Troubleshooting 

problems updating Windows 10. 



 
 

2022-11 Security and Quality 
Rollup for .NET Framework 
3.5, 4.6.2, 4.7, 4.7.1, 4.7.2, 
4.8 for Windows Server 2012 
R2 for x64 

 

The November 8, 2022 update for Windows 8.1, RT 

8.1, and Windows Server 2012 R2 includes Security 

and Quality Rollup improvements. We recommend 

that you apply this update as part of your regular 

maintenance routines. 

Security Improvements 

This security update addresses a vulnerability which 

exists in System.Data.SqlClient and 

Microsoft.Data.SqlClient libraries where a timeout 

occurring under high load can cause incorrect data to 

be returned as the result of an asynchronously 

executed query or command. For more information 

please see CVE-2022-41064. 

Quality and Reliability Improvements 

For a list of improvements that were released with this 
update, please see the article links in the Additional 
Information section of this article.. 

 

KB5020690 

 

 

Applicable on TIM. 

 

 

 

2022-11 Security Monthly 

Quality Rollup for Windows 

Server 2012 R2 for x64-

based Systems  

This cumulative security update includes 

improvements that are part of update KB5018474 

(released October 11, 2022) and includes key 

changes for the following: 

Addresses a Distributed Component Object Model 

(DCOM) authentication hardening issue to 

automatically raise authentication level for all 

non-anonymous activation requests from DCOM 

clients. This will occur if the authentication level is 

less than RPC_C_AUTHN_LEVEL_PKT_INTEGRITY. 

Updates the daylight-saving time (DST) for Jordan 

to prevent moving the clock back 1 hour on 

October 28, 2022. Additionally, changes the 

display name of Jordan standard time from 

“(UTC+02:00) Amman” to “(UTC+03:00) Amman”. 

Addresses an issue where Microsoft Azure Active 

Directory (AAD) Application Proxy Connector 

cannot retrieve a Kerberos ticket on behalf of the 

user because of the following general API error: 

“The handle specified is invalid (0x80090301).” 

   KB5020023 

 

Applicable on TIM. 

https://support.microsoft.com/en-us/topic/november-8-2022-security-and-quality-rollup-for-net-framework-3-5-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5020690-f4bb940d-fb5a-4187-8ca2-ca8d991f3a18
https://support.microsoft.com/en-us/topic/november-8-2022-kb5020023-monthly-rollup-9ac62145-0c72-4faf-b5c9-e787f6b19b4d


 
Addresses an issue where, after installing the 

January 11, 2022 or later update, the Forest Trust 

creation process fails to populate the DNS name 

suffixes into the trust information attributes. 

Addresses an issue where the Microsoft Visual 

C++ Redistributable Runtime does not load into 

the Local Security Authority Server Service (LSASS) 

when Protected Process Light (PPL) is enabled. 

Addresses security vulnerabilities in the Kerberos 

and Netlogon protocols as outlined in CVE-2022-

38023, CVE-2022-37966, and CVE-2022-37967. 

For deployment guidance, see the following 

articles: 

KB5020805: How to manage the Kerberos 

protocol changes related to CVE-2022-37967 

KB5021130: How to manage the Netlogon 

protocol changes related to CVE-2022-38023 

KB5021131: How to manage the Kerberos 

protocol changes related to CVE-2022-37966 

For more information about the resolved security 

vulnerabilities, please refer to the Deployments | 

Security Update Guide and the November 2022 

Security Updates. 

For more information about the resolved security 

vulnerabilities, please refer to the Deployments | 

Security Update Guide and the November 2022 

Security Updates. 

 

2022-11 Security Only 

Update for .NET Framework 

4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 

for Windows Server 2012 

R2 for x64 

 

This security update addresses a vulnerability 

which exists in System.Data.SqlClient and 

Microsoft.Data.SqlClient libraries where a timeout 

occurring under high load can cause incorrect 

data to be returned as the result of an 

asynchronously executed query or command. For 

more information please see CVE-2022-41064. 

 

 

KB5020680 

 

 

Applicable on TIM. 

https://support.microsoft.com/en-au/topic/november-8-2022-security-only-update-for-net-framework-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-server-2012-r2-kb5020680-9f6aebad-5c6e-4f09-92b4-766a5b5bd445


 
2022-11 Security Only 

Quality Update for 

Windows Server 2012 R2 

for x64-based Systems  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2022-11 Cumulative 

Security Update for 

Internet Explorer 11 for 

Windows Server 2012 R2 

for x64-based systems  

 

 

 

 

This security-only update includes key changes for  

the following: 

Updates the daylight-saving time (DST) for Jordan to 

prevent moving the clock back 1 hour on October 28, 

2022. Additionally, changes the display name of Jordan 

standard time from “(UTC+02:00) Amman” to 

“(UTC+03:00) Amman”. 

Addresses an issue where, after installing the January 11, 

2022 or later update, the Forest Trust creation process 

fails to populate the DNS name suffixes into the trust 

information attributes. 

Addresses security vulnerabilities in the Kerberos and 

Netlogon protocols as outlined in CVE-2022-38023, CVE-

2022-37966, and CVE-2022-37967. For deployment 

guidance, see the following articles: 

KB5020805: How to manage the Kerberos protocol 

changes related to CVE-2022-37967 

KB5021130: How to manage the Netlogon protocol 

changes related to CVE-2022-38023 

KB5021131: How to manage the Kerberos protocol 

changes related to CVE-2022-37966 

For more information about the resolved security 

vulnerabilities, please refer to the Deployments | Security 

Update Guide and the November 2022 Security Updates. 

For more information about the resolved security 

vulnerabilities, please refer to the Deployments | Security 

Update Guide and the November 2022 Security Updates. 

This security update resolves vulnerabilities in Internet 
Explorer. To learn more about these vulnerabilities, see 
Deployments | Security Update Guide. 

Additionally, see the following articles for more 
information about cumulative updates: 

Windows Server 2008 SP2 update history 

Windows 7 SP1 and Windows Server 2008 R2 SP1 update 
history 

Windows Server 2012 update history 

Windows 8.1 and Windows Server 2012 R2 update history 

 

KB5020010 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

KB5019958 

 

 

 

 

 

 

 

 

Applicable on TIM. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Applicable on TIM. 

 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/november-8-2022-kb5020010-security-only-update-4b3804ba-567e-40d3-ab63-6f0bbbc9e81b
https://support.microsoft.com/en-us/topic/kb5019958-cumulative-security-update-for-internet-explorer-november-8-2022-d7fb064b-9e33-43b1-809e-9c0438d85b8c


 
2022-11 Cumulative 

Update for .NET 

Framework 4.8 for 

Windows Server 2016 for 

x64 

 

This security update addresses a vulnerability which exists 

in System.Data.SqlClient and Microsoft.Data.SqlClient 

libraries where a timeout occurring under high load can 

cause incorrect data to be returned as the result of an 

asynchronously executed query or command. For more 

information please see CVE-2022-41064. 

Quality and Reliability Improvements 

WPF1 

- Addresses an issue where a FailFast crash could occur 

when using WebBrowser.NavigateToString. 

- Addresses an ArgumentOutOfRangeException that can 

arise when calling ListBox.ScrollIntoView while there are 

pending changes to the visual tree that will change or 

clear the underlying ItemsCollection. 

- Addresses an ArgumentException "Width and Height 

must be non-negative" that can arise in an ItemsControl 

with grouping enabled, custom margins on the 

GroupItems, collapse/expand of GroupItems enabled, and 

run in high-DPI. 

KB5020614 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Applicable on TIM. 
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https://support.microsoft.com/en-gb/topic/november-8-2022-kb5020614-cumulative-update-for-net-framework-4-8-for-windows-10-version-1607-and-windows-server-2016-211b024a-55bf-4893-bf1d-9160947d1bbd


 

 

 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for November 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-11 Cumulative Update 

for Windows 10 Version 1809 

for x64-based Systems 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system.  

KB5019966 Applicable on PAS 

device. 

2022-11 Cumulative Update 
for .NET Framework 3.5, 
4.7.2 and 4.8 for Windows 10 
Version 1809 for x64 

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install this 
update, you may have to restart your system. 

KB5020685 Applicable on PAS 
device. 

 

 

 

 

 

 

 

 
Security Patches: 

BD Pyxis™ Anesthesia ES 

 
November 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5b1fb11a-e502-4ef5-8899-f0cc5c2ccdad
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=912b2eec-36c8-4f03-b2bf-7b3121706b2f


 

  

 

 

 

Windows Malicious Software 

Removal Tool x64 - v5.107 

After the download, this tool runs one time to check 

your computer for infection by specific, prevalent 

malicious software (including Blaster, Sasser, and 

Mydoom) and helps remove any infection that is 

found. If an infection is found, the tool will display a 

status report the next time that you start your 

computer. A new version of the tool will be offered 

every month. If you want to manually run the tool on 

your computer, you can download a copy from the 

Microsoft Download Center, or you can run an online 

version from microsoft.com. This tool is not a 

replacement for an antivirus product. To help protect 

your computer, you should use an antivirus product. 

KB890830 Applicable on PAS 

device. 

 

2022-11 Cumulative Update 

for Windows 10 Version 1607 

for x64-based Systems 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system 

KB5019964 Applicable on PAS 

device. 

2022-11 Cumulative Security 

Update for Internet Explorer 

11 for Windows Embedded 

Standard 7 for x86-based 

systems 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system. 

KB5019958 Applicable on PAS 

device. 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64c6d1b2-22d7-4cbc-ba74-1adcd1743e8e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1939638e-47ce-449d-8205-bc052cba0f71
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e6fb690-1fd2-455c-888c-685b363516e4
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2022-11 Security Only 

Quality Update for Windows 

Embedded Standard 7 for 

x86-based Systems 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system. 

KB5020013 Applicable on PAS 

device. 

2022-11 Security Monthly 

Quality Rollup for Windows 

Embedded Standard 7 for 

x86-based Systems 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system. 

KB5020000 Applicable on PAS 

device. 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b097495-dc96-4e08-9f29-b64a46eb4517
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0425d5c4-9574-44f7-bf74-748a455fd950


 

 

. 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5b1fb11a-e502-4ef5-8899-f0cc5c2ccdad
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=912b2eec-36c8-4f03-b2bf-7b3121706b2f


  
 

 
   

. 

2022-11 Cumulative Update 

for Windows 10 Version 

21H2 for x64-based Systems

. 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64c6d1b2-22d7-4cbc-ba74-1adcd1743e8e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=430b853a-39fe-496a-858a-19c218aafe34


 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for November 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-11 Security Monthly 

Quality Rollup for Windows 

Embedded Standard 7 for 

x86-based Systems 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the a ssociated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system.  

KB5020000 Applicable on 

Medstn ES device. 

2022-11 Cumulative Update 
for .NET Framework 4.8 for 
Windows 10 Version 1607 for 
x64 

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install this 
update, you may have to restart your system. 

KB5020614 Applicable on 
Medstn ES device. 

 

 

 

 

 

 

 

 
Security Patches: 

BD Pyxis™ Medstation ES 
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0425d5c4-9574-44f7-bf74-748a455fd950
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=357b6552-69cc-45a5-a693-16211ea3b799


 

 

 

Windows Malicious Software 

Removal Tool x64 - v5.107 

After the download, this tool runs one time to check 

your computer for infection by specific, prevalent 

malicious software (including Blaster, Sasser, and 

Mydoom) and helps remove any infection that is 

found. If an infection is found, the tool will display a 

status report the next time that you start your 

computer. A new version of the tool will be offered 

every month. If you want to manually run the tool on 

your computer, you can download a copy from the 

Microsoft Download Center, or you can run an online 

version from microsoft.com. This tool is not a 

replacement for an antivirus product. To help protect 

your computer, you should use an antivirus product. 

KB890830 Applicable on 

Medstn ES device. 

 

2022-11 Cumulative Update 

for Windows 10 Version 1607 

for x64-based Systems 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system. 

KB5019964 Applicable on 

Medstn ES device. 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64c6d1b2-22d7-4cbc-ba74-1adcd1743e8e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1939638e-47ce-449d-8205-bc052cba0f71
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2022-11 Security Only Quality 
Update for Windows 
Embedded Standard 7 for 
x86-based Systems 

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install this 
update, you may have to restart your system. 

KB5020013 Applicable on 
Medstn ES device. 

2022-11 Cumulative Security 
Update for Internet Explorer 
11 for Windows Embedded 
Standard 7 for x86-based 
systems 

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install this 
update, you may have to restart your system. 

KB5019958 Applicable on 
Medstn Es device. 

2022-11 Cumulative Update 
for Windows 10 Version 1809 
for ARM64-based Systems 

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install this 
update, you may have to restart your system. 

KB5019966 Applicable on 
Medstn Es device. 

2022-11 Cumulative Update 
for .NET Framework 3.5, 
4.7.2 and 4.8 for Windows 10 
Version 1809 for x64 

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install this 
update, you may have to restart your system. 

KB5020685 Applicable on 
Medstn Es device. 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b097495-dc96-4e08-9f29-b64a46eb4517
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1e6fb690-1fd2-455c-888c-685b363516e4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eba4caad-5286-4d52-a13b-6d9ae5d3daea
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=912b2eec-36c8-4f03-b2bf-7b3121706b2f


  

 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for November 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-11 Cumulative Security 

Update for Internet Explorer 

11 for Windows Server 2012 

R2 for x64-based systems 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system.  

KB5019958 Applicable on 

MedES Server. 

2022-11 Security Monthly 
Quality Rollup for Windows 
Server 2012 R2 for x64-based 
Systems 

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install this 
update, you may have to restart your system. 

KB5020023 Applicable on 
MedES Server. 

 

 

 

 

 

 

 

 
Security Patches: 

BD Pyxis™ MedES Server 

 November 2022 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a774116b-bc5e-40a0-9ab3-47dbb8b881f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8790a569-7638-4e38-af09-1dfa02c5cb69


 
 

 

 

 

Windows Malicious Software 

Removal Tool x64 – v5.107 

After the download, this tool runs one time to check 

your computer for infection by specific, prevalent 

malicious software (including Blaster, Sasser, and 

Mydoom) and helps remove any infection that is 

found. If an infection is found, the tool will display a 

status report the next time that you start your 

computer. A new version of the tool will be offered 

every month. If you want to manually run the tool on 

your computer, you can download a copy from the 

Microsoft Download Center, or you can run an online 

version from microsoft.com. This tool is not a 

replacement for an antivirus product. To help protect 

your computer, you should use an antivirus product. 

KB890830 Applicable on 

MedES Server. 

 

2022-11 Cumulative Update 

for Windows Server 2016 for 

x64-based Systems 

Install this update to resolve issues in Windows. For a 

complete listing of the issues that are included in this 

update, see the associated Microsoft Knowledge Base 

article for more information. After you install this 

item, you may have to restart your computer. 

KB5019964 Applicable on 

MedES Server. 

2022-11 Security Only 

Quality Update for Windows 

Server 2012 R2 for x64-based 

Systems 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system.  

KB5020010 Applicable on 

MedES Server. 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64c6d1b2-22d7-4cbc-ba74-1adcd1743e8e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=790b0954-afb5-4c85-bf9f-904543f98f27
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8498ea58-efe7-417c-9821-4a34784fbb63
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2022-11 Security and Quality 

Rollup for .NET Framework 

3.5, 4.6.2, 4.7, 4.7.1, 4.7.2, 

4.8 for Windows Server 2012 

R2 for x64 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system.  

KB5020690 Applicable on 

MedES Server. 

2022-11 Security Only 

Update for .NET Framework 

4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for 

Windows Server 2012 R2 for 

x64 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system.  

KB5020680 Applicable on 

MedES Server. 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c7adcf3d-7417-448a-886e-7f2c81401d62
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1a85cd21-df71-4801-ad42-a396c6f00383


 

 

 

 
 

• 

• 
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https://support.microsoft.com/en-us/topic/november-8-2022-security-only-update-for-net-framework-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-server-2012-r2-kb5020680-9f6aebad-5c6e-4f09-92b4-766a5b5bd445
https://support.microsoft.com/en-us/topic/november-8-2022-security-and-quality-rollup-for-net-framework-3-5-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5020690-f4bb940d-fb5a-4187-8ca2-ca8d991f3a18
https://support.microsoft.com/en-us/topic/november-8-2022-kb5020010-security-only-update-4b3804ba-567e-40d3-ab63-6f0bbbc9e81b


• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

https://support.microsoft.com/en-us/topic/november-8-2022-kb5020023-monthly-rollup-9ac62145-0c72-4faf-b5c9-e787f6b19b4d


• 

• 

• 

• 

• 

• 

• 

• 

https://support.microsoft.com/en-us/topic/kb5019958-cumulative-security-update-for-internet-explorer-november-8-2022-d7fb064b-9e33-43b1-809e-9c0438d85b8c
https://support.microsoft.com/en-us/topic/november-8-2022-kb5019964-os-build-14393-5501-5c195bd1-91d5-402e-a973-813373ba4357


• 

• 

• 

• 

• 

• 

• 

• 

https://support.microsoft.com/en-us/topic/november-8-2022-kb5020685-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-2019-aed716d4-22b3-4234-a64f-46865d1739eb
https://support.microsoft.com/en-us/topic/november-8-2022-kb5020685-cumulative-update-for-net-framework-3-5-4-7-2-and-4-8-for-windows-10-version-1809-and-windows-server-2019-aed716d4-22b3-4234-a64f-46865d1739eb
https://support.microsoft.com/en-gb/topic/november-8-2022-kb5019966-os-build-17763-3650-b09dad62-5cd7-47cd-992f-b7d01f2956c1


• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 



• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

https://support.microsoft.com/en-gb/topic/november-8-2022-kb5019966-os-build-17763-3650-b09dad62-5cd7-47cd-992f-b7d01f2956c1


  
 

   
    

 

• 

• 

• 

• 

• 

https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

