
 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ac7e8db5-bcf8-454b-868f-c983458da9ee
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=baa53198-3c0a-48d1-815f-754ccd365d46


 

  
 

 
   
 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0dd30859-3a8c-4577-bc75-cfa30ec06f30


 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fcc60465-497b-4395-b714-4699cef797ca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5a3d90f6-b969-4c8d-90d2-f824d05edf83


 

  
 

 
 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=baa53198-3c0a-48d1-815f-754ccd365d46
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ac7e8db5-bcf8-454b-868f-c983458da9ee
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0dd30859-3a8c-4577-bc75-cfa30ec06f30


 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eab2dc5b-cef0-48d8-a011-53262ceeb83c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=21f75bed-6d3a-4931-9052-fd03e8fe01ac
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3eff8b57-45db-4cd6-aaa0-68378a9ec7f9


 
 

 
   

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9e432ecf-7b4e-46ff-b207-33ab83588c6b


 
 

 
   

 



  

 

 
 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bbbe8203-0af8-4ed4-95ec-d0c31e871297
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=43cc5fbe-280b-4b16-a353-dfac02ac2242
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fec27d5f-dd89-444c-a6b4-b23f892c15df
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ac7e8db5-bcf8-454b-868f-c983458da9ee


 

 
 

 
   

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=baa53198-3c0a-48d1-815f-754ccd365d46
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0dd30859-3a8c-4577-bc75-cfa30ec06f30


 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fcc60465-497b-4395-b714-4699cef797ca
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fea8336b-4fb1-4ecb-8133-b1b4b26c6e4f


 

 

 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=43cc5fbe-280b-4b16-a353-dfac02ac2242
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fec27d5f-dd89-444c-a6b4-b23f892c15df
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0dd30859-3a8c-4577-bc75-cfa30ec06f30
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ac7e8db5-bcf8-454b-868f-c983458da9ee


 

 
 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=baa53198-3c0a-48d1-815f-754ccd365d46
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5a3d90f6-b969-4c8d-90d2-f824d05edf83
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6f5f88a6-de78-4c92-883d-a6bf40b325d1


 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for October 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name                   Description Patch ID Notes 

Windows Malicious 
Software Removal Tool 
x64 - v5.105 (KB890830) 
 

After the download, this tool runs one time to check your computer for 

infection by specific, prevalent malicious software (including Blaster, Sasser, 

and Mydoom) and helps remove any infection that is found. If an infection 

is found, the tool will display a status report the next time that you start 

your computer. A new version of the tool will be offered every month. If 

you want to manually run the tool on your computer, you can download a 

copy from the Microsoft Download Center, or you can run an online version 

from microsoft.com. This tool is not a replacement for an antivirus product. 

To help protect your computer, you should use an antivirus product. 

KB890830 Applicable on 
Security 
Module 
devices. 

 
 
 

   

2022-10 Servicing Stack 
Update for Windows 
Server 2012 R2 for x64-
based Systems 
(KB5018922) 

Install this update to resolve issues in Windows. For a complete listing of 

the issues that are included in this update, see the associated Microsoft 

Knowledge Base article for more information. After you install this item, 

you may have to restart your computer. 

KB5018922 Applicable on 
Security 
Module 
devices. 

 
 
 

   

 
 
 

   

2022-10 Cumulative 
Security Update for 
Internet Explorer 11 for 
Windows Server 2012 R2 
for x64-based systems 
(KB5018413) 

A security issue has been identified in a Microsoft software product that 

could affect your system. You can help protect your system by installing this 

update from Microsoft. For a complete listing of the issues that are 

included in this update, see the associated Microsoft Knowledge Base 

article. After you install this update, you may have to restart your system. 

KB5018413 Applicable on 
Security 
Module 
devices. 

 

 Security Patches: 

Security Module 

October 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=90cfc203-672c-4a16-a69b-b045083d32b0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=57ab175f-85d2-4910-a1a2-86385dacbbdf
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2022-10 Security 
Monthly Quality Rollup 
for Windows Server 
2012 R2 for x64-based 
Systems (KB5018474) 

This cumulative security update includes improvements that are part of 
update KB5017367 (released September 13, 2022) and includes key 
changes for the following: 

• Addresses an issue that leads to User Datagram Protocol (UDP) 
packet drops from Linux virtual machines (VMs). 

• Updates daylight saving time (DST) in Chile to start on September 
11, 2022 instead of September 4, 2022. 

• Addresses a known issue in which file copies which use Group 
Policy Preferences might fail or might create empty shortcuts or 
files that have 0 (zero) bytes. 

 

KB5018474 Applicable on 
Security 
Module 
devices. 

 

2022-10 Security Only 
Quality Update for 
Windows Server 2012 R2 
for x64-based Systems 
(KB5018476) 

This security-only update includes key changes for the following: 

• Addresses an issue that leads to User Datagram Protocol (UDP) 
packet drops from Linux virtual machines (VMs). 

• Updates daylight saving time (DST) in Chile to start on September 
11, 2022 instead of September 4, 2022. 

• Addresses a known issue in which file copies which use Group 
Policy Preferences might fail or might create empty shortcuts or 
files that have 0 (zero) bytes. 

 

KB5018476 Applicable on 
Security 
Module 
devices. 

 

2022-10 Cumulative 
Update for Windows 
Server 2016 for x64-
based Systems 
(KB5018411) 

This security update includes quality improvements. Key changes include:  

• We update the start date for daylight saving time in Chile. It will 
start on September 11, 2022 instead of on September 4, 2022. 

• We address an issue that affects some virtual machines. They drop 
User Datagram Protocol (UDP) packets. 

• We introduce a Group Policy that enables and disables Microsoft 
HTML Application (MSHTA) files. 

• We address an issue that affects a primary Active Directory 
Federation Services (AD FS) node. It might fail to register or update 
its heartbeat. Because of this, the node is removed from the farm. 

• We address an issue that affects robocopy. This issue occurs when 
you use the backup option (/B) to migrate or synchronize data to 
Azure Files. 

• We address an issue that affects robocopy. This issue occurs when 
you use the backup option (/B) to address data loss and the source 
location contains tiered files with Azure File Sync or tiered files 
with Cloud Files. 

KB5018411 Applicable on 
Security 
Module 
devices. 

 

 

https://support.microsoft.com/help/5017367
https://learn.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn581922(v=ws.11)
https://learn.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn581922(v=ws.11)
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=97430e4b-3a8f-460e-9db9-697117dd1f8a
https://learn.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn581922(v=ws.11)
https://learn.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn581922(v=ws.11)
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6dba5b03-b480-4001-bb55-66a25fef3d2a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fea8336b-4fb1-4ecb-8133-b1b4b26c6e4f


 

 

 

 

 

 
 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=666a1fad-7703-42df-813b-42f8b719fc5e


 

  
 

 
   

KB5018476 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6dba5b03-b480-4001-bb55-66a25fef3d2a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=97430e4b-3a8f-460e-9db9-697117dd1f8a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=57ab175f-85d2-4910-a1a2-86385dacbbdf
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=90cfc203-672c-4a16-a69b-b045083d32b0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fea8336b-4fb1-4ecb-8133-b1b4b26c6e4f


 

 

 

• 

• 

• 

 

 

 

 
 

https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ace24db8-ae12-40af-afd3-fd7d53c0b473
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fea8336b-4fb1-4ecb-8133-b1b4b26c6e4f


 

  

• 

• 

• 

• 

• 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6f5f88a6-de78-4c92-883d-a6bf40b325d1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0041a62-9a85-452c-96e6-df727ddf9e71


 

  

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

 

• 

• 

• 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=90cfc203-672c-4a16-a69b-b045083d32b0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=96ae3066-a6df-4f09-aabf-a92a01a91004
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=97430e4b-3a8f-460e-9db9-697117dd1f8a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f694802e-9115-4340-ab20-6194b1e2560d


 

  

 

• 

• 

• 

 

  

 

 
 

https://catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=32122e8c-88bd-464e-9193-dc7884355679
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6dba5b03-b480-4001-bb55-66a25fef3d2a


 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc
https://support.microsoft.com/en-us/topic/october-11-2022-kb5018411-os-build-14393-5427-a59be55a-b368-4284-a643-28fc0b9b8314


  

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c1bbd10f-d1ce-43c0-9d7b-91f686615931
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7ae2a7d4-2377-45f6-abee-a9052eebb208


 

  

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64b5ef6a-609f-40d5-ac1c-1d8e47d4133a
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9bf2aca9-171f-4f76-9ede-2afe8495e180
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b93751a3-5041-4fb2-8558-8dc2b7199f50


  

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e47b2f5c-462c-49ec-a201-6fd9c3fff485
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=57ab175f-85d2-4910-a1a2-86385dacbbdf
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b93751a3-5041-4fb2-8558-8dc2b7199f50


 

  

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e47b2f5c-462c-49ec-a201-6fd9c3fff485
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=90cfc203-672c-4a16-a69b-b045083d32b0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=32122e8c-88bd-464e-9193-dc7884355679


  

  
 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=97430e4b-3a8f-460e-9db9-697117dd1f8a


 

 

 

KB890830  

  

 
 

 
 
  

 

 

 

 

https://www.tenforums.com/windows-10-news/164053-kb890830-update-windows-malicious-software-removal-tool-5-83-sept-8-a.html
https://support.microsoft.com/en-us/topic/october-11-2022-kb5018411-os-build-14393-5427-a59be55a-b368-4284-a643-28fc0b9b8314


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/october-11-2022-kb5018411-os-build-14393-5427-a59be55a-b368-4284-a643-28fc0b9b8314


 

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/october-11-2022-kb5018515-cumulative-update-for-net-framework-4-8-for-windows-10-version-1607-and-windows-server-2016-0dbb16e4-dfc6-47c9-82d4-e5e3235881f3


 

 
  

 

Applicable on TIM.

https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-gb/topic/october-11-2022-kb5018476-security-only-update-764ae57a-07a5-4ce0-bac2-1f77b5f0c1d8


 

 
  

 

  Applicable on TIM.

Applicable on TIM. 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-au/topic/october-11-2022-kb5018474-monthly-rollup-21182931-4a5f-4085-a37b-2e63ac3c8c0a
https://support.microsoft.com/en-au/topic/kb5018413-cumulative-security-update-for-internet-explorer-october-11-2022-2f0f78c3-c293-476b-8386-bb51e30c520d


 

 
  

 

 

 

 

Applicable on TIM. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
 

 

https://support.microsoft.com/en-us/topic/kb5018922-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-october-11-2022-09580d87-aa4c-4528-835a-0e1ececcc3bb


 

 

. 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4b6cc779-fd2c-43f3-814a-7dd0dd78a857
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0041a62-9a85-452c-96e6-df727ddf9e71


  

. 

• 

• 

• 

• 

• 

• 

 

 
. 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fcc60465-497b-4395-b714-4699cef797ca
https://support.microsoft.com/en-us/topic/october-11-2022-kb5018454-monthly-rollup-33733868-01ed-4cf7-afdc-f1a22d481ad0
https://support.microsoft.com/en-au/topic/october-11-2022-kb5018479-security-only-update-68d381bd-561d-4aeb-bd8f-d2bc4eaa19b9
https://support.microsoft.com/en-au/topic/kb5018413-cumulative-security-update-for-internet-explorer-october-11-2022-2f0f78c3-c293-476b-8386-bb51e30c520d


  
 

 
   

https://support.microsoft.com/en-us/topic/october-11-2022-kb5018411-os-build-14393-5427-a59be55a-b368-4284-a643-28fc0b9b8314


 

 

KB5018419
. 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4b6cc779-fd2c-43f3-814a-7dd0dd78a857
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0041a62-9a85-452c-96e6-df727ddf9e71


  
 

 
   

KB890830
. 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fcc60465-497b-4395-b714-4699cef797ca


 

 

. 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=4b6cc779-fd2c-43f3-814a-7dd0dd78a857
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d0041a62-9a85-452c-96e6-df727ddf9e71
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• 

• 

• 

• 

• 

 

 
. 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fcc60465-497b-4395-b714-4699cef797ca
https://support.microsoft.com/en-us/topic/october-11-2022-kb5018454-monthly-rollup-33733868-01ed-4cf7-afdc-f1a22d481ad0
https://support.microsoft.com/en-au/topic/october-11-2022-kb5018479-security-only-update-68d381bd-561d-4aeb-bd8f-d2bc4eaa19b9
https://support.microsoft.com/en-au/topic/kb5018413-cumulative-security-update-for-internet-explorer-october-11-2022-2f0f78c3-c293-476b-8386-bb51e30c520d


  
 

 
   

https://support.microsoft.com/en-us/topic/october-11-2022-kb5018411-os-build-14393-5427-a59be55a-b368-4284-a643-28fc0b9b8314


  

 

 

KB5018411

 

 

 

 
KB5018419 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fea8336b-4fb1-4ecb-8133-b1b4b26c6e4f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=c5aff5d1-1d7e-494f-8214-cd1ad93704b7
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• 
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• 

• 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fcc60465-497b-4395-b714-4699cef797ca
https://support.microsoft.com/en-gb/topic/october-11-2022-kb5018476-security-only-update-764ae57a-07a5-4ce0-bac2-1f77b5f0c1d8
https://support.microsoft.com/en-au/topic/october-11-2022-kb5018474-monthly-rollup-21182931-4a5f-4085-a37b-2e63ac3c8c0a


 

  
 

  
 
 

 

 
 

• 

• 

• 

• 

• 

https://support.microsoft.com/en-au/topic/kb5018413-cumulative-security-update-for-internet-explorer-october-11-2022-2f0f78c3-c293-476b-8386-bb51e30c520d
https://support.microsoft.com/en-us/topic/kb5018922-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-october-11-2022-09580d87-aa4c-4528-835a-0e1ececcc3bb
https://support.microsoft.com/en-us/topic/october-11-2022-kb5018411-os-build-14393-5427-a59be55a-b368-4284-a643-28fc0b9b8314
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• 

• 

 

 

 

 
 

https://support.microsoft.com/en-au/topic/kb5018413-cumulative-security-update-for-internet-explorer-october-11-2022-2f0f78c3-c293-476b-8386-bb51e30c520d
https://support.microsoft.com/en-au/topic/kb5018413-cumulative-security-update-for-internet-explorer-october-11-2022-2f0f78c3-c293-476b-8386-bb51e30c520d
https://support.microsoft.com/en-au/topic/october-11-2022-kb5018474-monthly-rollup-21182931-4a5f-4085-a37b-2e63ac3c8c0a
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• 

• 

• 

• 

• 

• 

• 

• 

https://support.microsoft.com/en-gb/topic/october-11-2022-kb5018476-security-only-update-764ae57a-07a5-4ce0-bac2-1f77b5f0c1d8
https://support.microsoft.com/en-us/topic/kb5018922-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-october-11-2022-09580d87-aa4c-4528-835a-0e1ececcc3bb
https://support.microsoft.com/en-us/topic/october-11-2022-kb5018454-monthly-rollup-33733868-01ed-4cf7-afdc-f1a22d481ad0
https://support.microsoft.com/en-au/topic/october-11-2022-kb5018479-security-only-update-68d381bd-561d-4aeb-bd8f-d2bc4eaa19b9
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• 

• 

https://support.microsoft.com/en-us/topic/october-11-2022-kb5018411-os-build-14393-5427-a59be55a-b368-4284-a643-28fc0b9b8314
https://support.microsoft.com/en-us/topic/october-11-2022-kb5018419-os-build-17763-3532-ca62cca7-b599-44c4-a2a6-347996662623
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• 

• 

 

https://support.microsoft.com/en-us/topic/october-11-2022-kb5018419-os-build-17763-3532-ca62cca7-b599-44c4-a2a6-347996662623
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

