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BD has identified patches from Microsoft® that have been identified as critical or security related 

for September 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-09 Servicing Stack 

Update for Windows 

Embedded Standard 7 for 

x86-based Systems. 

This update makes quality improvements to the servicing stack, 

which is the component that installs Windows updates. Servicing 

stack updates (SSU) makes sure that you have a robust and 

reliable servicing stack so that your devices can receive and 

install Microsoft updates. 

KB5017397 Applicable on 3500 

Anesthesia System 

and MS3500 

Station 

2022-09 Security Only 

Quality Update for 

Windows Embedded 

Standard 7 for x86-based 

Systems 

This security-only update includes key changes for the following 

issue: This update contains miscellaneous security 

improvements to internal OS functionality. No specific issues are 

documented for this release. For more information about the 

resolved security vulnerabilities, please refer to 

the Deployments | Security Update Guide and the September 

2022 Security Updates.  

KB5017373 Applicable on 3500 

Anesthesia System 

and MS3500 

Station 

2022-09 Security Monthly 

Quality Rollup for 

Windows Embedded 

Standard 7 for x86-based 

Systems 

This cumulative security update contains improvements that are 
part of update KB5016676 (released August 9, 2022) and 
includes key changes for the following issue: This update 
contains miscellaneous security improvements to internal OS 
functionality. No specific issues are documented for this release. 
For more information about the resolved security vulnerabilities, 
please refer to the Deployments | Security Update Guide and 
the September 2022 Security Updates. 

 

KB5017361 Applicable on 3500 

Anesthesia System 

and MS3500 

Station 

    

 

 
Security Patches: 

BD Pyxis™ Anesthesia System 3500 
 
September 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0da90840-b836-4143-868d-ebcf70ad3f38
https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9e70f3fc-fc3f-4a2c-9d1d-288f0dfc6569
https://support.microsoft.com/help/5016676
https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6f04d08b-5204-423e-958d-a3cfd1d7cc63


 

 

BD has identified patches from Microsoft® that have been identified as critical or security related for 

September 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the validated 

patches are installed on their BD systems as the acting responsible entity in order to maintain the correct 

security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

Windows Malicious 

Software Removal Tool x64 

- v5.105 

The Windows Malicious Software Removal Tool (MSRT) helps 

remove malicious software from computers. 

KB890830 Applicable on 

MS4000 Console, 

Anesthesia System 

and Station 

2022-09 Cumulative 

Update for Windows 10 

Version 1607 for x64-

based Systems 

This security update includes quality improvements. Key 
changes include: Provides a Group Policy that affects 
Microsoft Edge IE mode. Administrators can use this Group 
Policy to let you use the CTRL+S shortcut (Save As) in 
Microsoft Edge IE mode. Addresses an issue that might log 
requests against the wrong endpoint. If you installed earlier 
updates, only the new updates contained in this package will 
be downloaded and installed on your device.  For more 
information about security vulnerabilities, please refer to the 
new Security Update Guide website and the September 2022 
Security Updates. 

KB5017305 Applicable on 

Anesthesia System 

and MS4000 

2022-09 Servicing Stack 

Update for Windows 10 

Version 1607 for x64-

based Systems 

This update makes quality improvements to the servicing stack, 

which is the component that installs Windows updates. 

Servicing stack updates (SSU) makes sure that you have a 

robust and reliable servicing stack so that your devices can 

receive and install Microsoft updates. 

KB5017396 Applicable on 

Anesthesia System 

and MS4000 

2022-09 Servicing Stack 

Update for Windows 

Embedded Standard 7 for 

x86-based Systems. 

This update makes quality improvements to the servicing stack, 

which is the component that installs Windows updates. 

Servicing stack updates (SSU) makes sure that you have a 

robust and reliable servicing stack so that your devices can 

receive and install Microsoft updates. 

KB5017397 Applicable on 

Anesthesia System 

and MS4000 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2d2b5397-4ebe-4e7f-9dd2-bf5ed0e71fdf
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64441b6c-46bf-496f-9c2d-0c6192610215
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0da90840-b836-4143-868d-ebcf70ad3f38


 

 
 

 
 Restricted 

 

 

2022-09 Security Only 

Quality Update for 

Windows Embedded 

Standard 7 for x86-based 

Systems 

This security-only update includes key changes for the 
following issue: This update contains miscellaneous security 
improvements to internal OS functionality. No specific issues 
are documented for this release. For more information about 
the resolved security vulnerabilities, please refer to 
the Deployments | Security Update Guide and the September 
2022 Security Updates. 
.                                                                                                                                                                                                      

KB5017373 Applicable on 

Anesthesia System 

and Station 

2022-09 Security Monthly 

Quality Rollup for 

Windows Embedded 

Standard 7 for x86-based 

Systems 

This cumulative security update contains improvements that 
are part of update KB5016676 (released August 9, 2022) and 
includes key changes for the following issue: This update 
contains miscellaneous security improvements to internal OS 
functionality. No specific issues are documented for this 
release. For more information about the resolved security 
vulnerabilities, please refer to the Deployments | Security 
Update Guide and the September 2022 Security Updates. 

 

KB5017361 Applicable on 

Anesthesia System 

and Station 

    

https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9e70f3fc-fc3f-4a2c-9d1d-288f0dfc6569
https://support.microsoft.com/help/5016676
https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6f04d08b-5204-423e-958d-a3cfd1d7cc63
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BD has identified patches from Microsoft® that have been identified as critical or security 
related for September 2022. These patches were not found to adversely affect BD products and 

s. 

Customers that maintain patches independent of BD automated delivery should ensure the 
validated patches are installed on their BD systems as the acting responsible entity in order to 
maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-09 Security Monthly 

Quality Rollup for Windows 

Embedded Standard 7 for 

x64-based Systems 

 

 

 

2022-09 Servicing Stack 

Update for Windows 

Embedded Standard 7 for 

x64-based Systems 

 

 

2022-09 Security and 

Quality Rollup for .NET 

Framework 3.5.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for Windows 

Embedded Standard 7 for 

x64  

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this 

update from Microsoft. For a complete listing of the 

issues that are included in this update, see the 

associated Microsoft Knowledge Base article. After 

you install this update, you may have to restart your 

system. 

 Install this update to resolve issues in Windows. For 

a complete listing of the issues that are included in 

this update, see the associated Microsoft Knowledge 

Base article for more information. After you install 

this item, you may have to restart your computer. 

 

Install this update to resolve issues in Windows. 

For a complete listing of the issues that are 

included in this update, see the associated 

Microsoft Knowledge Base article for more 

information. After you install this item, you may 

have to restart your computer. 

  KB5017361 

 

 

 

 

 

KB5017397 

 

 

 

 

KB5017529   

Applicable to 

CIISafe device. 

 

 

 

 

Applicable to 

CIISafe device. 

 

 

 

Applicable to 

CIISafe device. 

 

 

 

 
Security Patches: 
BD Pyxis CIISafe 

 
September 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=da54088d-312b-4e63-805d-d5ca97ebd2ec
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b7defcc-ae01-4834-b082-c13c00fab3df
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=b3082af6-2ee4-41d8-a00c-149f1809b0c9


  

 

 
 

 

 

KB890830 

KB5017371

KB5017358

KB5017361 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=0128096c-5107-44be-8acd-200cebd86a82
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e90fcc9e-d0dd-4faa-ba60-eaef4aeddc26
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=87b9a442-29b8-4d63-a22d-1b9308152fbe
https://support.microsoft.com/help/5016676
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6f04d08b-5204-423e-958d-a3cfd1d7cc63


 

 
 

 
   

KB5017373

https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9e70f3fc-fc3f-4a2c-9d1d-288f0dfc6569


   

 

BD has identified patches from Microsoft® that have been identified as critical or security related for 

September 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the validated 

patches are installed on their BD systems as the acting responsible entity in order to maintain the correct 

security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

Windows Malicious 

Software Removal 

Tool x64 - v5.105 

The Windows Malicious Software Removal Tool (MSRT) helps remove 

malicious software from computers. 

KB890830 Applicable on 

MS4000 

Console, 

Anesthesia 

System and 

Station 

2022-09 Servicing                             

Stack Update for       

Windows Server 2016 

for x64-based 

Systems 

This update makes quality improvements to the servicing stack, which is 

the component that installs Windows updates. Servicing stack updates 

(SSU) makes sure that you have a robust and reliable servicing stack so 

that your devices can receive and install Microsoft updates. 

KB5017396 Applicable on 

MS4000 Console 

2022-09 Cumulative 

Update for Windows 

10 Version 1607 for 

x64-based Systems 

                                                                                                                             
This security update includes quality improvements. Key changes 
include: Provides a Group Policy that affects Microsoft Edge IE mode. 
Administrators can use this Group Policy to let you use the CTRL+S 
shortcut (Save As) in Microsoft Edge IE mode. Addresses an issue that 
might log requests against the wrong endpoint. If you installed earlier 
updates, only the new updates contained in this package will be 
downloaded and installed on your device.  For more information 
about security vulnerabilities, please refer to the new Security Update 
Guide website and the September 2022 Security Updates.                                                                                                                                                                                                                                              

  

KB5017305 

                  

Applicable on 

MS4000 Console 

2022-09 Security 

Monthly Quality 

Rollup for Windows 

Embedded Standard 

7 for x86-based 

Systems 

This cumulative security update contains improvements that are part of 
update KB5016676 (released August 9, 2022) and includes key changes 
for the following issue: This update contains miscellaneous security 
improvements to internal OS functionality. No specific issues are 
documented for this release. For more information about the resolved 
security vulnerabilities, please refer to the Deployments | Security 
Update Guide and the September 2022 Security Updates. 

KB5017361 Applicable on 

Anesthesia System 

and Station 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0951aaf-faa3-4ebc-96b8-23933343aa0c
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2d2b5397-4ebe-4e7f-9dd2-bf5ed0e71fdf
https://support.microsoft.com/help/5016676
https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6f04d08b-5204-423e-958d-a3cfd1d7cc63


 

 
 

 
 

2022-09 Security 

Only Quality Update 

for Windows Server 

2008 for x86-based 

Systems 

This security-only update includes key changes for the following issue: 
This update contains miscellaneous security improvements to internal OS 
functionality. No specific issues are documented for this release. For 
more information about the resolved security vulnerabilities, please 
refer to the Deployments | Security Update Guide and the September 
2022 Security Updates 

KB5017371 Applicable on 

MS4000 Console 

2022-09 Security 

Only Quality Update 

for Windows 

Embedded Standard 

7 for x86-based 

Systems 

This security-only update includes key changes for the following issue: 
This update contains miscellaneous security improvements to internal OS 
functionality. No specific issues are documented for this release. For 
more information about the resolved security vulnerabilities, please 
refer to the Deployments | Security Update Guide and the September 
2022 Security Updates. 

 

 

 

KB5017373 Applicable on 

Anesthesia System 

and Station 

    

    

    

 

https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e90fcc9e-d0dd-4faa-ba60-eaef4aeddc26
https://msrc.microsoft.com/update-guide/deployments
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9e70f3fc-fc3f-4a2c-9d1d-288f0dfc6569


 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for September 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name                   Description Patch ID Notes 

Windows Malicious 
Software Removal Tool 
x64 - v5.105 (KB890830) 
 

After the download, this tool runs one time to check your computer for 

infection by specific, prevalent malicious software (including Blaster, 

Sasser, and Mydoom) and helps remove any infection that is found. If an 

infection is found, the tool will display a status report the next time that 

you start your computer. A new version of the tool will be offered every 

month. If you want to manually run the tool on your computer, you can 

download a copy from the Microsoft Download Center, or you can run an 

online version from microsoft.com. This tool is not a replacement for an 

antivirus product. To help protect your computer, you should use an 

antivirus product. 

KB890830 Applicable on 
Security 
Module 
devices. 

    
2022-09 Security Only 

Quality Update for 

Windows Server 2012 

R2 for x64-based 

Systems (KB5017365) 

This security-only update includes key changes for the following issue: 

 This update contains miscellaneous security improvements 
to internal OS functionality. No specific issues are 
documented for this release. 

 

KB5017365 Applicable on 
Security 
Module 
devices. 

2022-09 Security 
Monthly Quality Rollup 
for Windows Server 
2012 R2 for x64-based 
Systems (KB5017367) 
 

 

This cumulative security update includes improvements that are part of 
update KB5016681 (released August 9, 2022) and includes key changes for 
the following issue: 

 This update contains miscellaneous security improvements 
to internal OS functionality. No specific issues are 
documented for this release. 

 

KB5017367 Applicable on 
Security 
Module 
devices. 

 
 
 
 
 

 Security Patches: 

Security Module 

September 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6c5e5707-c77b-43f8-9578-da9d84171641
https://support.microsoft.com/help/5016681
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f1f41c77-32d3-4dbb-9470-c87a494ca089=be9b6cdf-dce7-4ca2-a115-7312d66fc054
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2022-09 Servicing Stack 
Update for Windows 
Server 2012 R2 for x64-
based Systems 
(KB5017398) 

Install this update to resolve issues in Windows. For a complete listing of 
the issues that are included in this update, see the associated Microsoft 
Knowledge Base article for more information. After you install this item, 
you may have to restart your computer. 

 

KB5017398 Applicable on 
Security 
Module 
devices. 

 

2022-09 Cumulative 
Update for Windows 
Server 2016 for x64-
based Systems 
(KB5017305) 
 

This security update includes quality improvements. Key changes include:  

 Provides a Group Policy that affects Microsoft Edge IE mode. 
Administrators can use this Group Policy to let you use the 
CTRL+S shortcut (Save As) in Microsoft Edge IE mode. 

 Addresses an issue that might log requests against the 
wrong endpoint. 

If you installed earlier updates, only the new updates contained in this 
package will be downloaded and installed on your device. 

 

KB5017305 Applicable on 
Security 
Module 
devices. 

 

2022-09 Servicing Stack 
Update for Windows 
Server 2016 for x64-
based Systems 
(KB5017396) 

Install this update to resolve issues in Windows. For a complete listing 
of the issues that are included in this update, see the associated 
Microsoft Knowledge Base article for more information. After you 
install this item, you may have to restart your computer. 

KB5017396 Applicable on 
Security 
Module 
devices. 

 

    
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd001547-ea2b-4073-bc99-664378a96631
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=533d2080-a7ac-46c3-9f0c-7c73dff77d24
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0951aaf-faa3-4ebc-96b8-23933343aa0c


 

 

 

 

 

 
 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6c5e5707-c77b-43f8-9578-da9d84171641


 

  
 

 
   

KB5017367 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f1f41c77-32d3-4dbb-9470-c87a494ca089
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd001547-ea2b-4073-bc99-664378a96631
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=533d2080-a7ac-46c3-9f0c-7c73dff77d24
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0951aaf-faa3-4ebc-96b8-23933343aa0c


 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=431c2fce-4467-4d33-9b6d-38d29b194757
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f1fbdb02-6089-4913-a60b-b154e00cc2a7


 

  

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64441b6c-46bf-496f-9c2d-0c6192610215
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=71ee8f51-0261-4965-b508-1f2bbb6a72c0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce


 

  

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=711b3672-c726-4273-97a1-a566739e677f
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=dd001547-ea2b-4073-bc99-664378a96631
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=f1f41c77-32d3-4dbb-9470-c87a494ca089


 

  

 

  

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=6c5e5707-c77b-43f8-9578-da9d84171641


 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc
https://support.microsoft.com/en-us/topic/kb5017397-servicing-stack-update-for-windows-7-sp1-and-server-2008-r2-sp1-september-13-2022-943145fc-bc8b-4ee8-9f72-098fb6b0b852


 

KB5017361

https://support.microsoft.com/en-us/topic/september-13-2022-kb5017361-monthly-rollup-c16b9e15-2253-4b82-845a-d7e960c36eae
https://support.microsoft.com/en-au/topic/september-13-2022-kb5017373-security-only-update-43815881-78f7-4d63-b399-2920e985a89d
https://support.microsoft.com/en-us/topic/kb5017398-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-september-13-2022-79ec0799-c7e2-4ab1-90c4-078be480a67e


 

https://support.microsoft.com/en-au/topic/september-13-2022-kb5017365-security-only-update-609c64f3-f2c6-46cb-b2c3-f86b55670498
https://support.microsoft.com/en-us/topic/september-13-2022-kb5017367-monthly-rollup-3dd52c1e-552a-43df-a06e-4bdb3746c373
https://support.microsoft.com/en-gb/topic/kb5017396-servicing-stack-update-for-windows-10-version-1607-and-server-2016-september-13-2022-5e6c9af3-c9ae-4648-84a4-096009e49733


 

 

 

 

 

 

 

 

 

 

 
  

 

 
 

https://support.microsoft.com/en-us/topic/september-13-2022-kb5017305-os-build-14393-5356-ba44c079-8baf-4460-baea-ebc054be71ea


 

 

 

 

 

 

 

https://support.microsoft.com/id-id/topic/windows-10-and-windows-11-original-release-client-images-for-september-2022-5221141c-3c11-449b-9548-408d6972a91b
https://www.tenforums.com/windows-10-news/107786-kb890830-update-windows-malicious-software-removal-tool-april-10-a.html


 

  

 

 
   

 

https://support.microsoft.com/en-gb/topic/kb5017396-servicing-stack-update-for-windows-10-version-1607-and-server-2016-september-13-2022-5e6c9af3-c9ae-4648-84a4-096009e49733


 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-gb/topic/kb5017396-servicing-stack-update-for-windows-10-version-1607-and-server-2016-september-13-2022-5e6c9af3-c9ae-4648-84a4-096009e49733
https://support.microsoft.com/en-us/topic/september-13-2022-kb5017305-os-build-14393-5356-ba44c079-8baf-4460-baea-ebc054be71ea


 

 
  

 

https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-au/topic/september-13-2022-kb5017035-cumulative-update-for-net-framework-4-8-for-windows-10-version-1607-and-windows-server-version-2016-0ef781cd-41a9-4b91-86e7-3cf135ecfe77


 

 
  

 

Applicable on TIM.

Applicable on TIM. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/kb5017398-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-september-13-2022-79ec0799-c7e2-4ab1-90c4-078be480a67e
https://support.microsoft.com/en-us/topic/september-13-2022-kb5017367-monthly-rollup-3dd52c1e-552a-43df-a06e-4bdb3746c373
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https://support.microsoft.com/en-au/topic/september-13-2022-kb5017365-security-only-update-609c64f3-f2c6-46cb-b2c3-f86b55670498


 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for September 2022. These patches were not found to adversely affect BD products and will be 

applied according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-09 Cumulative Update 

for Windows 10 Version 1809 

for x64-based Systems 

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this update 

from Microsoft. For a complete listing of the issues 

that are included in this update, see the associated 

Microsoft Knowledge Base article. After you install 

this update, you may have to restart your system.  

KB5017315 Applicable on PAS 

device. 

2022-09 Cumulative Update 
for .NET Framework 3.5, 4.8 
and 4.8.1 for Windows 10 
Version 21H2 

A security issue has been identified in a Microsoft 
software product that could affect your system. You 
can help protect your system by installing this update 
from Microsoft. For a complete listing of the issues 
that are included in this update, see the associated 
Microsoft Knowledge Base article. After you install this 
update, you may have to restart your system. 

KB5017500 Applicable on PAS 
device. 

 

 

 

 

 

 

 

 
Security Patches: 

BD Pyxis™ Anesthesia ES 

 
September 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=01c4477d-7f68-4b45-844a-b4e1d855b2b1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ebeb2506-24fc-44f3-b485-07fa403a2557


  

2022-09 Cumulative Update 

for Windows 10 Version 

21H2 for x64-based Systems 

Install this update to resolve issues in windows.  For a 

complete listing of the issues that are included in this 

update, see the associated Microsoft Knowledge Base 

article for more information. After install this item, 

you may have to restart your system. 

KB5017308 Applicable on PAS 

device. 

 

 

 

Windows Malicious Software 

Removal Tool x64 - v5.105 

After the download, this tool runs one time to check 

your computer for infection by specific, prevalent 

malicious software (including Blaster, Sasser, and 

Mydoom) and helps remove any infection that is 

found. If an infection is found, the tool will display a 

status report the next time that you start your 

computer. A new version of the tool will be offered 

every month. If you want to manually run the tool on 

your computer, you can download a copy from the 

Microsoft Download Center, or you can run an online 

version from microsoft.com. This tool is not a 

replacement for an antivirus product. To help protect 

your computer, you should use an antivirus product. 

KB890830 Applicable on PAS 

device. 

 

2022-09 Cumulative 

Update for Windows 

10 Version 1607 for 

x64-based Systems 

                                                                                                                             
This security update includes quality improvements. Key changes 
include: Provides a Group Policy that affects Microsoft Edge IE mode. 
Administrators can use this Group Policy to let you use the CTRL+S 
shortcut (Save As) in Microsoft Edge IE mode. Addresses an issue that 
might log requests against the wrong endpoint. If you installed earlier 
updates, only the new updates contained in this package will be 
downloaded and installed on your device.  For more information 
about security vulnerabilities, please refer to the new Security Update 
Guide website and the September 2022 Security Updates.                                                                                                                                                                                                                                              

  

KB5017305 

                  

Applicable on PAS 

device. 

2022-09 Servicing Stack 

Update for Windows 10 

Version 1607 for x64-

based Systems 

This update makes quality improvements to the servicing 

stack, which is the component that installs Windows updates. 

Servicing stack updates (SSU) makes sure that you have a 

 

KB5017396 

 

Applicable on PAS 

device. 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=45a9ddef-3e4d-453f-8c41-524411f71285
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2d2b5397-4ebe-4e7f-9dd2-bf5ed0e71fdf
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64441b6c-46bf-496f-9c2d-0c6192610215


  

 

Windows Malicious Software 

Removal Tool x64 - v5.105 

After the download, this tool runs one time to check 

your computer for infection by specific, prevalent 

malicious software (including Blaster, Sasser, and 

Mydoom) and helps remove any infection that is 

found. If an infection is found, the tool will display a 

status report the next time that you start your 

computer. A new version of the tool will be offered 

every month. If you want to manually run the tool on 

your computer, you can download a copy from the 

Microsoft Download Center, or you can run an online 

version from microsoft.com. This tool is not a 

replacement for an antivirus product. To help protect 

your computer, you should use an antivirus product. 

KB890830 Applicable on PAS 

device. 
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robust and reliable servicing stack so that your devices can 

receive and install Microsoft updates. 

2022-09 Security Only 

Quality Update for 

Windows Embedded 

Standard 7 for x86-based 

Systems. 

This security-only update includes key changes for the 

following issue: 

This update contains miscellaneous security 

improvements to internal OS functionality. No specific 

issues are documented for this release. 

KB5017373 Applicable on PAS 
device. 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://support.microsoft.com/en-au/topic/september-13-2022-kb5017373-security-only-update-43815881-78f7-4d63-b399-2920e985a89d
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=01c4477d-7f68-4b45-844a-b4e1d855b2b1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ebeb2506-24fc-44f3-b485-07fa403a2557
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. 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=45a9ddef-3e4d-453f-8c41-524411f71285
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce


 

 

. 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=01c4477d-7f68-4b45-844a-b4e1d855b2b1
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ebeb2506-24fc-44f3-b485-07fa403a2557


   

. 

KB5017397

KB5017361

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=45a9ddef-3e4d-453f-8c41-524411f71285
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://support.microsoft.com/en-us/topic/kb5017397-servicing-stack-update-for-windows-7-sp1-and-server-2008-r2-sp1-september-13-2022-943145fc-bc8b-4ee8-9f72-098fb6b0b852
https://support.microsoft.com/en-us/topic/september-13-2022-kb5017361-monthly-rollup-c16b9e15-2253-4b82-845a-d7e960c36eae


   

  

KB5017305 

                  

 

  
 

 

 

KB5017396 
 

https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2022-Sep
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2d2b5397-4ebe-4e7f-9dd2-bf5ed0e71fdf
https://support.microsoft.com/en-au/topic/september-13-2022-kb5017373-security-only-update-43815881-78f7-4d63-b399-2920e985a89d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=64441b6c-46bf-496f-9c2d-0c6192610215


  

 

 

 

 

 
 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=e0951aaf-faa3-4ebc-96b8-23933343aa0c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=533d2080-a7ac-46c3-9f0c-7c73dff77d24


 

 
 

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5d1c66f1-03d6-4847-8a12-550207334a2b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=7b17ec81-a5b5-41d4-a940-e635c06f9cce
https://support.microsoft.com/en-us/topic/kb5017398-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-september-13-2022-79ec0799-c7e2-4ab1-90c4-078be480a67e
https://support.microsoft.com/en-au/topic/september-13-2022-kb5017365-security-only-update-609c64f3-f2c6-46cb-b2c3-f86b55670498


 

 
 

  
 

  

 

https://support.microsoft.com/en-us/topic/september-13-2022-kb5017367-monthly-rollup-3dd52c1e-552a-43df-a06e-4bdb3746c373
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=711b3672-c726-4273-97a1-a566739e677f


 

 

 

 

 
 

• 

KB5017365

• 

 

KB5017367

 

 

 
 

https://support.microsoft.com/en-us/topic/kb5017398-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-september-13-2022-79ec0799-c7e2-4ab1-90c4-078be480a67e
https://support.microsoft.com/en-au/topic/september-13-2022-kb5017365-security-only-update-609c64f3-f2c6-46cb-b2c3-f86b55670498
https://support.microsoft.com/en-us/topic/september-13-2022-kb5017367-monthly-rollup-3dd52c1e-552a-43df-a06e-4bdb3746c373


 

 

• 

KB5017361

• 

KB5017373

KB5017396

KB5017397

• 

https://support.microsoft.com/en-us/topic/september-13-2022-kb5017361-monthly-rollup-c16b9e15-2253-4b82-845a-d7e960c36eae
https://support.microsoft.com/en-au/topic/september-13-2022-kb5017373-security-only-update-43815881-78f7-4d63-b399-2920e985a89d
https://support.microsoft.com/en-gb/topic/kb5017396-servicing-stack-update-for-windows-10-version-1607-and-server-2016-september-13-2022-5e6c9af3-c9ae-4648-84a4-096009e49733
https://support.microsoft.com/en-us/topic/kb5017397-servicing-stack-update-for-windows-7-sp1-and-server-2008-r2-sp1-september-13-2022-943145fc-bc8b-4ee8-9f72-098fb6b0b852
https://support.microsoft.com/en-us/topic/september-13-2022-kb5017315-os-build-17763-3406-926525b2-750e-42e2-9845-49924d97281c


 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
 

 

• 

• 

KB5017305

 

https://support.microsoft.com/en-us/topic/september-13-2022-kb5017315-os-build-17763-3406-926525b2-750e-42e2-9845-49924d97281c
https://support.microsoft.com/en-us/topic/september-13-2022-kb5017305-os-build-14393-5356-ba44c079-8baf-4460-baea-ebc054be71ea
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

