BD Product Name: BD Pyxis™ Supply

Date of Critical or Security Patches: Dec 2021
Abstract: Critical or Security Patches - Dec 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for Dec 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-12 Security Only This security update includes | KB5008285 | None
Quality Update for quality improvements. Key

Windows Server 2012 R2 | changes include:

for x64-based Systems Update to support the
cancellation of daylight
savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue that
causes error codes
0x000006e4, 0x0000007c, or
0x00000709 when connecting
to a remote printer that is
shared on a Windows print
server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from
opening after you attempt to
repair or update the apps
using the Microsoft Installer

(MSI).
2021-12 Security This security update includes | KB5008263 None
Monthly Quality Rollup improvements and fixes that
for Windows Server 2012 | were a part of update
R2 for x64-based KB5007247 (released
Systems November 9, 2021) and

addresses the following issue:
Update to support the
cancellation of daylight
savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue that
causes error codes
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https://support.microsoft.com/en-us/topic/december-14-2021-kb5008285-security-only-update-5c1ac43e-ddd4-48d9-a3af-68d03968080f
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008263-monthly-rollup-513a39f5-b624-4214-b2be-b93f5a775e12

0x000006e4, 0x0000007c, or
0x00000709 when connecting
to a remote printer that is
shared on a Windows print
server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from
opening after you attempt to
repair or update the apps
using the Microsoft Installer

(MSI).
2021-12 Security Only This security update includes | KB5008282 None
Quality Update for quality improvements. Key
Windows Embedded changes include:
Standard 7 for x86- Update to support the
based Systems cancellation of daylight

savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue that
causes error codes
0x000006e4, 0x0000007c, or
0x00000709 when connecting
to a remote printer that is
shared on a Windows print
server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from
opening after you attempt to
repair or update the apps
using the Microsoft Installer

(MSI).
2021-12 Security This security update includes | KB5008244 None
Monthly Quality Rollup improvements and fixes that
for Windows Embedded were a part of update
Standard 7 for x86- KB5007236 (released
based Systems November 9, 2021) and

addresses the following issue:
Update to support the
cancellation of daylight
savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue that
causes error codes
0x000006e4, 0x0000007c, or
0x00000709 when connecting
to a remote printer that is
shared on a Windows print
server.
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https://support.microsoft.com/en-us/topic/december-14-2021-kb5008282-security-only-update-b02575eb-8915-4adb-aadf-4f7528253283
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008244-monthly-rollup-d128e47c-8828-4f0d-9d30-571bb1bc1c5f

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from
opening after you attempt to
repair or update the apps
using the Microsoft Installer

(MSI).
2021-12 Cumulative This security update includes | KB5008218 None
Update for Windows 10 quality improvements. Key
Version 1809 for x86- changes include:
based Systems Addresses a known issue that

might prevent Microsoft
Defender for Endpoint from
starting or running on devices
that have a Windows Server
Core installation.

If you installed earlier
updates, only the new fixes
contained in this package will
be downloaded and installed
on your device.

Updates security for your
Windows operating system.

2021-12 Cumulative This security update includes | KB5008207 None
Update for Windows quality improvements. Key

Server 2016 for x64- changes include:

based Systems Adds support for the

cancellation of daylight
savings time for the Republic
of Fiji for 2021.

Addresses a known issue that
causes error codes
0x000006e4, 0x0000007c, or
0x00000709 when connecting
to a remote printer that is
shared on a Windows print
server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from
opening after you attempt to
repair or update the apps
using the Microsoft Installer
(MSI).

If you installed earlier
updates, only the new fixes
contained in this package will
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https://support.microsoft.com/en-us/topic/december-14-2021-kb5008218-os-build-17763-2366-0d9c500d-6e71-4cb4-99e2-416655622769
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008218-os-build-17763-2366-0d9c500d-6e71-4cb4-99e2-416655622769
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008207-os-build-14393-4825-35421e45-96b3-4585-9faa-02576d813e7a
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008207-os-build-14393-4825-35421e45-96b3-4585-9faa-02576d813e7a

be downloaded and installed
on your device.

Windows Malicious The Windows Malicious KB890830 None
Software Removal Tool Software Removal Tool
x64 - v5.96 (MSRT) helps remove

malicious software from
computers. Microsoft releases
the MSRT on a monthly
cadence as part of Windows
Update or as a standalone
tool. Use this tool to find and
remove specific prevalent
threats and reverse the
changes they have made.
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http://support.microsoft.com/kb/890830

BD Product Name: BD Pyxis® Connect

Date of Critical or Security Patches: December 2021

Abstract: Critical or Security Patches — December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security

related for December 2021. These patches were not found to adversely affect BD products

and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the

validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

Windows Malicious
Software Removal Tool
x64 - v5.96

The Windows Malicious Software
Removal Tool (MSRT) helps
remove malicious software from
computers that are running any
of the following operating
systems:

Windows 10

Windows Server 2019

Windows Server 2016

Windows 8.1

Windows Server 2012 R2
Windows Server 2012

Windows 7

Windows Server 2008 R2 for x64-
based Systems

KB890830

None

2021-12 Cumulative
Update for x64-based
Systems

Updates security for your
Windows operating system.

KB5008207

None

2021-12 Security Only
Update for x64-based
Systems

Updates security for your
Windows operating system.

KB5008285

None
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38db0ad6-27f8-4bf9-ab2a-cffc4d7bc390
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=26442219-060c-42a5-8a7f-c16f5ebf6345
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=26442219-060c-42a5-8a7f-c16f5ebf6345
https://support.microsoft.com/en-gb/topic/december-14-2021-kb5008285-security-only-update-5c1ac43e-ddd4-48d9-a3af-68d03968080f
https://support.microsoft.com/en-gb/topic/december-14-2021-kb5008285-security-only-update-5c1ac43e-ddd4-48d9-a3af-68d03968080f

BD Product Name: BD Pyxis™ Security Module

Date of Critical or Security Patches: December 2021
Abstract: Critical or Security Patches — December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2021. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
Windows Malicious The Windows Malicious Software | KB890830 N/A
Software Removal Tool Removal Tool (MSRT) helps

remove malicious software from
computers that are running any
of the following operating
systems:

Windows 10

Windows Server 2019

Windows Server 2016

Windows 8.1

Windows Server 2012 R2
Windows Server 2012

Windows Server 2008 R2
Windows 7

Windows Server 2008

0S: Windows Server 2016,
Windows Server 2008, Windows
Server 2012

2021-12 Security This security update includes KB5008263 NA
Monthly Quality Rollup improvements and fixes that

for Windows Server 2012 | were a part of update

R2 for x64-based KB5007247 (released November

Systems 9, 2021)

2021-12 Security Only This security update includes KB5008285 NA
Quality Update for quality improvements. Key

Windows Server 2012 R2 | changes include:

for x64-based Systems

e Update to support the
cancellation of daylight
savings time (DST) for
2021 for the Republic of
Fiji.
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https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008263-monthly-rollup-513a39f5-b624-4214-b2be-b93f5a775e12
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008285-security-only-update-5c1ac43e-ddd4-48d9-a3af-68d03968080f

Addresses a known issue
that causes error codes
0x000006¢€4,
0x0000007c, or
0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.

e Addresses a known issue
that might prevent apps,
such as Kaspersky apps,
from opening after you
attempt to repair or
update the apps using the
Microsoft Installer (MSI).

2021-12 Cumulative This security update includes KB5008207 NA
Update for Windows quality improvements. Key
Server 2016 for x64- changes include:

based Systems

e Adds support for the
cancellation of daylight
savings time for the
Republic of Fiji for 2021.

e Addresses a known issue
that causes error codes
0x000006e4,
0x0000007c, or
0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.

e Addresses a known issue
that might prevent apps,
such as Kaspersky apps,
from opening after you
attempt to repair or
update the apps using the
Microsoft Installer (MSI).
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https://support.microsoft.com/en-us/topic/december-14-2021-kb5008207-os-build-14393-4825-35421e45-96b3-4585-9faa-02576d813e7a

BD Product Name: BD Pyxis™ CIISafe™

Date of Critical or Security Patches: December 2021
Abstract: Critical or Security Patches — December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2021. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

2021-12 Security
Monthly Quality Rollup
for Windows Embedded
Standard 7 for x64-
based Systems

Patch Name Description Patch ID Notes
Install this update to resolve | KB5006749 N/A
o issues in Windows. For a

2021-10 Servicing Stack | complete listing of the issues

Update for Windows that are included in this

Server 2008 R2 for x64- | ypdate, see the associated

based Systems Microsoft Knowledge Base
article for more information.
After you install this item,
you may have to restart your
computer.
A security issue has been KB5008244 N/A

identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
may have to restart your
system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8e39f2d7-a4de-4567-a305-61aaab5ee92b
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=a2bf8651-f897-403a-a596-1af9c37a7754

BD Product Name: BD Pyxis™ IV Prep

Date of Critical or Security Patches: December 2021
Abstract: Critical or Security Patches — December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2021. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-12 Security A security issue has been KB5008263 | None
Monthly Quality Rollup identified in a Microsoft
for Windows Server 2012 | software product that could
R2 for x64-based affect your system. You can
Systems help protect your system by

installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
may have to restart your

system.
Windows Malicious After the download, this tool KB890830 None
Software Removal Tool runs one time to check your
x64 - v5.90 computer for infection by

specific, prevalent malicious
software (including Blaster,
Sasser, and Mydoom) and
helps remove any infection
that is found. If an infection
is found, the tool will display
a status report the next time
that you start your computer.
A new version of the tool will
be offered every month
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1936ace8-f68c-41b5-8ef2-9448fa3bf23e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38db0ad6-27f8-4bf9-ab2a-cffc4d7bc390

2021-12 Security Only A security issue has been KB5008285
Quality Update for identified in a Microsoft
Windows Server 2012 R2 | software product that could
for x64-based Systems affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft

2021-12 Cumulative A security issue has been KB5008207 None
Update for Windows identified in a Microsoft

Server 2016 for x64- software product that could

based Systems affect your system. You can

help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
may have to restart your
system.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cab4b431-02d5-4015-90c2-01b67f6cef7e
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eab5b5e5-da97-4947-bf50-6b6dc39f7545

BD Product Name: BD Pyxis™ Anesthesia Station 4000

Date of Critical or Security Patches - December 2021

Abstract: Critical or Security Patches - December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security

related for December 2021. These patches were not found to adversely affect BD products

and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the

validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

Windows Malicious
Software Removal
Tool x64 - v5.96

The Windows Malicious Software
Removal Tool (MSRT) helps remove
malicious software from computers.

KB890830

N/A

2021-12 Cumulative
Update for Windows
10 Version 1607 for
x64-based Systems.

This security update includes
quality improvements. Key changes
include:

Adds support for the cancellation of
daylight savings time for the
Republic of Fiji for 2021.

Addresses a known issue that
causes error codes 0x000006e4,
0x0000007c, or 0x00000709 when
connecting to a remote printer that
is shared on a Windows print
server.

Addresses a known issue that might
prevent apps, such as Kaspersky
apps, from opening after you
attempt to repair or update the
apps using the Microsoft Installer
(MSI).

KB5008207

N/A

2021-12 Security Only
Quality Update for
Windows Embedded
Standard 7 for x86-
based Systems.

This security update includes
quality improvements. Key changes
include:

Update to support the cancellation
of daylight savings time (DST) for
2021 for the Republic of Fiji.
Addresses a known issue that
causes error codes 0x000006e4,
0x0000007c, or 0x00000709 when
connecting to a remote printer that

KB5008282

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38db0ad6-27f8-4bf9-ab2a-cffc4d7bc390
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=26442219-060c-42a5-8a7f-c16f5ebf6345
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=584e1209-ead4-40bf-aa95-57f15ca8a712

is shared on a Windows print
server.

Addresses a known issue that might
prevent apps, such as Kaspersky
apps, from opening after you
attempt to repair or update the
apps using the Microsoft Installer

(MSI).
2021-12 Security This security update includes KB5008244 N/A
Monthly Quality Rollup | improvements and fixes that were a
for Windows part of update KB5007236
Embedded Standard 7 | (released November 9, 2021) and
for x86-based addresses the following issue:
Systems. Update to support the cancellation

of daylight savings time (DST) for
2021 for the Republic of Fiji.
Addresses a known issue that
causes error codes 0x000006€4,
0x0000007c, or 0x00000709 when
connecting to a remote printer that
is shared on a Windows print
server.

Addresses a known issue that might
prevent apps, such as Kaspersky
apps, from opening after you
attempt to repair or update the
apps using the Microsoft Installer
(MSI).
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9b458d9a-ec7e-491c-a515-edbb29939c14

BD Product Name: BD Pyxis™ Anesthesia System 3500

Date of Critical or Security Patches - December 2021
Abstract: Critical or Security Patches - December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2021. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

2021-12 Security Only
Quality Update for
Windows Embedded
Standard 7 for x86-
based Systems.

This security update includes
quality improvements. Key
changes include:

Update to support the
cancellation of daylight
savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue that
causes error codes
0x000006e4, 0x0000007c, or
0x00000709 when connecting
to a remote printer that is
shared on a Windows print
server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from
opening after you attempt to
repair or update the apps
using the Microsoft Installer
(MSI).

KB5008282

N/A

2021-12 Security
Monthly Quality Rollup
for Windows Embedded
Standard 7 for x86-
based Systems.

This security update includes
improvements and fixes that
were a part of update
KB5007236 (released
November 9, 2021) and
addresses the following issue:
Update to support the
cancellation of daylight
savings time (DST) for 2021
for the Republic of Fiji.

KB5008244

N/A

& BD
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=584e1209-ead4-40bf-aa95-57f15ca8a712
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9b458d9a-ec7e-491c-a515-edbb29939c14

Addresses a known issue that
causes error codes
0x000006e4, 0x0000007c, or
0x00000709 when connecting
to a remote printer that is
shared on a Windows print
server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from
opening after you attempt to
repair or update the apps
using the Microsoft Installer
(MSI).

AL/ .
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BD Product Name: BD Pyxis™ MedStation™ 3500

Date of Critical or Security Patches - December 2021

Abstract: Critical or Security Patches - December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security

related for December 2021. These patches were not found to adversely affect BD products

and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the

validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Monthly Quality
Rollup for Windows
Server 2008 for
x86-based Systems.

improvements and fixes that were a
part of update KB5007263 (released
November 9, 2021) and addresses
the following issues:

Update to support the cancellation of
daylight savings time (DST) for 2021
for the Republic of Fiji.

Addresses a known issue that causes
error codes 0x000006€e4,
0x0000007c, or 0x00000709 when
connecting to a remote printer that is
shared on a Windows print server.

Patch Name Description Patch ID Notes
Windows Malicious The Windows Malicious Software KB890830 N/A
Software Removal Removal Tool (MSRT) helps remove
Tool - v5.96 malicious software from computers.

2021-12 Security This security update includes quality KB5008271 | N/A
Only Quality Update | improvements. Key changes include:
for Windows Server | Update to support the cancellation of
2008 for x86-based | daylight savings time (DST) for 2021
Systems. for the Republic of Fiji.
Addresses a known issue that causes
error codes 0x000006€e4,
0x0000007c, or 0x00000709 when
connecting to a remote printer that is
shared on a Windows print server.
Addresses a known issue that might
prevent apps, such as Kaspersky
apps, from opening after you attempt
to repair or update the apps using
the Microsoft Installer (MSI).
2021-12 Security This security update includes KB5008274 | N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88417ece-2d9b-495e-bf82-a3310fd670f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cabf48a7-6666-4dc1-86cd-d03457a61804
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38675446-cc7a-403d-a06e-5b4441cb8f2d

Addresses a known issue that might
prevent apps, such as Kaspersky
apps, from opening after you attempt
to repair or update the apps using
the Microsoft Installer (MSI).

2021-12 Security
Only Quality Update
for Windows
Embedded Standard
7 for x86-based
Systems.

This security update includes quality
improvements. Key changes include:
Update to support the cancellation of
daylight savings time (DST) for 2021
for the Republic of Fiji.

Addresses a known issue that causes
error codes 0x000006€4,
0x0000007c, or 0x00000709 when
connecting to a remote printer that is
shared on a Windows print server.
Addresses a known issue that might
prevent apps, such as Kaspersky
apps, from opening after you attempt
to repair or update the apps using
the Microsoft Installer (MSI).

KB5008282

N/A

2021-12 Security
Monthly Quality
Rollup for Windows
Embedded Standard
7 for x86-based
Systems.

This security update includes
improvements and fixes that were a
part of update KB5007236 (released
November 9, 2021) and addresses
the following issue:

Update to support the cancellation of
daylight savings time (DST) for 2021
for the Republic of Fiji.

Addresses a known issue that causes
error codes 0x000006€e4,
0x0000007c, or 0x00000709 when
connecting to a remote printer that is
shared on a Windows print server.
Addresses a known issue that might
prevent apps, such as Kaspersky
apps, from opening after you attempt
to repair or update the apps using
the Microsoft Installer (MSI).

KB5008244

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=584e1209-ead4-40bf-aa95-57f15ca8a712
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9b458d9a-ec7e-491c-a515-edbb29939c14

BD Product Name: BD Pyxis™ MedStation™ 4000

Date of Critical or Security Patches - December 2021
Abstract: Critical or Security Patches — December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2021. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

Windows Malicious
Software Removal
Tool x64 - v5.96

The Windows Malicious Software
Removal Tool (MSRT) helps
remove malicious software from
computers.

KB890830

N/A

2021-12 Cumulative
Update for Windows

Server 2016 for x64-
based Systems.

This security update includes
quality improvements. Key
changes include:

Adds support for the cancellation
of daylight savings time for the
Republic of Fiji for 2021.
Addresses a known issue that
causes error codes 0x000006€e4,
0x0000007c, or 0x00000709
when connecting to a remote
printer that is shared on a
Windows print server.
Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from opening
after you attempt to repair or
update the apps using the
Microsoft Installer (MSI).

KB5008207

N/A

2021-12 Cumulative
Update for Windows
10 Version 1607 for
x64-based Systems.

This security update includes
quality improvements. Key
changes include:

Adds support for the cancellation
of daylight savings time for the
Republic of Fiji for 2021.
Addresses a known issue that
causes error codes 0x000006€e4,
0x0000007c, or 0x00000709
when connecting to a remote

KB5008207

N/A

& BD
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=38db0ad6-27f8-4bf9-ab2a-cffc4d7bc390
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=eab5b5e5-da97-4947-bf50-6b6dc39f7545
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=26442219-060c-42a5-8a7f-c16f5ebf6345

printer that is shared on a
Windows print server.
Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from opening
after you attempt to repair or
update the apps using the
Microsoft Installer (MSI).

Windows Malicious
Software Removal
Tool - v5.96

The Windows Malicious Software
Removal Tool (MSRT) helps
remove malicious software from
computers.

KB890830

N/A

2021-12 Security
Only Quality Update
for Windows Server
2008 for x86-based
Systems.

This security update includes
quality improvements. Key
changes include:

Update to support the cancellation
of daylight savings time (DST) for
2021 for the Republic of Fiji.
Addresses a known issue that
causes error codes 0x000006€e4,
0x0000007c, or 0x00000709
when connecting to a remote
printer that is shared on a
Windows print server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from opening
after you attempt to repair or
update the apps using the
Microsoft Installer (MSI).

KB5008271

N/A

2021-12 Security
Monthly Quality
Rollup for Windows
Server 2008 for x86-
based Systems.

This security update includes
improvements and fixes that were
a part of update KB5007263
(released November 9, 2021) and
addresses the following issues:
Update to support the cancellation
of daylight savings time (DST) for
2021 for the Republic of Fiji.
Addresses a known issue that
causes error codes 0x000006€4,
0x0000007c, or 0x00000709
when connecting to a remote
printer that is shared on a
Windows print server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from opening
after you attempt to repair or
update the apps using the
Microsoft Installer (MSI).

KB5008274

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88417ece-2d9b-495e-bf82-a3310fd670f3
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=cabf48a7-6666-4dc1-86cd-d03457a61804
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2021-12 Security This security update includes KB5008282
Only Quality Update quality improvements. Key
for Windows changes include:
Embedded Standard Update to support the cancellation
7 for x86-based of daylight savings time (DST) for
Systems. 2021 for the Republic of Fiji.
Addresses a known issue that
causes error codes 0x000006€e4,
0x0000007c, or 0x00000709
when connecting to a remote
printer that is shared on a
Windows print server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from opening
after you attempt to repair or
update the apps using the
Microsoft Installer (MSI).

2021-12 Security This security update includes KB5008244 N/A
Monthly Quality improvements and fixes that were
Rollup for Windows a part of update KB5007236
Embedded Standard (released November 9, 2021) and
7 for x86-based addresses the following issue:
Systems. Update to support the cancellation
of daylight savings time (DST) for
2021 for the Republic of Fiji.
Addresses a known issue that
causes error codes 0x000006€e4,
0x0000007c, or 0x00000709
when connecting to a remote
printer that is shared on a
Windows print server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from opening
after you attempt to repair or
update the apps using the
Microsoft Installer (MSI).
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BD Product Name: BD Pyxis® PARXx

Date of Critical or Security Patches: Dec 2021

Abstract: Critical or Security Patches - Dec 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for Dec 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the

validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

2021-12 Cumulative
Update for Windows 10
Version 1607 for x64-
based Systems
(KB5008207)

Adds support for the cancellation
of daylight savings time for the
Republic of Fiji for 2021.

Addresses a known issue that
causes error codes 0x000006e4,
0x0000007c, or 0x00000709
when connecting to a remote
printer that is shared on a
Windows print server.

Addresses a known issue that
might prevent apps, such as
Kaspersky apps, from opening
after you attempt to repair or
update the apps using the
Microsoft Installer (MSI).

KB5008207

None
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https://support.microsoft.com/en-us/topic/december-14-2021-kb5008207-os-build-14393-4825-35421e45-96b3-4585-9faa-02576d813e7a

BD Product Name: BD Pyxis™ Anesthesia ES

Date of Critical or Security Patches: December 2021

Abstract: Critical or Security Patches - December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2021. These patches were not found to adversely affect BD products

and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the

validated patches are installed on their BD systems as the acting responsible entity to
maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

2021-12 Security
Monthly Quality
Rollup for Windows
Embedded Standard
7 for x86-based
Systems

This security update includes
improvements and fixes that
were a part of update
KB5007236 (released
November 9, 2021) and
addresses the following
issue:

Update to support the
cancellation of daylight
savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue
that causes error codes
0x000006e4, 0x0000007c,
or 0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.
Addresses a known issue
that might prevent apps,
such as Kaspersky apps,
from opening after you
attempt to repair or update
the apps using the Microsoft
Installer (MSI).

KB5008244

N/A

2021-12 Security
Only Quality Update
for Windows
Embedded Standard

This security update includes
quality improvements. Key
changes include:

Update to support the
cancellation of daylight

KB5008282

N/A
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https://support.microsoft.com/en-us/topic/december-14-2021-kb5008244-monthly-rollup-d128e47c-8828-4f0d-9d30-571bb1bc1c5f
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008282-security-only-update-b02575eb-8915-4adb-aadf-4f7528253283

7 for x86-based
Systems

savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue
that causes error codes
0x000006e4, 0x0000007c,
or 0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.
Addresses a known issue
that might prevent apps,
such as Kaspersky apps,
from opening after you
attempt to repair or update
the apps using the Microsoft
Installer (MSI).

2021-12 Cumulative
Update for Windows
10 Version 1607 for
x64-based Systems.

This security update includes
quality improvements. Key
changes include:

Adds support for the
cancellation of daylight
savings time for the Republic
of Fiji for 2021.

Addresses a known issue
that causes error codes
0x000006e4, 0x0000007c,
or 0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.
Addresses a known issue
that might prevent apps,
such as Kaspersky apps,
from opening after you
attempt to repair or update
the apps using the Microsoft
Installer (MSI).

KB5008207

N/A

2021-12 Cumulative
Update for Windows
10 Version 1809 for
x64-based Systems

A security issue has been
identified in a Microsoft
software product that could
affect your system. You can
help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article.
After you install this update,

KB5008218

N/A
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=26442219-060c-42a5-8a7f-c16f5ebf6345
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you may have to restart your
system.

Windows Malicious
Software Removal
Tool x64 - v5.96

The Windows Malicious
Software Removal Tool
(MSRT) helps remove
malicious software from
computers. Microsoft
releases the MSRT on a
monthly cadence as part of
Windows Update or as a
standalone tool. Use this tool
to find and remove specific
prevalent threats and
reverse the changes they
have made.

KB890830 N/A

< BD
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http://support.microsoft.com/kb/890830

BD Product Name: BD Pyxis™ Med Station ES
Date of Critical or Security Patches: December 2021

Abstract: Critical or Security Patches - December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2021. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name

Description

Patch ID

Notes

2021-12 Security
Monthly Quality
Rollup for Windows
Server 2012 R2 for
x64-based Systems

This security update includes
improvements and fixes that
were a part of update
KB5007247 (released
November 9, 2021) and
addresses the following
issue:

Update to support the
cancellation of daylight
savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue
that causes error codes
0x000006e4, 0x0000007c,
or 0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.
Addresses a known issue
that might prevent apps,
such as Kaspersky apps,
from opening after you
attempt to repair or update
the apps using the Microsoft
Installer (MSI).

KB5008263

N/A

2021-12 Security
Only Quality Update
for Windows Server
2012 R2 for x64-
based Systems

This security update includes
quality improvements. Key
changes include:

Update to support the
cancellation of daylight

KB5008285

N/A
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https://support.microsoft.com/en-us/topic/december-14-2021-kb5008263-monthly-rollup-513a39f5-b624-4214-b2be-b93f5a775e12
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008285-security-only-update-5c1ac43e-ddd4-48d9-a3af-68d03968080f

savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue
that causes error codes
0x000006e4, 0x0000007c,
or 0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.
Addresses a known issue
that might prevent apps,
such as Kaspersky apps,
from opening after you
attempt to repair or update
the apps using the Microsoft
Installer (MSI).

Windows Malicious
Software Removal
Tool x64 - v5.96

The Windows Malicious
Software Removal Tool
(MSRT) helps remove
malicious software from
computers. Microsoft
releases the MSRT on a
monthly cadence as part of
Windows Update or as a
standalone tool. Use this tool
to find and remove specific
prevalent threats and
reverse the changes they
have made.

KB890830

N/A

2021-12 Security
Monthly Quality
Rollup for Windows
Embedded Standard
7 for x86-based
Systems

This security update includes
improvements and fixes that
were a part of update
KB5007236 (released
November 9, 2021) and
addresses the following
issue:

Update to support the
cancellation of daylight
savings time (DST) for 2021
for the Republic of Fiji.
Addresses a known issue
that causes error codes
0x000006e4, 0x0000007c,
or 0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.
Addresses a known issue
that might prevent apps,
such as Kaspersky apps,

KB5008244

N/A
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http://support.microsoft.com/kb/890830
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008244-monthly-rollup-d128e47c-8828-4f0d-9d30-571bb1bc1c5f

from opening after you
attempt to repair or update
the apps using the Microsoft
Installer (MSI).

2021-12 Cumulative | This security update includes | KB5008207 N/A
Update for Windows quality improvements. Key
10 Version 1607 for changes include:

x64-based Systems. | Adds support for the
cancellation of daylight
savings time for the Republic
of Fiji for 2021.

Addresses a known issue
that causes error codes
0x000006e4, 0x0000007c,
or 0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.
Addresses a known issue
that might prevent apps,
such as Kaspersky apps,
from opening after you
attempt to repair or update
the apps using the Microsoft
Installer (MSI).

2021-12 Cumulative | This security update includes | KB5008207 N/A
Update for Windows quality improvements. Key
Server 2016 for x64- | changes include:

based Systems Adds support for the
cancellation of daylight
savings time for the Republic
of Fiji for 2021.

Addresses a known issue
that causes error codes
0x000006e4, 0x0000007c,
or 0x00000709 when
connecting to a remote
printer that is shared on a
Windows print server.
Addresses a known issue
that might prevent apps,
such as Kaspersky apps,
from opening after you
attempt to repair or update
the apps using the Microsoft
Installer (MSI).

If you installed earlier
updates, only the new fixes
contained in this package
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=26442219-060c-42a5-8a7f-c16f5ebf6345
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https://support.microsoft.com/en-us/topic/december-14-2021-kb5008207-os-build-14393-4825-35421e45-96b3-4585-9faa-02576d813e7a

will be downloaded and

installed on your device.
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BD Product Name: BD Pyxis™ Pharmogistics™
Date of Critical or Security Patches: December 2021
Abstract: Critical or Security Patches : December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2021. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
Windows Malicious The Windows Malicious KB890830 N/A
Software Removal Tool Software Removal Tool
x64 - v5.85 (MSRT) helps remove

malicious software from
computers that are running
any of the following operating
systems:

Windows 10

Windows Server 2019
Windows Server 2016
Windows 8.1

Windows Server 2012 R2
Windows Server 2012
Windows 7

Windows Server 2008 R2 for
x64-based Systems

2021-12 Security Improvements and fixes KB5008263 N/A
Monthly Quality Rollup
for Windows Server 2012
R2 for x64-based
Systems (KB5008263)

This security update includes
improvements and fixes that
were a part of

update KB5007247 (released
November 9, 2021) and
addresses the following issue:

e Update to support the
cancellation of
daylight savings time
(DST) for 2021 for the
Republic of Fiji.
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https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=473fc33d-3f8c-48b7-9a7a-971ed0f477ac
https://support.microsoft.com/help/5007247
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008263-monthly-rollup-513a39f5-b624-4214-b2be-b93f5a775e12

Addresses a known
issue that causes error
codes 0x000006€4,
0x0000007c, or
0x00000709 when
connecting to a
remote printer that is
shared on a Windows
print server.
Addresses a known
issue that might
prevent apps, such as
Kaspersky apps, from
opening after you
attempt to repair or
update the apps using
the Microsoft Installer
(MSI).

2021-12 Security Only
Quality Update for
Windows Server 2012 R2
for x64-based Systems
(KB5008285)

Improvements and fixes

This security update includes
quality improvements. Key
changes include:

Update to support the
cancellation of
daylight savings time
(DST) for 2021 for the
Republic of Fiji.
Addresses a known
issue that causes error
codes 0x000006€e4,
0x0000007c, or
0x00000709 when
connecting to a
remote printer that is
shared on a Windows
print server.
Addresses a known
issue that might
prevent apps, such as
Kaspersky apps, from
opening after you
attempt to repair or
update the apps using

KB5008285

N/A
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the Microsoft Installer

Update for Windows
Server 2016 for x64-
based Systems
(KB5008207)

This security update includes
quality improvements. Key
changes include:

e Adds support for the
cancellation of
daylight savings time
for the Republic of Fiji
for 2021.

e Addresses a known
issue that causes error
codes 0x000006¢e4,
0x0000007c, or
0x00000709 when
connecting to a
remote printer that is
shared on a Windows
print server.

(MSI).
2021-12 Cumulative This update makes quality KB5008212 N/A
Update for Windows improvements to the
Server, version 2004 for | servicing stack, which is the
ARM64-based Systems component that installs
(KB5008212) Windows updates. Servicing
stack updates (SSU) ensure
that you have a robust and
reliable servicing stack so
that your devices can receive
and install Microsoft updates.
Update for Microsoft Summary KB4052623 N/A
Defender Antivirus
antimalware platform - | 1hjg article describes an
KB4052623 (Version antimalware platform update
4.18.2111.5) package for Microsoft
Defender for the following
operating systems:
e Windows 10
(Enterprise, Pro, and
Home editions)
2021-12 Cumulative Improvements and fixes KB5008207 N/A

& BD

Advancing the world of health



https://support.microsoft.com/en-us/topic/december-14-2021-kb5008212-os-builds-19041-1415-19042-1415-19043-1415-and-19044-1415-b46200db-74c3-450e-b200-51013957312a
https://support.microsoft.com/en-us/topic/update-for-microsoft-defender-antimalware-platform-92e21611-8cf1-8e0e-56d6-561a07d144cc
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008207-os-build-14393-4825-35421e45-96b3-4585-9faa-02576d813e7a

Addresses a known
issue that might
prevent apps, such as
Kaspersky apps, from
opening after you
attempt to repair or
update the apps using
the Microsoft Installer
(MSI).

2021-12 Security Only Improvements and fixes KB5008282 N/A
Quality Update for
Windows Server 2008 R2
for x64-based Systems
(KB5008282)

This security update includes
quality improvements. Key
changes include:

e Update to support the
cancellation of
daylight savings time
(DST) for 2021 for the
Republic of Fiji.

e Addresses a known
issue that causes error
codes 0x000006€4,
0x0000007c, or
0x00000709 when
connecting to a
remote printer that is
shared on a Windows
print server.

e Addresses a known
issue that might
prevent apps, such as
Kaspersky apps, from
opening after you
attempt to repair or
update the apps using
the Microsoft Installer
(MSI).

2021-12 Security Improvements and fixes KB5008244 N/A
Monthly Quality Rollup
for Windows Server 2008
R2 for x64-based
Systems (KB5008244)

This security update includes
improvements and fixes that
were a part of

update KB5007236 (released
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November 9, 2021) and
addresses the following issue:

e Update to support the
cancellation of
daylight savings time
(DST) for 2021 for the
Republic of Fiji.

e Addresses a known
issue that causes error
codes 0x000006€4,
0x0000007c, or
0x00000709 when
connecting to a
remote printer that is
shared on a Windows
print server.

e Addresses a known
issue that might
prevent apps, such as
Kaspersky apps, from
opening after you
attempt to repair or
update the apps using
the Microsoft Installer
(MSI).
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