
  

 

 

 

 

 
 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=69081abb-2fd4-49a6-8da1-2f616f1a9b58


 

  

Applicable on 

MedSTN device.

Applicable on 

MedSTN device.

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=248cab77-8eaf-4460-8c28-597959b28fc5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fbc62ec9-aa61-406d-9d59-ebe8730a9de7
https://support.microsoft.com/help/5014011
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/windows/win32/fileio/microsoft-smb-protocol-and-cifs-protocol-overview
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=45a70934-5dad-48a8-bc2a-ec1704e71242


 

  

 
 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/windows/win32/fileio/microsoft-smb-protocol-and-cifs-protocol-overview
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9e1af918-ea34-4f60-a260-f6ce3e9c5a16
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2dfd2790-2d42-45e1-9642-c4fdac98579d


 

  

Applicable 

onMedSTN device.

 
 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88280d98-dd5e-446f-b71d-dc91f3df5da5
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BD has identified patches from Microsoft® that have been identified as critical or security 
related for June 2022. These patches were not found to adversely affect BD products and will 

s. 

Customers that maintain patches independent of BD automated delivery should ensure the 
validated patches are installed on their BD systems as the acting responsible entity in order to 
maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-06 Cumulative Update 

for Windows 10 Version 

1607 for x64-based Systems 

 

 

 

 

Windows Malicious Software 

Removal Tool x64 - v5.102  

A security issue has been identified in a Microsoft 

software product that could affect your system. You 

can help protect your system by installing this 

update from Microsoft. For a complete listing of the 

issues that are included in this update, see the 

associated Microsoft Knowledge Base article. After 

you install this update, you may have to restart your 

system. 

 

After the download, this tool runs one time to check 

your computer for infection by specific, prevalent 

malicious software (including Blaster, Sasser, and 

Mydoom) and helps remove any infection that is 

found. If an infection is found, the tool will display a 

status report the next time that you start your 

computer. A new version of the tool will be offered 

every month. If you want to manually run the tool 

on your computer, you can download a copy from 

the Microsoft Download Center, or you can run an 

online version from microsoft.com. This tool is not a 

replacement for an antivirus product. To help protect 

your computer, you should use an antivirus product. 

    KB5014702 

 

 

 

 

 

 

KB890830 

Applicable to 

CIISafe device. 

 

 

 

 

 

Applicable to 

CIISafe device. 

 

 

 

 

 
Security Patches: 
BD Pyxis CIISafe 

 
June 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88280d98-dd5e-446f-b71d-dc91f3df5da5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bff98ec0-2124-441b-a7de-30197c59b22c


Applicable on PLX, 

CII Safe and 

Infusion.

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bcfd3de0-1bd7-4605-95c5-51f9b809b3dc


  
 

 
 

• 

• 

Applicable on PLX, 

CII Safe and 

Infusion.

• 

• 

Applicable on PLX, 

CII Safe and 

Infusion.

javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://support.microsoft.com/help/5014011
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=45a70934-5dad-48a8-bc2a-ec1704e71242
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9e1af918-ea34-4f60-a260-f6ce3e9c5a16


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://support.microsoft.com/en-us/topic/june-14-2022-kb5014738-monthly-rollup-54e9b3f2-2353-4e73-acbb-5458f38e161e


 

  

 

 

 

          

 

 

 

 

https://support.microsoft.com/en-us/topic/june-14-2022-security-and-quality-rollup-for-net-framework-3-5-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5014808-a35d2945-04ad-42ea-8b07-324ccafb70e6
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/june-14-2022-kb5014702-os-build-14393-5192-e60ac0e1-44a4-49f9-871f-7c25eb0e5bb1


 

  

https://support.microsoft.com/en-us/topic/june-14-2022-kb5014630-cumulative-update-for-net-framework-4-8-for-windows-10-version-1607-and-windows-server-version-2016-e9bf7b39-aaf2-403f-98f3-b1fe84d8c032


 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
  

 

 

https://support.microsoft.com/en-us/topic/june-14-2022-kb5014702-os-build-14393-5192-e60ac0e1-44a4-49f9-871f-7c25eb0e5bb1


 

 

 

 

KB5014702 
 

 

 

 

https://support.microsoft.com/en-us/topic/june-14-2022-kb5014702-os-build-14393-5192-e60ac0e1-44a4-49f9-871f-7c25eb0e5bb1


 

  

 

 
   

 



 

 

 

 

 

  

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bff98ec0-2124-441b-a7de-30197c59b22c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=af1c3351-a59b-4cb5-86a4-d5f139493022


 

  

 

 
   

 

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=45a70934-5dad-48a8-bc2a-ec1704e71242
javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d97e25a5-7ca0-469c-a25f-fb5374b9f6bf


 

  

 

 
   

 

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2dfd2790-2d42-45e1-9642-c4fdac98579d


 

  

 

 
   

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=484773d7-05f9-4e9f-873f-999e2fe021c7


 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5e7f2d4a-c854-4887-8484-764dc47f22f4
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=42c9dd58-2c54-45d7-a092-7365b69c9bb6
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=42c9dd58-2c54-45d7-a092-7365b69c9bb6


  

  
  

 

 

javascript:void(0);
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8b2141d1-4d92-4c17-9cf9-f5ccfb095cfe
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8b2141d1-4d92-4c17-9cf9-f5ccfb095cfe
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=8b2141d1-4d92-4c17-9cf9-f5ccfb095cfe
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=717343b3-a7cf-48dc-a979-a5365c740d4a


 

 

 

 

 
 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9e1af918-ea34-4f60-a260-f6ce3e9c5a16
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=45a70934-5dad-48a8-bc2a-ec1704e71242


 

  
 

 
   

KB890830 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bff98ec0-2124-441b-a7de-30197c59b22c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=af1c3351-a59b-4cb5-86a4-d5f139493022
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2dfd2790-2d42-45e1-9642-c4fdac98579d
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=717343b3-a7cf-48dc-a979-a5365c740d4a


 

    

   

 

 

 

 

• 

• 

 
  

 

 

 
 

https://support.microsoft.com/en-us/topic/june-14-2022-kb5014738-monthly-rollup-54e9b3f2-2353-4e73-acbb-5458f38e161e
https://support.microsoft.com/en-us/topic/june-14-2022-kb5014738-monthly-rollup-54e9b3f2-2353-4e73-acbb-5458f38e161e
https://support.microsoft.com/en-us/topic/june-14-2022-kb5014738-monthly-rollup-54e9b3f2-2353-4e73-acbb-5458f38e161e


 

    

   

 

• 

• 

 

• 

 
 
 
 
 
 
 

 
 

 
  

KB5014742

https://support.microsoft.com/en-us/topic/june-14-2022-kb5014746-security-only-update-50d8cfaf-4650-4baf-b4e6-d9b345315ca8
https://support.microsoft.com/en-us/topic/june-14-2022-kb5014742-security-only-update-6346889d-1d43-4f42-84c0-feeeb5c23fba


 

    

   

 

• 

KB5014748

• 

• 

• 

• 

• 

• 

• 

KB5014702

https://support.microsoft.com/en-au/topic/june-14-2022-kb5014748-monthly-rollup-1afc8a2b-a422-4897-a6e7-94f0c9d776c8
https://support.microsoft.com/en-us/topic/june-14-2022-kb5014702-os-build-14393-5192-e60ac0e1-44a4-49f9-871f-7c25eb0e5bb1


 

    

   

 

• 

• 

• 

• 

• 

• 

• 

KB5014702

https://support.microsoft.com/en-us/topic/june-14-2022-kb5014702-os-build-14393-5192-e60ac0e1-44a4-49f9-871f-7c25eb0e5bb1


 

    

   

 

 
• 

KB5014692

https://support.microsoft.com/en-us/topic/june-14-2022-kb5014692-os-build-17763-3046-62fe56c1-a8c0-40e8-a901-677ab9538bf8


 

  
 

     
   

 

• 

KB5014692

 

https://support.microsoft.com/en-us/topic/june-14-2022-kb5014692-os-build-17763-3046-62fe56c1-a8c0-40e8-a901-677ab9538bf8
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0


  
 

 
 

 

 

 

 

 
 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=69081abb-2fd4-49a6-8da1-2f616f1a9b58


 

 

 

 

 

 

 

 
 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=25b34684-3c2a-4f92-adb5-d87002d44aa0
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Applicable on PAS 

device.

Applicable on PAS 

device.

Applicable on PAS 

device.

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=248cab77-8eaf-4460-8c28-597959b28fc5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fbc62ec9-aa61-406d-9d59-ebe8730a9de7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88280d98-dd5e-446f-b71d-dc91f3df5da5


 

 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for June 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

Windows Malicious 

Software Removal Tool 

x64 - v5.102 

The Windows Malicious Software Removal Tool (MSRT) helps 

remove malicious software from computers. 

KB890830 Applicable on 

MS4000 Console, 

Anesthesia 

System and 

Station 

2022-06 Cumulative 

Update for Windows 

Server 2016 for x64-

based Systems. 

This security update includes quality improvements. Key changes 

include: Provides a Group Policy that administrators can use to 

enable customers to use the Ctrl+S (Save As) keyboard shortcut in 

Microsoft Edge IE Mode. Addresses an issue that prevents printing 

from operating properly for some low integrity process apps. 

Addresses an issue that causes print failures when a low integrity 

level (LowIL) application prints to a null port. Addresses an issue 

that prevents you from signing in to Citrix servers that have 

enabled the Interactive logon: Require smart card security policy 

setting. Addresses an issue that causes a mismatch between a 

Remote Desktop session’s keyboard and the Remote Desktop 

Protocol (RDP) client when signing in. Addresses an issue that 

prevents the file system control code 

(FSCTL_SET_INTEGRITY_INFORMATION_EX) from handling its input 

parameter correctly. Addresses an elevation of privilege (EOP) 

vulnerability under CVE-2022-30154 for the Microsoft File Server 

Shadow Copy Agent Service. To become protected and functional, 

you must install the June 14, 2022 or later Windows update on 

both the application server and the file server. The application 

server runs the Volume Shadow Copy Service (VSS)-aware 

application that stores data on the remote Server Message Block 

KB5014702 Applicable on 

MS4000 Console 

 Security Patches: 

BD Pyxis™ MedStation™ 4000 
 June 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bff98ec0-2124-441b-a7de-30197c59b22c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2dfd2790-2d42-45e1-9642-c4fdac98579d


 

  

3.0 (or higher) shares on a file server. The file server hosts the file 

shares. If you don’t install the update on both machine roles, 

backup operations carried out by applications, which previously 

worked, might fail. For such failure scenarios, the Microsoft File 

Server Shadow Copy Agent Service will log 

FileShareShadowCopyAgent event 1013 on the file server. For 

more information, see KB5015527. 

2022-06 Cumulative 

Update for Windows 

10 Version 1607 for 

x64-based Systems 

This security update includes quality improvements. Key changes 

include: Provides a Group Policy that administrators can use to 

enable customers to use the Ctrl+S (Save As) keyboard shortcut in 

Microsoft Edge IE Mode. Addresses an issue that prevents printing 

from operating properly for some low integrity process apps. 

Addresses an issue that causes print failures when a low integrity 

level (LowIL) application prints to a null port. Addresses an issue 

that prevents you from signing in to Citrix servers that have 

enabled the Interactive logon: Require smart card security policy 

setting. Addresses an issue that causes a mismatch between a 

Remote Desktop session’s keyboard and the Remote Desktop 

Protocol (RDP) client when signing in. Addresses an issue that 

prevents the file system control code 

(FSCTL_SET_INTEGRITY_INFORMATION_EX) from handling its input 

parameter correctly. Addresses an elevation of privilege (EOP) 

vulnerability under CVE-2022-30154 for the Microsoft File Server 

Shadow Copy Agent Service. To become protected and functional, 

you must install the June 14, 2022 or later Windows update on 

both the application server and the file server. The application 

server runs the Volume Shadow Copy Service (VSS)-aware 

application that stores data on the remote Server Message Block 

3.0 (or higher) shares on a file server. The file server hosts the file 

shares. If you don’t install the update on both machine roles, 

backup operations carried out by applications, which previously 

worked, might fail. For such failure scenarios, the Microsoft File 

Server Shadow Copy Agent Service will log 

FileShareShadowCopyAgent event 1013 on the file server. For 

more information, see KB5015527. 

KB5014702 Applicable on 

MS4000 and 

Anesthesia 

System 

Windows Malicious 

Software Removal Tool 

- v5.102 

The Windows Malicious Software Removal Tool (MSRT) helps 

remove malicious software from computers. 

KB890830 Applicable on 

MS4000 Console 

and MED3500 

Console 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88280d98-dd5e-446f-b71d-dc91f3df5da5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3a57b296-a5e9-4485-9fae-9412e78a6837
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2022-06 Security Only 

Quality Update for 

Windows Server 2008 

for x86-based Systems. 

This security-only update includes new improvements for the 

following issue: Printing to a NUL port from a Low Integrity Level 

(LowIL) process application could cause printing failures. 

KB5014743 Applicable on 

MS4000 Console 

and MED3500 

Console 

2022-06 Security 

Monthly Quality Rollup 

for Windows Server 

2008 for x86-based 

Systems 

This cumulative security update contains improvements that are 

part of update KB5014010 (released May 10, 2022) and includes 

new improvements for the following issue: Printing to a NUL port 

from a Low Integrity Level (LowIL) process application could cause 

printing failures. 

KB5014752 Applicable on 

MS4000 Console 

and MED3500 

Console 

 

2022-06 Security 

Monthly Quality Rollup 

for Windows 

Embedded Standard 7 

for x86-based Systems 

 

This cumulative security update contains improvements that are 

part of update KB5014012 (released May 10, 2022) and includes 

new improvements for the following issue: Printing to a NUL port 

from a Low Integrity Level (LowIL) process application could cause 

printing failures. 

 

KB5014748 

 

Applicable on 

MS4000 and 

Anesthesia 

System 

 

2022-06 Security Only 

Quality Update for 

Windows Embedded 

Standard 7 for x86-

based Systems 

 

This security-only update includes new improvements for the 

following issue: Printing to a NUL port from a Low Integrity Level 

(LowIL) process application could cause printing failures. 

 

KB5014742 

 

Applicable on 

MS4000 and 

Anesthesia 

System 

    

    

    

    

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2b1ef262-1615-4171-884d-bf50d957d951
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5411610a-30f9-4ef4-bc3a-8e1b34a99b26
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=248cab77-8eaf-4460-8c28-597959b28fc5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fbc62ec9-aa61-406d-9d59-ebe8730a9de7
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BD has identified patches from Microsoft® that have been identified as critical or security related 

for June 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-06 Security Monthly 

Quality Rollup for 

Windows Embedded 

Standard 7 for x86-based 

Systems. 

This cumulative security update contains improvements 

that are part of update KB5014012 (released May 10, 

2022) and includes new improvements for the following 

issue: Printing to a NUL port from a Low Integrity Level 

(LowIL) process application could cause printing 

failures. 

KB5014748 Applicable on 

3500 Anesthesia 

System and 

MS3500 Station 

 

2022-06 Security Only 

Quality Update for 

Windows Embedded 

Standard 7 for x86-based 

Systems. 

 

 

This security-only update includes new improvements 

for the following issue: Printing to a NUL port from a 

Low Integrity Level (LowIL) process application could 

cause printing failures. 

 

KB5014742 

 

Applicable on 

3500 Anesthesia 

System and 

MS3500 Station 

Windows Malicious 

Software Removal Tool - 

v5.102 

The Windows Malicious Software Removal Tool (MSRT) 

helps remove malicious software from computers. 

KB890830 Applicable on 

MS3500 and MS 

4000 Console 

 

 
Security Patches: 

BD Pyxis™ MedStation™ 3500 
 
June 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=248cab77-8eaf-4460-8c28-597959b28fc5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fbc62ec9-aa61-406d-9d59-ebe8730a9de7
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=3a57b296-a5e9-4485-9fae-9412e78a6837


 

 BD, Franklin Lakes, NJ, 07417, U.S.  
201.847.6800  

bd.com 
BD and the BD Logo are trademarks of Becton, Dickinson and Company  

or its affiliates. © 2022 BD. All rights reserved.  
   

 

2022-06 Security Only 

Quality Update for 

Windows Server 2008 for 

x86-based Systems. 

 

This security-only update includes new improvements 

for the following issue: Printing to a NUL port from a 

Low Integrity Level (LowIL) process application could 

cause printing failures. 

 

KB5014743 

 

Applicable on 

MS3500 and MS 

4000 Console 

 

2022-06 Security Monthly 

Quality Rollup for 

Windows Server 2008 for 

x86-based Systems 

This cumulative security update contains improvements 

that are part of update KB5014010 (released May 10, 

2022) and includes new improvements for the 

following issue: Printing to a NUL port from a Low 

Integrity Level (LowIL) process application could cause 

printing failures. 

KB5014752 Applicable on 

MS3500 and MS 

4000 Console 

 

    

    

    

    

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=2b1ef262-1615-4171-884d-bf50d957d951
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=5411610a-30f9-4ef4-bc3a-8e1b34a99b26


 

 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for June 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

Windows Malicious 

Software Removal Tool 

x64 - v5.102 

The Windows Malicious Software Removal Tool (MSRT) 

helps remove malicious software from computers. 

KB890830 Applicable on 

MS4000 Console, 

Anesthesia System 

and Station 

2022-06 Cumulative 

Update for Windows 10 

Version 1607 for x64-

based Systems. 

This security update includes quality improvements. Key 

changes include: Provides a Group Policy that 

administrators can use to enable customers to use the 

Ctrl+S (Save As) keyboard shortcut in Microsoft Edge IE 

Mode. Addresses an issue that prevents printing from 

operating properly for some low integrity process apps. 

Addresses an issue that causes print failures when a low 

integrity level (LowIL) application prints to a null port. 

Addresses an issue that prevents you from signing in to 

Citrix servers that have enabled the Interactive logon: 

Require smart card security policy setting. Addresses an 

issue that causes a mismatch between a Remote Desktop 

session’s keyboard and the Remote Desktop Protocol 

(RDP) client when signing in. Addresses an issue that 

prevents the file system control code 

(FSCTL_SET_INTEGRITY_INFORMATION_EX) from 

handling its input parameter correctly. Addresses an 

elevation of privilege (EOP) vulnerability under CVE-2022-

30154 for the Microsoft File Server Shadow Copy Agent 

Service. To become protected and functional, you must 

KB5014702 Applicable on 

Anesthesia System 

and MS4000 

 
Security Patches: 

BD Pyxis™ Anesthesia System 4000 
 
June 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=bff98ec0-2124-441b-a7de-30197c59b22c
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88280d98-dd5e-446f-b71d-dc91f3df5da5
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install the June 14, 2022 or later Windows update on both 

the application server and the file server. The application 

server runs the Volume Shadow Copy Service (VSS)-aware 

application that stores data on the remote Server 

Message Block 3.0 (or higher) shares on a file server. The 

file server hosts the file shares. If you don’t install the 

update on both machine roles, backup operations carried 

out by applications, which previously worked, might fail. 

For such failure scenarios, the Microsoft File Server 

Shadow Copy Agent Service will log 

FileShareShadowCopyAgent event 1013 on the file server. 

For more information, see KB5015527. 

2022-06 Security Monthly 

Quality Rollup for 

Windows Embedded 

Standard 7 for x86-based 

Systems. 

 

This cumulative security update contains improvements 

that are part of update KB5014012 (released May 10, 

2022) and includes new improvements for the following 

issue: Printing to a NUL port from a Low Integrity Level 

(LowIL) process application could cause printing failures. 

KB5014748 

 

Applicable on 

Anesthesia System 

and MS4000 

2022-06 Security Only 

Quality Update for 

Windows Embedded 

Standard 7 for x86-based 

Systems 

This security-only update includes new improvements for 

the following issue: Printing to a NUL port from a Low 

Integrity Level (LowIL) process application could cause 

printing failures. 

KB5014742 Applicable on 

Anesthesia System 

and Station 

    

    

    

    

 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=248cab77-8eaf-4460-8c28-597959b28fc5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fbc62ec9-aa61-406d-9d59-ebe8730a9de7
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BD has identified patches from Microsoft® that have been identified as critical or security related 

for June 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

2022-06 Security Monthly 

Quality Rollup for Windows 

Embedded Standard 7 for 

x86-based Systems. 

This cumulative security update contains 

improvements that are part of update KB5014012 

(released May 10, 2022) and includes new 

improvements for the following issue: Printing to 

a NUL port from a Low Integrity Level (LowIL) 

process application could cause printing failures. 

KB5014748 Applicable on 3500 

Anesthesia System 

and MS3500 Station 

 

2022-06 Security Only 

Quality Update for 

Windows Embedded 

Standard 7 for x86-based 

Systems. 

 

 

This security-only update includes new 

improvements for the following issue: Printing to 

a NUL port from a Low Integrity Level (LowIL) 

process application could cause printing failures. 

 

KB5014742 

 

Applicable on 3500 

Anesthesia System 

and MS3500 Station 

    

 

 
Security Patches: 

BD Pyxis™ Anesthesia System 3500 
 
June 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=248cab77-8eaf-4460-8c28-597959b28fc5
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=fbc62ec9-aa61-406d-9d59-ebe8730a9de7


 

BD has identified patches from Microsoft® that have been identified as critical or security related 

for June 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft® patches 

Patch name Description Patch ID Notes 

Windows 

Malicious 

Software 

Removal Tool 

x64 - v5.102 

(KB890830) 

After the download, this tool runs one time to check your 

computer for infection by specific, prevalent malicious 

software (including Blaster, Sasser, and Mydoom) and helps 

remove any infection that is found. If an infection is found, 

the tool will display a status report the next time that you 

start your computer. A new version of the tool will be offered 

every month. If you want to manually run the tool on your 

computer, you can download a copy from the Microsoft 

Download Center, or you can run an online version from 

microsoft.com. This tool is not a replacement for an antivirus 

product. To help protect your computer, you should use an 

antivirus product. 

 

KB890830 Applicable on Security Module 
devices. 

    

 
Security Patches: 

Security Module 

June 2022 

https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=1c92d4f6-7276-4da0-8ae7-cea22ef4b541


 
2022-06 Security 
Monthly Quality 
Rollup for 
Windows Server 
2012 R2 for x64-
based Systems 
(KB5014738) 

This cumulative security update includes improvements that 
are part of update KB5014011 (released May 10, 2022) and 
includes new improvements for the following issue: 

• Printing to a NUL port from a Low Integrity Level 
(LowIL) process application could cause printing 
failures. 

• Addresses an elevation of privilege (EOP) 
vulnerability under CVE-2022-30154 for 
the Microsoft File Server Shadow Copy Agent 
Service. To become protected and functional, you 
must install the June 14, 2022 or later Windows 
update on both the application server and the file 
server. The application server runs the Volume 
Shadow Copy Service (VSS)-aware application that 
stores data on the remote Server Message Block 3.0 
(or higher) shares on a file server. The file server 
hosts the file shares. If you don’t install the update 
on both machine roles, backup operations carried 
out by applications, which previously worked, might 
fail. For such failure scenarios, the Microsoft File 
Server Shadow Copy Agent Service will log 
FileShareShadowCopyAgent event 1013 on the file 
server. 

 

KB5014738 Applicable on Security Module 
devices. 

 
 
 
 
 

2022-06 Security 
Only Quality 
Update for 
Windows Server 
2012 R2 for x64-
based Systems 
(KB5014746) 

This security-only update includes new 
improvements for the following issue: 

• Printing to a NUL port from a Low Integrity Level 
(LowIL) process application could cause printing 
failures. 

• Addresses an elevation of privilege (EOP) 
vulnerability under CVE-2022-30154 for 
the Microsoft File Server Shadow Copy Agent 
Service. To become protected and functional, you 
must install the June 14, 2022 or later Windows 
update on both the application server and the file 
server. The application server runs the Volume 
Shadow Copy Service (VSS)-aware application that 
stores data on the remote Server Message Block 3.0 
(or higher) shares on a file server. The file server 
hosts the file shares. If you don’t install the update 
on both machine roles, backup operations carried 
out by applications, which previously worked, might 
fail. For such failure scenarios, the Microsoft File 
Server Shadow Copy Agent Service will log 
FileShareShadowCopyAgent event 1013 on the file 
server. 

KB5014746 Applicable on Security 
Module devices. 

    

https://support.microsoft.com/help/5014011
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/windows/win32/fileio/microsoft-smb-protocol-and-cifs-protocol-overview
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=45a70934-5dad-48a8-bc2a-ec1704e71242
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/windows/win32/fileio/microsoft-smb-protocol-and-cifs-protocol-overview
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=9e1af918-ea34-4f60-a260-f6ce3e9c5a16
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2022-06 
Cumulative 
Update for 
Windows 10 
Version 1607 for 
x64-based 
Systems 
(KB5014702) 

This security update includes quality improvements. Key 
changes include: 

• Provides a Group Policy that administrators can use 
to enable customers to use the Ctrl+S (Save As) 
keyboard shortcut in Microsoft Edge IE Mode. 

• Addresses an issue that prevents printing from 
operating properly for some low integrity process 
apps. 

• Addresses an issue that causes print failures when a 
low integrity level (LowIL) application prints to a null 
port. 

• Addresses an issue that prevents you from signing in 
to Citrix servers that have enabled the Interactive 
logon: Require smart card security policy setting. 

• Addresses an issue that causes a mismatch between 
a Remote Desktop session’s keyboard and the 
Remote Desktop Protocol (RDP) client when signing 
in. 

• Addresses an issue that prevents the file system 
control code 
(FSCTL_SET_INTEGRITY_INFORMATION_EX) from 
handling its input parameter correctly. 

• Addresses an elevation of privilege (EOP) 
vulnerability under CVE-2022-30154 for 
the Microsoft File Server Shadow Copy Agent 
Service. To become protected and functional, you 
must install the June 14, 2022 or later Windows 
update on both the application server and the file 
server. The application server runs the Volume 
Shadow Copy Service (VSS)-aware application that 
stores data on the remote Server Message Block 3.0 
(or higher) shares on a file server. The file server 
hosts the file shares. If you don’t install the update 
on both machine roles, backup operations carried 
out by applications, which previously worked, might 
fail. For such failure scenarios, the Microsoft File 
Server Shadow Copy Agent Service will log 
FileShareShadowCopyAgent event 1013 on the file 
server. 

 

KB5014702 Applicable on Security 
Module devices. 

 

https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/interactive-logon-require-smart-card
https://docs.microsoft.com/windows/security/threat-protection/security-policy-settings/interactive-logon-require-smart-card
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj612865(v=ws.11)
https://docs.microsoft.com/windows/win32/fileio/microsoft-smb-protocol-and-cifs-protocol-overview
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=88280d98-dd5e-446f-b71d-dc91f3df5da5

