Security Patches:

BD Synapsys™

December 2025

BD has identified patches from Microsoft® that have been identified as critical or security related
through October 2025. These patches were not found to adversely affect BD products and will be
applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the validated
patches are installed on their BD systems as the acting responsible entity in order to maintain the
correct security posture of the system(s)

The following patches have been validated for Windows Server 2016.

Patch name Description Patch ID Notes

Servicing stack update for This update makes quality improvement to the KB5066584 This update must

Windows Server 2016 servicing stack, which is the component that installs be installed prior
Windows updates. to all other

updates

Cumulative Update for NET  Addresses several security issues for the Windows KB5066136

Framework 3.5 & 4.8 for operating System.

Windows Server 2016

Security update for SQL Server  Addresses several fixes and resolves vulnerabilities KB5065227
for the windows operating system

Windows Server 2016 Addresses several security issues for the Windows KB5070882
Cumulative Security update. operating system.
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https://support.microsoft.com/en-us/topic/kb5066584-servicing-stack-update-for-windows-10-version-1607-and-windows-server-2016-october-14-2025-dddb3095-a8e1-4c41-b174-24018e05826d
https://support.microsoft.com/en-us/topic/october-14-2025-kb5066136-cumulative-update-for-net-framework-4-8-for-windows-10-version-1607-and-windows-server-2016-bba204ee-abd3-4b25-bc8f-13192e6309e6
https://support.microsoft.com/en-us/topic/kb5065227-description-of-the-security-update-for-sql-server-2016-sp3-azure-connect-feature-pack-september-9-2025-d8b13d39-30cc-4a82-9382-0ecf1b2ff118
https://support.microsoft.com/en-us/topic/october-23-2025-kb5070882-os-build-14393-8524-out-of-band-3400c459-db78-48bc-ae69-f61bff15ea7c
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The following patches have been validated for Windows Server 2019

Patch name

Description Patch ID

Notes

Servicing stack update for
Windows Server 2019

This update makes quality improvement to the KB5005112
servicing stack, which is the component that installs
Windows updates.

This update must
be installed prior
to all other
updates

Windows Server 2019
Cumulative security update.

Addresses several security issues for the Windows KB5070883
operating system.

Security update for SQL Server

Addresses several fixes and resolves vulnerabilities KB5065222

for the windows operating system

Cumulative Update for NET
Framework 3.5 & 4.8 for
Windows Server 2019
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Addresses several security issues for the Windows KB5066137

operating system.
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https://support.microsoft.com/en-au/topic/kb5005112-servicing-stack-update-for-windows-10-version-1809-august-10-2021-df6a9e0d-8012-41f4-ae74-b79f1c1940b2
https://support.microsoft.com/en-us/topic/october-23-2025-kb5070883-os-build-17763-7922-out-of-band-860bc03c-52fb-407c-89b2-14ecf4893c5c
https://support.microsoft.com/en-us/topic/kb5065222-description-of-the-security-update-for-sql-server-2019-cu32-september-9-2025-152ac456-cb04-4b88-8177-a77fe24ac80d
https://support.microsoft.com/en-us/topic/october-14-2025-kb5066137-cumulative-update-for-net-framework-3-5-and-4-8-for-windows-10-version-1809-and-windows-server-2019-831f7cd2-a2b3-432e-b92c-30c72536a2a9

