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BD has identified patches from Microsoft® that have been identified as critical or security
related up to December 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s)

Microsoft® patches

Patch name Description Patch ID Notes

Servicing stack update for This update makes quality improvement to the KB5017396 This update must

Windows 10 1607 servicing stack, which is the component that installs be installed prior
Windows updates. to all other

updates

Security update for secure This security update addresses the bypass secure KB5012170

boot DBX for Windows 10 boot vulnerability by adding the signatures of the

1607 known vulnerable UEFI modules to the DBX.

Cumulative update for Addresses a known security issue for the Windows 10  KB5021235

Windows 10 1607. operating system.
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https://support.microsoft.com/en-gb/topic/kb5017396-servicing-stack-update-for-windows-10-version-1607-and-server-2016-september-13-2022-5e6c9af3-c9ae-4648-84a4-096009e49733
https://support.microsoft.com/en-gb/topic/kb5012170-security-update-for-secure-boot-dbx-72ff5eed-25b4-47c7-be28-c42bd211bb15
https://support.microsoft.com/en-us/topic/december-13-2022-kb5021235-os-build-14393-5582-de1179ba-57c5-4594-82a6-d2ba12f2758e

