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BD has identified patches from Microsoft® that have been identified as critical or security related 
through June 2025. These patches were not found to adversely affect BD products and will be applied 
according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the validated 
patches are installed on their BD systems as the acting responsible entity in order to maintain the 
correct security posture of the system(s) 

Note: The current security updates are not recommended to be deployed on any Windows XP reader 
configurations.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Security Patches: 
BD Viper LT  

September 2025 
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Microsoft® patches 

Patch name Description Patch ID Notes 

Servicing Stack Update This update makes quality improvement to the 
servicing stack, which is the component that installs 
Windows updates.   

KB5005112 This update must 
be installed first. 

Windows 10 1809 Security 
update for SQL Server 2016 

This update addresses security issues of the 
operating system.  

KB5014351  

Windows 10 1809 
Cumulative update for .NET 
Framework 3.5 and 4.8. 

This update addresses security bypass and elevation 
of privilege vulnerabilities.  

KB5049615 
 

 

Cumulative Update for 
Windows 10 Version 1809 
for x64-based Systems 

This update lists the security issues and quality 
improvements included in this security update 

KB5060351 
 

 

Security Update for 
Microsoft ODBC Driver 17 
for SQL Server 

This driver updates addresses security issues for the 
SQL Server database. 

KB5037570  

Security Update for 
Microsoft OLE DB Driver for 
SQL Server 

This driver updates addresses security issues for the 
SQL Server database. 

KB5040711  

    

https://support.microsoft.com/en-gb/topic/kb5005112-servicing-stack-update-for-windows-10-version-1809-august-10-2021-df6a9e0d-8012-41f4-ae74-b79f1c1940b2
https://support.microsoft.com/en-us/topic/kb5014351-description-of-the-security-update-for-sql-server-2016-sp2-cu17-june-14-2022-d30a69f4-1a72-41b2-a545-6a211b5fc0f7
https://support.microsoft.com/en-us/topic/january-14-2025-kb5049615-cumulative-update-for-net-framework-3-5-and-4-8-for-windows-10-version-1809-and-windows-server-2019-4680f333-14d4-4705-abf7-0d877310e240
https://support.microsoft.com/en-gb/topic/june-10-2025-kb5060531-os-build-17763-7434-32fce7e7-305d-4d32-913f-3fdc0709a763
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-odbc-driver-17-for-sql-server-april-9-2024-e8c8314d-6e8b-4437-a56e-ab7e3c3c3625
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-ole-db-driver-for-sql-server-july-9-2024-a5c2d35a-0fe6-4a8f-90bc-7e577ae49b95
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