Security Patches:

Identity Management

January 2024

BD has identified patches from Microsoft® that have been identified as critical or security
related for January 2024 will not install on Identity Management.

The patches include updates that may adversely affect Identity Management. These patches
will not be and should not be installed on Identity Management at this time.

Customers that maintain patches independent of BD automated delivery should ensure these
actions are not performed as the acting responsible entity in order to maintain the correct
security posture of the system(s).

Note: These patches only apply to the latest supported version(s) of the BD offering.

Microsoft® patches

Patch name

2024-01 Security and
Quality Rollup for .NET
Framework 3.5, 4.6.2, 4.7,
471, 4.7.2, 4.8 for Windows
Server 2012 R2 for x64

2024-01 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-
based Systems

2024-01 Cumulative
Security Update for Internet
Explorer 11 for Windows
Server 2012 R2 for x64-
based systems

2024-01 Servicing Stack
Update for Windows Server
2012 R2 for x64-based
Systems

Description

This update addresses an issue that affects hybrid joined devices. You
cannot sign into them if they are not connected to the internet. This
occurs when you use a Windows Hello for Business PIN or biometric
credentials. This issue applies to a cloud trust deployment.

This cumulative security update includes improvements that are part of
update KB5033420 (released December 12, 2023). This update
addresses the following issue: ActiveX scroll bar does not work in
Internet Explorer 11 or in IE mode.

This update is not applicable for installation on a device on which the
Monthly Rollup from January 2024 (or a later month) is already
installed. This is because that update contains all the same
improvements that are included in this Internet Explorer update.

This update makes quality improvements to the servicing stack, which is
the component that installs Windows updates. Servicing stack updates
(SSU) makes sure that you have a robust and reliable servicing stack so
that your devices can receive and install Microsoft updates.

Patch ID Notes

KB503429 1

KB5034171 1

KB5034120 1

KB5034587


https://support.microsoft.com/en-us/topic/january-9-2024-security-update-kb5034129-41c9d33a-acaa-4693-add9-de0318f95238
https://support.microsoft.com/help/5033420
https://support.microsoft.com/en-us/topic/january-9-2024-kb5034171-monthly-rollup-377e3b9c-c5e0-420b-bc00-179b90c82ea4
https://support.microsoft.com/en-gb/topic/kb5034120-cumulative-security-update-for-internet-explorer-january-9-2024-24ad373c-e8f7-42a7-9680-d094505a46a9
https://support.microsoft.com/en-au/topic/kb5034587-servicing-stack-update-for-windows-server-2012-r2-january-9-2024-427160dd-c6ee-436c-b19b-a8714e656f1a

Windows Malicious Windows Malicious Software Removal Tool (MSRT) helps keep Windows

computers free from prevalent malware. MSRT finds and removes

Software Removal
threats and reverses the changes made by these threats.

Tool x64 - v5.120

Note:-

1. Due to environment issue patches were unable to be validated this month.
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https://www.microsoft.com/en-in/download/details.aspx?id=9905

